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2

Append-only list of events

Not just financial
Everyone agrees on content

Tamper-proof!
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Problem: Double Spending

dbea25daf536dbea25daf536
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mint

Old-School Solution
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Nakamoto Solution

dbea25daf536 dbea25daf536

Public
ledger



What is this Blockchain of 
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Hash document

Cryptographic seal from Timestamp & Hash 

Store seals on server …

Every day, publish hash of seals to …



12

The New York Times
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The New York Times
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Illustrate ideas using the original paper



15

Precursors



15

Precursors



15

Precursors



16

How it works



17

How it works



17

New owner’s 
identityHow it works



17

New owner’s 
identity

Tamper-
proofing

How it works



17

New owner’s 
identity

Tamper-
proofing

Old owner’s 
signature

How it works
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This happened

consensus

This happened

This happened

This happened

This happened

This happened

Operations 
that 

happened, 
in order

Blockchain Construction (simplified)

Operations 
that want to 
happen
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Clients ….

send transactions …

to miners.
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Miners …

do consensus to pick one block …
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Every node keeps a copy of every transaction

Widely considered reckless at the time

Still a scalability issue
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Find a value to 
put here …
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Find a value to 
put here …

To give this hash 
k leading 0s
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SHA256( h | T | K | nonce ) < D 

hash of block 
on longest

 branch

standard 
 hash

function
transactions

public
key difficulty

Find this!
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SHA256( h | T | K | nonce ) < D 

No formal proof of collision-resistence

Possible quantum attacks?

Ethereum uses similar, not same hash
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SHA256( h | T | K | nonce ) < D 

Tamper-proofing
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SHA256( h | T | K | nonce ) < D 

Actually hash of txn “Merkel tree” root
Constant size

Too expensive to hash txns themselves
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SHA256( h | T | K | nonce ) < D 

Pay “coinbase” reward to this address
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SHA256( h | T | K | nonce ) < D 

Too easy? frequent forks, finality slow
Too hard? slow progress, low throughput
Adjusted dynamically: ~1 block / 10 min
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SHA256( h | T | K | nonce ) < D 

Keep trying one after another …
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Chain Property
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Control x% of miners,  control x% of blocks

Not always true but close enough for now
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“Proof-of-Work” arguably a misnomer

Randomization is important

Instead, chance of winning is 
proportional  to power 

Otherwise, most computational power 
always wins

Still, danger of capture by big miners
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Longest Chain Rule
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Honest miners build on 
longest chain …

Dishonest miners would have to out-
compute all honest miners 
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Back of the envelope calculation

How likely dishonest miner can overtake 
honest miner to reverse transaction?

Exponentially small

Calculation naïve but probably mostly right
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Here is a more complete calculation …

Lots of Chernoff bounds …

more precise statements of correctness

more precise bounds on hashing power
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Crime doesn’t Pay

37

Suppose dishonest party acquires 
lots of hashing power …

Unlimited double spending?

Or collect all the rewards?

Vandalism destroys coin values!
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Limited Throughput is Feature, not Bug
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Number of blocks/time kept 
approximately constant

By varying PoW difficulty

Limited scalability becomes a problem as 
Bitcoin becomes successful

Generated blocks should have time to 
propagate; otherwise, forks increase
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Clients send 
transactions to 

miners

On  the Bitcoin P2P layer

Rumor: mining cartels use faster side-channels
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Miners assemble transactions 
into blocks

Economy of scale: single 
transaction too expensive
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Miners race to do Proof of Work

Today, consumes lots of energy

Cartels with access to cheap power and ASICs 
control most of hashing power
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If multiple winners at the same time …

the blockchain forks …

Result: high latency because need to wait until 
your transaction deep enough in chain
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Sanity check: malformed txns rejected

Incentive for miners to behave …

Double spending filter
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Successors build on recent well-formed blocks

Pick longest chain if there is a fork

Break ties arbitrarily
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You mine a block, you get paid

How new bitcoins are generated

“Coinbase” transaction
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Where’s my Money?
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Customers can include transaction fee

Higher fees buy lower latency?
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Deflationary

48

Limit on number of BTC ever minted

Fear of inflation?

But not deflation?

Deflation implies inflated fees
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A txn can have 
multiple inputs …
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… and multiple 
outputs
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pizza order

change



UTXO Model
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Can also place 
other conditions 

on transfer …

smart contracts
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Old-school: Trusted 3rd party keeps IDs and 
transactions secret
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Bitcoin: all transactions visible

Public sees only keys

Which can still leak 
information

“pseudonymous”
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Decentralized Trust
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We, the group 
make all decisions No small faction can 

dictate outcome
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Who Votes?
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Adult Men: 1792, 1848 

Adult Women: 1944

Only citizens …
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One member, one vote

“permissioned” model

Adversary controls < 1/3 votes

Classical distributed systems
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Proof of Work
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One CPU, one vote

“permissionless” model

Adversary controls < ½ power

Nakamoto’s breakthrough
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“The system is secure as long as honest 
nodes collectively control more CPU 
power than any cooperating group of 

attacker nodes.”
S. Nakamoto
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Popular Culture
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Bitcoin (& Ethereum) are pretty centralized

Top 4 Bitcoin Miners > 53% power

Top 3 Ethereum miners > 61% power

15 Bitcoin, 11 Ethereum  miners > 90%

Fake Dentralization
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PoW Encourages Centralization
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Power to the people …
 who live near cheap energy?
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Proof of Stake

68

One coin, one vote

Voters have something  to lose

Plutocracy?

Maybe, but money buys CPUs and votes …
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Proof of Space
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One Gigabyte, one vote

Solve space-intensive puzzles

Reaction to other schemes
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Synchronous

Adversary delays messages < known Δ

Bitcoin lives here

Needed for safety, not just liveness
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Timing Models
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Asynchronous

Cannot guarantee liveness! (FLP result)

Rrandomization for expected  termination

Adversary delays messages by any finite amount
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Eventually Synchronous

At unknown global stabilization time (GST) …

Becomes synchronous

Starts out asynchronous …

Byzantantine Fault-tolerant (BFT) protocols live 
here

Need: safety during asynchronous, 
liveness during synchronous


