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Abstraction:
Distributed Ledger
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, 20X3 Cash sale 59,000
, 20X3 Paid bills 2,000 57,000
10, 20X3 Paid tax 1,000 56,000
12, 20X3 Collected receivable 63,000
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Problem: Double Spending
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Old-School Solution




Nakamoto Solution

Jan. 1, 3 Balance forward

Jan. 2 Collected receivable 10,000 60,000
Jan. 3 Cash sale 5,0 65,000
Jan. 5, 2 Paid rent ) 7,00( 58,000
Jan. 7, 3 Paid salary 3,00( 55,000
Jan. 8, 2C Cash sale 4,000

Jan. 8, Paid bills

Jan. 10, 20X3 Paid tax

Jan. 12, 20 Collected receivable
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Nakamoto Solution

decided which arrived first. To accomplish this without a trusted party. transactions must
publicly announced [1]. and we need a system for participants to agree on a single history of the
order in which they were received. The payee needs proof that at the time of each transaction, the
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Jan. 10, 20X3 Paid tax 1,000 56,000
Jan. 12, 20X3 Collected receivable 63,000
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The more realistic attack vector would be to
make fake newspapers with a different chain
of hashes and circulate them more widely.
Still very difficult though :)
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The Bitcoin Protocol
(simplified)
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Blockchain Construction (simplified)
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Clients







send transactions ...
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Miner batches transactions in blocks







do consensus to pick one block ...
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Balance forward
60,000
65,000
58,000

Paid salary A 55,000

Widely considered reckless at the time

cc NN
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59,000

653,000

Still a scalability issue
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Prev Hash Nonce Prev Hash Nonce
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Nonce

Block

Prev Hash
]

Find a value to
put here ...
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Find a value to
put here ...

To give this hash
k leading Os
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Nakamoto Consensus
in One Line

SHA256(h | T|K|nonce)<D
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Nakamoto Consensus
in One Line

SHA256( h |T K D
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Nakamoto Consensus
in One Line

SHA256( h | T|K|nonce)<D

No formal proof of collision-resistence
Possible quantum attacks?
Ethereum uses similar, not same hash

26



Nakamoto Consensus
in One Line

SHA256(h | T|K|nonce)<D

Tamper-proofing
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Nakamoto Consensus
in One Line

SHA256( h | T| K| nonce )<D

Actually hash of txn “Merkel tree” root
Constant size
Too expensive to hash txns themselves

28



Nakamoto Consensus
in One Line

SHA256( h | T| K] nonce)<D

Pay “coinbase” reward to this address

AS



Nakamoto Consensus
in One Line

SHA256( h | T|K|nonce)<D

Too easy? frequent forks, finality slow
Too hard? slow progress, low throughput
Adjusted dynamically: ~1 block / 10 min

30



Nakamoto Consensus
in One Line

SHA256(h|T|K D

Keep trying one after another ...

31
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Chain Property
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Longest Chain Rule

in it. If a majority of CPU power is controlled by honest nodes. the honest chain will grow the

fastest and outpace any competing chains. To modify a past block. an attacker would have to

Honest miners build on
longest chain ...
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Longest Chain Rule

in it. If a majority of CPU power is controlled by honest nodes. the honest chain will grow the

fastest and outpace any competing chains. To modify a past block. an attacker would have to

Honest miners build on
longest chain ...

Dishonest miners would have to out-
compute all honest miners

34



Calculation

= probability an honest node finds the next block
Back of the envelope calculation

< : . blocks behind

q:\" 1 ifp=<q|
" |(g/p) if p>q|

\
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Calculation

= probability an honest node finds the next block

Back of the envelope calculatlon
blocks behind

" How likely dishonest miner can overtake
: honest m|ner to reverse transaction?

Exponentially small
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Calculation

= probabilitv an honest node finds the next block

Back of the envelope calculatlon
blocks behind

How likely dishonest miner can overtake
honest m|ner to reverse transaction?

Exponentially small
Calculation naive but probably mostly right
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Here is a more complete calculation ...
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Crime doesn't Pay

1e ncentive may help encourage nodes to stay
assemble more CPU power than all the honest nodes, he would have to choose between using it

to defraud people by stealing back his payments, or using it to generate new coins.’ He ought to

Suppose dishonest party acquires
lots of hashing power ...
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Crime doesn’t Pay

1e ncentive may help encourage nodes to stay honest. a greedy attacker 1s able to
assemble more CPU power than all the honest nodes, he would have to choose between using it

to defraud people by stealing back his payments, or using it to generate new coins.’ He ought to

Suppose dishonest party acquires
lots of hashing power ...

Unlimited double spending?

Or collect all the rewards?
Vandalism destroys coin values!
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Limited Throughput is Feature, not Bug

To compensate for increasing hardware speed and varying interest in running nodes over time,
the proof-of-work difficulty is determined by a moving average targeting an average number of

blocks per hour. If they're generated too fast, the difficulty increases
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Limited Throughput is Feature, not Bug

To compensate for increasing hardware speed and varying interest in running nodes over time,
the proof-of-work difficulty is determined by a moving average targeting an average number of
blocks per hour. If they're generated too fast, the difficulty increases

Generated blocks should have time to
propagate; otherwise, forks increase

Number of blocks/time kept
approximately constant

By varying PoW difficulty
Limited scalability becomes a problem as
Bitcoin becomes successful %




The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.
2) Each node collects new transactions into a block.

3) Each node works on finding a difficult proof-of-work for its block.

4) When a node finds a proof-of-work, it broadcasts the block to all nodes.
Nodes accept the block only if all transactions in it are valid and not already spent.
Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.
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Clients send
transactions to
miners
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On the Bitcoin P2P layer
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The steps to run the network are as follows:

1) New transactions are broadcast to all nodes.

On the Bitcoin P2P layer

Clients send
transactions to
miners

Rumor: mining cartels use faster side-channels
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The steps to run the network are as follows:
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Each node collects new transactions into a block.

Tanh svada s1arasl-cc A Faandinea a AsfFirnlt neanf Af - Avrl- fAar 1te WlAAL

Miners assemble transactions
into blocks

41



The steps to run the network are as follows:
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- T W VT LA VIALANIUE W LAWALY WA W WA WMAAWLILIL LW WAL ZAVW WA Ww T

*/
2) Each node collects new transactions into a block.

2\ Tanh snada xxrarl-cc Aan Findina a Aiffianlt neanf_ Aaf v Arl- far ite WlAnL-

Miners assemble transactions
into blocks

Economy of scale: single
transaction too expensive

41



The steps to run the network are as follows:
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3) Each node works on finding a difficult proof-of-work for its block.

-wr vy o~

Miners race to do Proof of Work
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3) Each node works on finding a difficult proof-of-work for its block.

-wr vy [

Miners race to do Proof of Work
Today, consumes lots of energy

42



The steps to run the network are as follows:

bl manri manm i ma A amnrd b A1 A A

3) Each node works on finding a difficult proof-of-work for its block.

-wr vy [

\|
Miners race to do Proof of Work
Today, consumes lots of energy

Cartels with access to cheap power and ASICs
control most of hashing power

42



The steps to run the network are as follows:
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4) When a node finds a proof-of-work, it broadcasts the block to all nodes

- - . . .
mdimanr 2an 2d mann wenl A Aer rian mnand

/

If multiple winners at the same time ...
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The steps to run the network are as follows:
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4) When a node finds a proof-of-work, it broadcasts the block to all nodes

. .
bimanr 2an 2d man wenl

the blockchain forks ...

If multiple winners at the same time ...
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The steps to run the network are as follows:

tmanm marm bnsimmn A amid b A1 i A A~ .

<) 1LoAasvil 11IVUS wulino vil 1111\1111:—’ a Ukliliiv i 1)1 VUULTULTVWULNL 1VL 11D ViV,

4) When a node finds a proof-of-work, it broadcasts the block to all nodes

bimanr 2an 2d man wenl A Ades rian mas

'
If multiple winners at the same time ...
the blockchain forks ...

Result: high latency because need to wait until
your transaction deep enough in chain

43



The steps to run the network are as follows:
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7 workino an creating - 2 in the

Sanity check: malformed txns rejected
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The steps to run the network are as follows:

avrim bt mans marnm hsimma A amrd b A1 A A

7 workino an creating ' 2 in the

Sanity check: malformed txns rejected

Incentive for miners to behave ...
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The steps to run the network are as follows:

mbimanri manm i ma A amnrd b A1 A A

ﬂ) Nodes acc.ept the block only if all tlansagtlons in it are valid and not ahead'w spent

S 7 workino an creating

Sanity check: malformed txns rejected

Incentive for miners to behave ...
Double spending filter

44



The steps to run the network are as follows:
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Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.

Successors build on recent well-formed blocks
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The steps to run the network are as follows:
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Nodes express their acceptance of the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.

Successors build on recent well-formed blocks

Pick longest chain if there is a fork
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The steps to run the network are as follows:
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) \Iodes express their acceptance ot the block by working on creating the next block in the
chain, using the hash of the accepted block as the previous hash.

Successors build on recent well-formed blocks

Pick longest chain if there is a fork
Break ties arbitrarily
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Where's my Money?

By convention. the first transaction in a block is a special transaction that starts a new coin owned

by the creator of the block‘. This adds an incentive for nodes to support the network, and provides

~ - ~ Vel - ~ g . ~ g - - ‘

You mine a block, you get paid
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By convention. the first transaction in a block is a special transaction that starts a new coin owned

by the creator of the blocki. This adds an incentive for nodes to support the network, and provides
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You mine a block, you get paid

How new bitcoins are generated
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Where's my Money?

By convention. the first transaction in a block is a special transaction that starts a new coin owned

by the creator of the block‘. This adds an incentive for nodes to support the network. and provides

You mine a block, you get paid

How new bitcoins are generated
“Coinbase” transaction
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Where's my Money?

The incentive can also be funded with transaction fees. If the output value of a transaction is
less than its input value, the difference is a transaction fee that is added to the incentive value of

the block containing the transaction. Once a predetermined number of coins have entered

-~

Customers can include transaction fee
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Where's my Money?

The incentive can also be funded with transaction fees. If the output value of a transaction is
less than its input value, the difference is a transaction fee that is added to the incentive value of

the block containing the transaction. Once a predetermined number of coins have entered

Customers can include transaction fee

Higher fees buy lower latency?
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Deflationary

the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation

free.

Limit on number of BTC ever minted
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Deflationary

the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation

free.

Limit on number of BTC ever minted

Fear of inflation?
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Deflationary

the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation

free.

Limit on number of BTC ever minted

Fear of inflation?

But not deflation?
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Deflationary

the block containing the transaction. Once a predetermined number of coins have entered
circulation, the incentive can transition entirely to transaction fees and be completely inflation

free.

Limit on number of BTC ever minted
Fear of inflation?

But not deflation?

Deflation implies inflated fees 48



UTXO (unspent transaction output) Model

Transaction

In Qut
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UTXO Model

A txn can have

multiple inputs ...




UTXO Model

Transaction

In l_Out

... and multiple =
Rl | [
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UTXO Model

Transactio Y




UTXO Model

Transaction

Can also place

other conditions
on transfer ...

smart contracts




Privacy

Traditional Privacy Model

- . Trusted -

New Privacy Model

Old-school: Trusted 3rd party keeps IDs and
transactions secret




Privacy

Bitcoin: all transactions visible

- w A Trusted ,

New Privacy Model
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Privacy

Bitcoin: all transactions visible

 Transactifq | Public sees only keys \

New Privacy Model
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Privacy

Bitcoin: all transactions visible

 Transactifq | Public sees only keys \

|
P E ARG Rt Which can still leak
— information
Identities Transactions
 Transactons |
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Privacy

Bitcoin: all transactions visible

 Transactifq | Public sees only keys \

I
P E ARG Rt Which can still leak
— information
Identities Transactions
 Transactons |
“pseudonymous’
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“Decentralized Trust Infrastructure”

Centralized Decentralized
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Centralized Trust
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Centrallzed Trust
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make all decisions




We, the group
make all decisions

No small faction can
dictate outcome







Who Votes?

Adult Men: 1792, 1848




Who Votes?

Adult Men: 1792, 1848

Adult Women: 1944
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Adult Men: 1792, 1848
Adult Women: 1944
Only citizens ...










Proot of Membership
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Proof of Membership
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making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majorit

~ -~




B Lo Py FLCE G A

l’..l\\"l. A LA O 8 N - ’ = = = - = = A » =
making. If the majority were based on one-IP-address-one-vote, it could be subverted by anyone
able to allocate many IPs. Proof-of-work is essentially one-CPU-one-vote. The majorit

~ -~




Proof of Work
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Proof of Work
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Proof of Work
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Bitcoin Adversary

“The system is secure as long as honest
nodes collectively control more CPU
power than any cooperating group of

attacker nodes.”

S. Nakamoto
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Fake Dentralization
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PoW Encourages Centralization




PoW Encourages Centralization

Power to the people ... .
who live near cheap energy? be'ng
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\Wasteful
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Wasteful
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k versus VISA network average consumption

Bitcoin networ
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Proof of Stake
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Proof of Space
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Proof of Space
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Proof of Space
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Timing Models
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Timing Models

Asynchronous




Adversary delays messages by any finite amount j«
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Adversary delays messages by any finite amoun
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Timing Models

Byzantantine Fault-tolerant (BFT) protocols live
here




Timing Models

— & 1 o \n_ 2

Starts out asynchronous ... 3

At unknown global stabilization time (GST) ...

— — A © s>
Becomes synchronous [‘CExsss

===

Eventually Synchronous N /

Byzantantine Fault-tolerant (BFT) protocols live

Need: safety during asynchronous,
liveness during synchronous



