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1 Logic

1.1 Sequent Logic

I THIN CONTRACTION EXCHANGE Cur -l
r~A A A- A A A - A" '-A A A r-A
Ar A rAr A rAr A A, A A" A r,-Ar A
—-r Al AT vi vrl
A1 A A A" '-A A A~ A" r,A A" TA
I'-A4 LAAA - A" - AnA LAvA A" - AvA
vrr -1 -r vi
A '-A r,A A" rA-A rLA(z') - A
r-AvA rA->A+ A" r-A->A Ve A(z) - A
Vr 3l Ir
'~ A(z") 2 fresh [LA(z) - A" 2’ fresh '+ A(z")
'+ V. A(z) I, 3z. A(z)+ A’ '+ 3Jz. A(z)

Figure 1: Basic rules



1.2 Basic Rules

NODE
F.OneN

IR
F.Tle = (s'(n),ors,ois) = request,.(n,s(n),e)

II
Feite = (s'(n),ors,ois) = indication.(n,s(n), (i,¢))

PE
o Tiper = (s'(n),ors,ois) = periodic.(n,s(n))

OR
Fen o (ie) eorsaself = O(neile)

0]
Feneceoisaselfl = O(neTte)

OR/

Feneile = S(n e (ise) €ors Aself)

or
FeneTte = S(n e ecois Aself)

INIT
Fe® (s = An. init.(n))

PosTPRE
Fc®(s'=s & Os=3s)

SEQ
Fen#zn = s'(n) =s(n)

ASELF
F. ® Oself

SINvV
Fe (®Z) < restrict(self,T)

APER
Fen € Correct <> [OO(n o T3 per)

Figure 2: Program Logic



RSEQ
Fer=r = B(r<r)

GST
F.n' € Correct AT > rgsT A
(n edl|send(n,m)Arr=r)=
O(n' o d 1 deliveri(n,m) Ar=r)

FDup
F. OO (n' o d 1 deliver|(n,m)) - OO(n « d | send|(n’,m))

NFORGE
Fe (n' o d 1 deliver;(n,m)) = ©(n « d | send|(n’,m))

UNIOR
F. (occ(ors,e) <1 A
B(n =n Aself > (i,e) ¢ ors) A
O(n =n Aself > (i,e) ¢ ors)) =
(neile)=
H-(neile)al-(neile)

Un101
Fe (occ(ois,e) <1 A
B(n =n Aself > e ¢ ois) A
C(n =n Aself > e ¢ ois)) =
(neTte)=
H-(neTte)Al=(neT1e)

EXxEORDEROR
Fe [ e (i,e) € ors Aself A
S(n e (iye’) eors Aself)] =
Slneile=
S(neile)]

EXEORDEROI
Fe [n e e€oisaself A
&O(noe € €oisaself)] =

<>[nA-TTe:>
O(neTre)]

EXEFEOI
Fe O=(n e € € 0is A self) =
O0-(neite)

EXEFEOR

Fe O=(n o (i,€) € ors Aself) =
OO-(neile)

Figure 3: Program Logic



1.3 Derived Rules

FLoss
. n' € Correct —
OC(n o d | sendi(n/,m)) — OO(n' « d 1 deliver|(n,m))

IRSE
Fc® [Tle = (s'(n),ors,ois) = request,.(n,s(n),e)]

PESE
Fc® [T3per = (s'(n),ors,ois) = periodic.(n,s(n))]

IISE
Fc® [ite = (s'(n),ors,ois) = indication.(n,s(n), (,e))]

ORSE
Fe® [no (i,e)eors = O(neile)]

OISE
Fe® [neecois = O(neTrhe)]

ORSE’
Fe® [neile = S(ne(ie)eors)]

OISE'
Fe® [neTle = &(neecois)]

Figure 4: Program Logic, Derived rules. S is a predicate on state.



TROI
Vs. S(s) Arequest.(n,s,e) = (_,0is, ) » €' €ois

FeneTlenS(s(n)) = OneTte)

1101
Vs. S(s) Aindication.(n, s, (i,e)) = (_,0is,_) » €' € ois

FeneitenS(s(n)) = O(neTre)

PEOI
Vs. S(s) A periodic.(n, s) = (_,0is,_) » ¢’ € ois

FeneispernS(s(n)) = O(neTte)

IROR
Vs. S(s) Arequest.(n,s,e) = (_,_ors) > (i,e') € ors

FeneTlenS(s(n)) = O(neile)

ITIOR
Vs. S(s) Aindication.(n, s, (i,e)) = (-, _,ors) — (i,e") € ors

FeneoitenS(s(n)) = O(neile)

PEOR
Vs. S(s) A periodic.(n,s) = (_, _,ors) — (i,e") € ors

FeneiipernS(s(n)) = O(neile)

Figure 5: Program Logic, Derived rules. S is a predicate on state.



UN1OISE
Fe® (occ(ois,e) <1 A
B(n=n—-efois) A

D(n:n—>ci¢ois)):> )
(neTte)=>H-(neTte)aAl-(neTte)

UNIORSE
Fe® (occ(ors,e) <1 A
B(n=n— (i,e) ¢ ors) A

O(n=n - (i,e) ¢ors)) =

(neile)=>B-(neile)al=(neile)

IROISE

Vs. S(s) Arequest.(n,s,e) = (_,o0is,_) - ¢’ €ois

Fe®@neTlenS(s(n)) = O(neTte)

IIOISE
Vs. S(s) Aindication.(n, s, (i,e)) = (_,0is,_) = ¢’ € ois

Fc@neitenS(s(n)) = O(neTte)

PEOISE
Vs. S(s) A periodic.(n, s) = (-, 0is,_) > ¢’ € ois

Fc®neigperanS(s(n)) = O(ne TTe')

IRORSE
Vs. S(s) Arequest,(n,s,e) = (-, _,ors) - (i,e’) € ors

Fc®neTlenS(s(n)) = O(neile)

ITIORSE
Vs. S(s) Aindication.(n, s, (i,€)) = (_,_,ors) = (i,e’) € ors

Fc@mneitenS(s(n)) = O(neile)

PEORSE
Vs. S(s) A periodic.(n,s) = (-, _,ors) — (i,e') € ors

Fe® neiiperanS(s(n)) = O(neile)

APERSE
Fe ® n € Correct —» (0O (n o T3 per)

QUORUM

|Correct| > t1 +.
NCcN A |N|>ty A t1+t22|N|= 3In. ne N an e Correct

Figure 6: Program Logic, Derived rules



SEQSE
Fe® [n#n = s'(n)=s(n)]

CSELF
n e self <
(Fe.neTle) v (Ji,e.neT? (i,e)) vV (neT3per)

INVSE INVSE' .

T ®Ve.Tle=A [-c®Ve.TlenBA=A
I'-.Q Vie.ite=> A L-c® Vie.iterBHBA= A
M- ® Tiper=A F'r.® TipernBA=A
r-.®0A4 e-.®0A4

INVUSE

I'+.® Ve. Tl ea(s'(n),ors,ois) = request,.(n,s(n),e) A

BA= A

T'+.® Ve,i.iten(s'(n),ors ois) = indication.(n,s(n), (i,e)) A
BA= A

I'+.® T3pera(s'(n),ors,ois) = periodic.(n,s(n)) A
HA= A
. ®0A
INVMSE

Tr.®@ Ve. TleAnBAABA = A A
F'r.® Ve,i.iteABAABA = An A
T.® TipernBAABA = An A
F-.®0(AAA)

INVMSE’
I'+.® Ve. Tl en(s'(n),ors,ois) = request,.(n,s(n),e) A
BAABA = AnA
['+.® Ve,i.i1en(s'(n),ors,ois) = indication.(n,s(n), (i,e)) A
BAABA = A A
['+.® T§pera(s'(n),ors,ois) = periodic.(n,s(n)) A
BAABA = A A

Tr.®OArA)

Figure 7: Program Logic, Derived rules. S is a predicate on state.



INVLSE
Ve. T eArequest.(n,s(n),e) = (s'(n),ors,ois) > A
Ve, i. i 1 e Aindication.(n,s(n), (i,e)) = (s'(n), ors, ois) - A
T $ per A periodic,.(n,s(n)) = (s'(n), ors, ois) - A
A non-temporal

F.®© OA

INVL
Ve. T | e Arequest,(n,s(n),e) = (s'(n),ors,0is) - A
Ve,i. i1 enindication.(n,s(n), (i,e)) = (s'(n),ors, ois) - A
T $ per A periodic.(n,s(n)) = (s'(n), ors, ois) - A
A non-temporal

F.self = A

INVUSSE
'.®Ve.neTleA
(s'(n),ors,ois) = request.(n,s(n),e) A
S(s(n)) = S(s'(n))

'-.®Ve,i.neiten
(s'(n),ors,ois) = indication.(n,s(n), (i,e)) A

S(s(n)) = S(s'(n))

IF'-c®mneTiperna
(s'(n),ors, ois) = periodic,(n,s(n)) A

S(s(n)) = S(s'(n))
[ ®[S(s(n)) = DS(s(n))]

INVUSSE’

S(init.(n))

'.®Ve.neTleAn
(s'(n),ors,ois) = request,.(n,s(n),e) A
S(s(n)) = S(s'(n))

'-.® Ve,i.neiten
(s'(n),ors, ois) = indication.(n,s(n), (i,e)) A

S(s(n)) = S(s'(n))

F'r.®n e TsperAa
(s'(n),ors,ois) = periodic,.(n,s(n)) A

S(s(n)) = S(s'(n))
I'+.® 0O8(s(n))

Figure 8: Program Logic, Derived rules



INVSSE
Vs,e,s'. S(s)Arequest.(n,s,e)=(s",_,_) > S(s")
Vs,i,e,s. S(s)Aindication.(n,s, (i,e)) = (s',_,_) = S(s")
Vs,s'. S(s) A periodic,(n,s) = (s',_,.) = S(s')

Fe ®[S(s(n)) = 0S(s(n))]

INnvS
Vs,e,s'. S(s) Arequest.(n,s,e) =(s",_,) = S(s)
Vs, i e, s’. S(s)Aindication.(n, s, (i,e)) = (s',_,_) = S(s)
Vs,s'. S(s) A periodic.(n,s) = (s',_,_) - S(s')

Feself A S(s(n)) = (self = S(s(n)))

INVSSE'
S(inite(n))
Vs,e,s'. S(s)Arequest.(n,s,e)=(s",_,_) > S(s")
Vs,i,e,s’. S(s) Aindication.(n,s, (i,e)) = (s',_,_) = S(s")
Vs,s'. S(s) A periodic.(n,s) = (s',_,_) - S(s")

Fe © 0S(s(n))

INnvS’
S(inite(n))
Vs,e,s'. S(s)Arequest.(n,s,e)=(s",_,_) > S(s")
Vs, i e, s’. S(s)Aindication.(n, s, (i,e)) = (s',_,_) = S(s)
Vs,s'. S(s) A periodic,(n,s) = (s',_,_) - S(s')

Fe (self = S(s(n)))

Figure 9: Program Logic, Derived rules
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INVSSE”
Vs,e,s'. S(s)Arequest.(n,s,e)=(s",_,_) > S(s")
Vs, i,e,s’. S(s)Aindication.(n, s, (i,e)) = (s',_,_) = S(s)
Vs,s'. S(s) A periodic.(n,s) = (s',_,_) - S(s")

Fe® S(s'(n)) = 0S(s(n))

INnvS”
Vs,e,s'. S(s)Arequest.(n,s,e)=(s",_,_) > S(s)
Vs,i,e,s’. S(s) Aindication.(n,s, (i,e)) = (s',_,_) = S(s")
Vs,s'. S(s) A periodic.(n,s) = (s',_,_) - S(s")

. (self A S(s'(n))) = O(self - S(s(n)))

INVSASE
=S (initc(n))

Ve.neTleA
request,(n,s(n),e) = (s'(n),ors,ois) A

-S(s(n))AS(s'(n)) - A

Ve,i.nette A
indication.(n,s(n), (i,e)) = (s'(n), ors, ois) A

2S(s(n)) A S(s'(n)) — A

n e TiperA
periodic.(n,s(n)) = (s'(n), ors, ois) A

-S(s(n)) A S(s'(n)) - A

A non-temporal

e ® [S(s(n)) = &(n s A)]

INVSA
=S (inite(n))

Ve.neTleA
request,(n,s(n),e) = (s'(n),ors,ois) A

~S(s(n)) A S(s'(n)) > A

Ve,i.nette A
indication.(n,s(n), (i,e)) = (s'(n),ors, ois) A

-S(s(n))AS(s'(n)) - A

n e TiperA
periodic.(n,s(n)) = (s'(n), ors, ois) A

~S(s(n)) A S(s'(n)) ~ A

A non-temporal

e [self A S(s(n))] = &(n e A)

Figure 10: Program Logic, Derived rules
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INVSAG
=S(init.(n))

Ve.neTleA
request,.(n,s(n),e) = (s'(n),ors,ois) A

~S(s(n)) A S(s'(n)) — A

Ve,i. neite A
indication.(n,s(n), (i,e)) = (s'(n),ors, ois) A

LS(s(n)) A S(s'(n)) — A

n e TiperA
periodic.(n,s(n)) = (s'(n), ors, ois) A

~5(s(n)) A S(s'(n)) ~ A

A non-temporal
e [self A =S(s(n)) A GS(s(n))] = O(n e A)

Figure 11: Program Logic, Derived rules
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INVMSIASE
V. =S (init.(n))

C.® Ve. [TleABAA (Vz. S(s(n)) - SA4)] =
AA(Vz. S(s'(n)) - ©A")

Dr.® Vie. [i 1 eABAA (Vz. S(s(n)) - SA)] =
AN (Vz. S(s'(n)) - ©A")

L. ® [Tiper ABAA (Va. S(s(n)) - SA)] =
AN (Vx. S(s'(n)) - ©A")

L.® OAA (V. S(s(n)) = SA")

ASASE
Fre® A= S5(s'(n))
I'-.® S(s(n)) =04

Fr.® A=0A

ASA
[ self A A= S(s'(n))
[ self A S(s(n)) = (self = A")
A non-temporal

[+ self A A = C(self > A")

APERSA
S(s(n)) A periodic.(n,s(n)) = (s'(n), ors, ois) > A
A non-temporal

'+, n e Correct - (self = S(s(n))) = OOA

Figure 12: Program Logic, Derived rules
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2 Reasoning about Quorums

We have successfully applied the programming model, the lowering transformation and TLC to
program and verify the stacks of distributed components shown in Figure 2.(b) and (c): stubborn
links, perfect links, best-effort broadcast, uniform reliable broadcast and epoch consensus. The
specification and implementation of these components are available in section 4 and the detailed
proofs are available in subsection 5.3. In this section, we present the uniform reliable broadcast
component and present how its proof of uniformity uses the quorum inference rule. Uniform reliable
broadcast guarantees that if a message is delivered to a node (even a faulty one), then it is delivered
to every correct node as well. Uniform reliable broadcast guarantees that the set of messages
delivered to correct nodes is the same and is a superset of the messages delivered to faulty nodes;
hence the name uniform.

Uniform reliable broadcast accepts requests broadcast,,,(m) to broadcast the message m and
issues indications deliver, (1, m) to deliver a message m broadcast by a node n. Figure 13.(a)
presents the specification of the uniform reliable broadcast. In particular, the uniform agreement
property states that if a message is delivered to a node, a correct node does not miss it. More
precisely, if a message m is delivered to some node (whether correct or faulty), then m is eventually
(in the past or future) delivered to every correct node. In this section, we focus on this property.
Uniform reliable broadcast also provides the following properties. Validity: a correct node eventually
receives his own broadcast messages. No-duplication: Messages are not redundantly delivered.
No-forge: delivered messages are previously broadcast.

Figure 13.(b) presents the uniform reliable broadcast component URBC. It assumes that a
majority of nodes is correct i.e. more than |N|/2 nodes are correct (where N is the set of nodes).
The high-level idea of the protocol is that each node, before delivering a message, makes sure that a
quorum (majority) of nodes have acknowledged the receipt of the message. As a majority of nodes
are correct, there is at least one correct node in the acknowledging nodes. Even if the sender fails,
that correct node rebroadcasts the message that leads to its delivery to every correct node.

The component uses a best-effort broadcast subcomponent bebc. It stores the number of
messages sent by the current node count, the set of delivered messages delivered, the set of messages
that are received but are pending for acknowledgement pending, and a mapping from each message
to the set of nodes that have acknowledged the receipt of the message ack. Each message is uniquely
identified by the identifier of the sender node and the number of the message in that node. Messages
are transmitted and stored with their identifiers. The state count is initialized to zero, and the
other sets are all initialized to @.

Upon a broadcast request, the counter is incremented, the message is added to the pending
set and is broadcast using bebc together with the current node identifier and the new value of the
counter. Upon a delivery indication by bebc, it is recorded in the acknowledgement map that the
sender has acknowledged the receipt of the message and if the message is not already in the pending
set, it is added to the pending set and broadcast by bebc. Thus, every node broadcasts a message
by bebc only once when it receives it for the first time. In the periodic function, messages in the
pending set are iterated, and if an acknowledgement for a message is received from a quorum of
nodes, and it is not delivered before, then it is delivered.

We present a proof sketch for the uniform agreement property. Let I' be the assumption that a
quorum of nodes is correct and the lowered specification of the best-effort broadcast.

I = |Correct| > IN|/2; Apebe (1)

The premise is that a message is delivered to a node. Thus the message is previously issued. The
component issues delivery of a message only in the periodic function when the acknowledgement set

14



URBC: Component Req,,, Indun (Reqpep, Indbeb) =

Assumption:
|Correct| > |N|/2

URB; (Validity)

n € Correct —

(n o T | broadcastym,(m)) ~

(n o T 1 delivery(n,m))

If a correct node n broadcasts a message m,
then n itself eventually delivers m.

URB; (No-duplication)
[n e T | broadcast,,(m) =
B-(n o T | broadcast,,(m))] —
[(n" e T 1 deliveryp(n,m)) =
H-(n' o T 1 deliveryy(n,m))]
If a message is broadcast at most once,
it will be delivered at most once.

URB3 (No-forge)

(n o T 1 deliveryp(n',m)) e

(n' o T broadcast,,(m))

If a node delivers a message m with sender n’,
then m was previously broadcast by node n'.

URBy4 (Uniform Agreement)

n € Correct —

(n' o T 1 delivery(n”,m)) =

O(noe T 1 deliveryp(n,m)) v

&(n o T 1 delivery,(n'”,m))

If a message m is delivered by some node

(whether correct or faulty), then m is

eventually delivered by every correct node.
(a) Specification

let bebc:=0in
(State =
(count: Nat,

delivered: Set[ (M, N, Nat)],
pending: Set[ (M, N, Nat)],
ack: Map[(M, N, Nat), Set[N]])
init = An. (0,2,0,2)
request =\ n,s,ir.
let {(c,d,p,a):=sin
match r with
| broadcasty,(m) =
let ¢ :=c+1in
let p"=pu {{m,n,c)} in
let or := (bebc, broadcastyep{m, n,¢')) in
(' d, 0, [or], 1)
end
indication = \ n’, s, %1.
let {c,d,p,a):=sin
match ¢ with
| (bebc,deliverpep(n”, (m,n,c’))) =
let a’ = a[(m,n,c') = a({m,n,c")) u{n"}] in
if (m,n,c’)¢p
let p’ =pu {{m,n,c)} in
let or := (bebc, broadcastpen(m, n, ¢')) in
{(c,d,p’,a’),[or],[])
else
{{e.d,p,a).[],11)
end

periodic := \ n, s.
let {(c,d,p,a):=sin
let (d', 0is) = foldl (
(A {d',0is), (m,n’, ).
if [a({m,n','))|>N|/2A (m,n,c/) ¢d
(d"u{{m,n’, )}, ois :: delivery,(n',m))
else
(@, ois)),
(2,11),
p)in
({c,dud’,p,a),[],0is ) )
(b) Implementation

Figure 13: Uniform Reliable Broadcast Component
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of the message is a quorum. The other handler functions do not issue delivery events. Thus, by rule
INVLSE, we have
' Fyrec ® (n' o deliver,,(n”,m) € ois) = @)
Je. |ack(s(n'))((m,n"c))| > |N|/2

that states that when a delivery is issued for a message, the size of its acknowledgement set is more
than half of the number of nodes. As a quorum of nodes are correct, there should be at least one
correct node in the acknowledging set. We sketch the proof of this fact using the QUORUM. We can
separately show that every element of the acknowledgement set is a node.

I Fyrec ® O ack(s(n”))({(m,ns,c)) €N (3)

and obviously
FI—URgc®D(N/2+N/2ZN) (4)

By rule QUORUM on Equation 1, Equation 3 and Equation 4, we have

I +yree ® |ack(s(n'))({m,n",c))| > |N|/2 =
In. n € Correct An € ack(s(n"))({(m,n”, c))

()

that states that if the size of the acknowledgement set for a message is more than half of the number
of nodes, then a correct node is in the set. We note that reasoning about quorums is done in a
simple single step. Thus, from Equation 2 and Equation 5, we have

[ +yree ® (n' o deliveryp,(n”,m) € ois) =
Je,n. n e Correct An € ack(s(n’))({m,n”, c))

(6)

We now present a summary of the rest of the proof that is available in subsection 5.3. We use
the following properties of bebc. Validity: If a correct node broadcasts a message, then the message
is eventually delivered to every correct node. No-forge: Delivered messages are previously broadcast.

We know that a correct node is in the acknowledgement set. The component adds a node to
the acknowledgement set only if a message is delivered from that node via bebc. By the no-forge
property of bebc, the message should have been broadcast. Thus, a correct node has broadcast the
message. By the validity property of bebc, the message is delivered to every correct node. When
the component receives a message via bebc, if the message is not already in the pending set, it
is rebroadcast. If it is already in the pending set, it can be shown that it is already broadcast.
Thus, in any case, every correct node eventually (in the past or future) broadcasts the message.
Thus, by the validity property of bebc, the message is delivered to every correct node from every
correct node via bebc. When the component receives a message via bebc, it adds the sender to the
acknowledgement set. The elements of the acknowledgement set always stay the same or increase.
Thus, eventually forever, every correct node will have every correct node in its acknowledgement
set for the message. As a majority of nodes is correct, the size of this set is more than half of the
number of the nodes. As the periodic function is infinitely often called, it will be eventually called
when the size of the acknowledgement set for the message is more than half of the number of the
nodes. When the periodic function iterates the pending set, if the message is not in the delivered
set, as its acknowledgement set is already large enough, it is delivered. On the other hand, if it is in
the delivered set, it can be shown that it is already delivered. Thus, the message is eventually (in
the past or future) delivered at every correct node.
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3 Lowering Soundness

The following theorem states the soundness of the lowering transformation for compositional
reasoning. If a top-level invariant ZZ.U is valid for the stack S; and S; is a substack of the stack S,

then the lowered invariant |ower(i,Ii[]) is valid for S. We use the validity judgement Eg A that
states that A is valid in every trace of . (Validity is defined more precisely in section 7, and the
detailed proofs are available in subsection 5.2.)

Theorem 3. For all S, ¢, and S;, such that S = stack(c,S;), if Es, Ii[] then Eg /ower(i,l'i[]).

We now state the compositional proof technique and its soundness. The specifications of substacks
can be lowered and used to derive the specification of the stack. Judgements of TLC are of the
form I +. A where T" is the assumed assertions and A is the deduced assertion. Consider valid

top-level invariants IZ.[] for stacks S; and a stack S built by the component ¢ on top of S;. The

following theorem states that assuming the lowered invariants Iower(i,l'i[]), any assertion that TLC
deduces for c is valid for S.

Corollary 1 (Composition Soundness). For all S, ¢, and S; such that S = stack(c,S;), if Fs, Ii[]
and Iower(z',IiU) e A then Egs A.

Let us present an overview of why the above theorem holds. We first define a few helper
definitions and lemmas.

The transitions of the operational semantics generate labels £ that are tuples of (n, d, o, e, o, o',
ors, ois). A label represents the execution of an event and its components are the node identifier n,
the location d, the orientation o, the user event e, the pre-state o, the post-state o', issued output
requests ors and issued output indications ois of the executed event. A trace 7 is a sequence of
labels. The set of traces of a stack S is denoted as T'(S). To determine satisfiability of temporal
assertions, we define a model m = (7,4,1) as a tuple of a trace 7, a position 7 in the trace and an
interpretation I (to evaluate rigid free variables). The set of models of a stack S is denoted as
M(S). (We elaborate these definitions in section 6 and section 7). A trace is pushed to a branch 4
by appending i to the location of its events. Pushing is naturally lifted to a model by pushing its
trace.

Definition 7 (Pushing a Trace and a Model).

push(i,7) = map(A\(d,e,n,s,s' ors,ois).
(i::d,e,n,s, s ors,0is),T)
push(i,(7,5,1)) = (push(i,T),j,1)

The following lemma intuitively states that a substack generates a subset of the traces that it
generates at the top level (modulo the location of events). More precisely, for every stack S with a
substack S;, for any trace 7 of S, there exists a trace 7’ of S;, such that subtrace of T for S; is equal
to 7’ pushed to branch i. We use T|d2[i] to denote the projection of 7 over events whose location is
an extension of [¢] i.e. the events that are from the stack at location [i]. This projection is simply
lifted to models.

Lemma 1. For all ¢, S; and 7, if T € T(stack(c,S;)), there exists 7' € T(S;) such that Tlas[] =
push(i,7").
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The above lemma is proved using a simulation from the semantics of stack(c, S;) to the semantics
of ;. The following corollary for models is immediate from the definition of push on models
(Definition 7).

Corollary 2. For all ¢, S; and m, if m e M(stack(c,S;)), there exists m' € M(S;) such that
mlasg) = push(i, m').

The following lemma states that if a model m satisfies a top-level assertion AU then the model
resulted from pushing m to branch ¢ satisfies the assertion resulted from pushing Al to branch i.

Lemma 2. For allm, AU and i, if m e AU then push(i,m) & push(i,A[]).

The above lemma is proved by induction on the structure of Al We now define extensions of a
model that preserve the subtrace of branch ¢. A model is extended when its trace is extended. A
model (7,0, 1) is an extension of the model (7,0, 1) if 7"/ is an interleaving of 7 with another trace
7'; to preserve the events under branch 7 in 7, there should not be any event under branch i in 7'.

Definition 8 (Extending a Model).

extend((7,0,1),i) = {(7",0,1) ]| 37'". 7" ¢ interleave(r, ") A

vj. d(7'(5)) 2 [11}

Based on the above definition, the following lemma states that if a model m satisfies an invariant
7], then any extension of m (that preserves the events of branch 7) satisfies the restriction of Tl
to branch 1.

Lemma 3. For all m, i, U, m/, if m = ZU) and m' € extend(m, i) then m' e restrict(d 2 [i],Z1')).

A generalization of this lemma is proved by structural induction on the invariant 7l To prove
this lemma for the not operator, the lemma is generalized to bi-implication. As we mentioned before,
the next operator was excluded from the sublanguage of invariants. If we had mapped the next
operator to the eventually operator, the forward implication would but the backward implication
would not hold.

Now, use apply the above lemmas, to present a proof sketch for Theorem 3. From kg, Il.[], we
have that for every model m' of S;, (1) m' E IZU. By Lemma 2 on [1], both the model and the
invariant can be pushed i.e. (2) push(i,m") & push(z’,Ii[]). By Corollary 2 on [2], for every model
m in M(S), there exists a model m' in M(S;) such that (3) the projection m|4ap; is equal to

push(i,m"). Thus, from [2] and [3], we have (4) m|qs[;] & push(z’,Ii[]). The whole model m is an
extension of the projection that is (5) m € extend(7,m|45;1). Thus, by Lemma 3 on [4] and [5],
we have that m models the restriction of push(i,IZ.U) i.e. m E restrict(d 2 [], push(z’,Ii[])) that by
definition of lower (Definition 1) is m & Iower(z',Ii[]). Therefore, as m is an arbitrary model of S, we
have kg Iower(z',Ii[]).
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4 Components

4.1 Stubborn Links

Figure 14 shows the specification of stubborn links. It accepts requests sendg(n,m) to send the
message m to the node n. It issues indications deliverg(n,m) to deliver the message m sent by the
node n. A stubborn link stubbornly retransmits messages. The stubborn delivery property states
that once a message is sent, it is delivered infinitely often. More precisely, if a correct node n sends
a message m to a correct node n’, then n’ delivers m infinitely often. A stubborn link never forges
a message. More precisely, if a node n delivers a message m with sender n’, then m was in fact
previously sent to n by n’.

Figure 15 shows the component SLC that implements the stubborn link. It uses the underlying
basic link to retransmit messages. Its state stores the set of sent messages as the set sent of pairs
of destination and message with the initial state @. Upon receiving a request sendg(n’,m), the
pair (n’,m) is added to the sent set and a send;(n’,m) request is issued to the lower-level basic
link. Upon receiving an indication deliver|(n,m) from the basic link, a delivers(n, m) indication is
issued. The basic link transmits the message with losses. Therefore, the messages in the sent set are
periodically resent by the basic link.
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Stubborn Link Interface
Req, = sendg(n,m)  Requests to send message m to node n
Indg := deliverg(n,m) Delivers message m sent by node n

SLy (Stubborn delivery):
n € Correct An’ € Correct —
(n o Tlsendg(n',m)) = OO(n' « T 1 deliverg(n,m))
If a correct node n sends a message m to a correct node n', then n’ delivers m infinitely often.

SLy (No-forge):
(n o T 1 deliverg(n',m)) « (n' « T | sendg(n,m))

If a node n delivers a message m with sender n’, then m was previously sent to n by n’.

Figure 14: Stubborn Links Specification

SLC: Component Req, Inds (Reqy, Ind)) =

let Ic:=0in
(State = (sent: Set[(N, M)]),
init :== An. @,

request := A n, s, ir.
match ¢r with
| sendg(n',m) =
((su{{n’,m)}),
[(Ic,send(n’,m))],
(1)
end

indication := A n/, s, 1.
match ¢ with
| (Ic, deliver;(n,m) =
(s, [], [deliverg(n,m)])
end
periodic := A\ n, s.
let ors:=map (A(n,m). (Ic,send|(n,m))) s in

(s,0rs,[1))

Figure 15: Stubborn Link Component
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4.2 Perfect Links

The specification of perfect links is presented in Figure 16. Perfect links accept requests sendp(n,m)
to send the message m to the node n and issue indications deliverp(n,m) to deliver a message m
sent by a node n. The reliable delivery property states that perfect links can reliably transmit
messages between correct nodes. More precisely, it states that if a correct node n sends a message
m to a correct node n’, then n’ will eventually deliver m. The no-duplication property states that
perfect links do not redundantly deliver messages. More precisely, it states that if a message is sent
at most once, it will be delivered at most once. The no-forge property states that perfect links do
not forge messages. More precisely, it states that if a node n delivers a message m with sender n’,
then m was previously sent to n by node n'.

Figure 17 presents the component PLC that implements the perfect link. It uses a stubborn
link as the lower-level component. As the stubborn link delivers messages infinitely often, the
component keeps track of delivered messages and ignores redelivered messages. It stores the number
of messages sent by the current node counter initialized to zero and the set of received messages
received initialized to empty. The counter is used to uniquely assign a number to each message sent
by the same node. The set of received messages are the pairs of node identifier and the number
of the message in that node. Upon a request to send a message, the counter is incremented and
the message is sent using the stubborn link subcomponent with the new counter value. Upon an
indication of delivery of a message from the stubborn link subcomponent, if the message is already
received, it is ignored. Otherwise, the pair of the sending node and the message number are added
to the received set and the component delivers the message.
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Perfect Link Interface
Req, = sendpi(n,m)  Requests to send message m to node n
Indp = delivery(n,m) Delivers message m sent by node n

PL; (Reliable delivery):
n € Correct An’ € Correct —
(n o T {sendy(n',m) ~» (n' o T 1 delivery(n,m))
If a correct node n sends a message m to a correct node n’, then n’ will eventually deliver m.

PLy (No-duplication):
[n' o T |sendy(n,m)=
B-(n" o T | sendy(n,m))] -
[ o T 1 delivery(n',m) =
B-(n o T 1 delivery(n/,m))]*
If a message is sent at most once, it will be delivered at most once.

PL3 (No-forge):
(n o T 1 delivery(n’,m)) « (n’ o T | sendp(n,m))
If a node n delivers a message m with sender n’, then m was previously sent to n by node n’.

*It is notable that (p = B-p) — (p = [-p)

Figure 16: Perfect Links Specification
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PLC: Component Req,, Indp (Reqy, Indy) =
let slc:=0 in
(State := (counter: Nat,
received: Set[(N, Nat)]),
init := An. (0,9),

request := A n, s, ir.
let {(c,7):=sin
match ir with
| sendpi(n/,m) =
let ¢ :==c+1in
let or := (slc,sendg(n’, (¢, m))) in
{(c',r), [or], (1),

end

indication := A n', s, 7.
let (¢,r) =:sin
match ¢4 with
| (slc, deliverg(n, (¢’,m)) =
if ((n,c’)er)
{s,[1.11)
else
let v’ :=ru{{n,c)} in
let o7 := delivery(n,m) in
{{e."), [0 [oi])

end
periodic := A n,s. (s,[],[]) )

Figure 17: Perfect Link Component
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4.3 Best-Effort Broadcast

The specification of best-effort broadcast is presented in Figure 18. Best-effort broadcast accepts
requests broadcastpep(m) to broadcast the message m and issues indications deliverpep(n, m) to
deliver a message m broadcast by a node n. The validity property states that the best-effort
broadcast delivers the same set of messages from every correct node to every correct node. More
precisely, it states that if a correct node broadcasts a message m, then every correct node eventually
delivers m. The no-duplication property states that the best-effort broadcast does not redundantly
deliver messages. More precisely, it states that if a message is broadcast at most once, it will be
delivered at most once. The no-forge property states that the best-effort broadcast does not forge
messages. More precisely, it states that if a correct node delivers a message m with sender n’, then
m was previously broadcast by node n'.

Figure 19 presents the component BEBC that implements the best-effort broadcast. It uses a
perfect link as the lower-level component. It does not store any state. Upon a request to broadcast
a message, it sends the message to every node using the perfect-link subcomponent. Upon an
indication of delivery of a message from the perfect link subcomponent, the component delivers the
message.
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Best-Effort Broadcast
Reqpep = broadcastpen(m) Broadcast a message m to all nodes.
Indpep = deliverpep(n,m)  Delivers a message m broadcast by node n.

BEB; (Validity)
n € Correct An’ € Correct —
(n' o T | broadcastpep(m)) ~
(n o T 1 deliveryep(n',m))
If a correct node broadcasts a message m, then every correct node eventually delivers m.

BEB: (No-duplication)
[n' o T | broadcastye,(m) =
BH-(n’ T | broadcastyep(m))] -
[n o T 1 deliverpep(n',m) =
H-(n o T 1 deliveryep(n',m))]
If a message is broadcast at most once, it will be delivered at most once.

BEB;3 (No-forge)
(n o T 1 deliverpep(n',m)) e
(n' o T | broadcastpep(m))
If a correct node delivers a message m with sender n', then m was previously broadcast by node n'.

Figure 18: Best-Effort Broadcast Specification

BEBC: Component Reqy,p, Indben (Reqy, Indp) =

let plc:=0in
(State := Unit
init =An. 1L

request = A n,s,ir.
match ir with
| broadcastpep(m) =
let ors := map (An. (plc,sendp(n,m))) Nin
(s,0rs,[])
end

indication := A n’, s, 1.
match ¢ with
| (plc, delivery(n,m)) =
(s, [], [deliverpen(n, m)])

end
periodic := A\ n, s.
(s, [1.11N)

Figure 19: Best-Effort Broadcast Component
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4.4 Uniform Reliable Broadcast

Uniform reliable broadcast guarantees that if a node (even a faulty one) delivers a message, then
every correct node also delivers it. It precludes the situation where a faulty node delivers a message
and failes and a correct node never delivers the message. Uniform reliable broadcast guarantees
that the set of messages delivered by correct nodes is always a superset of the messages delivered by
faulty nodes; hence, it is called uniform.

Figure 20 presents the specification of uniform reliable broadcast. It accepts requests broadcast,,p, (m)
to broadcast the message m and issues indications deliver,.,(n,m) to deliver a message m broadcast
by a node n. The validity property states that a correct node receives his own messages. More
precisely, it states that if a correct node n broadcasts a message m, then n itself eventually delivers
m. The no-duplication property states that messages are not redundantly delivered. More precisely,
it states that if a message is broadcast at most once, it will be delivered at most once. The no-forge
property states that messages are not forged. More precisely, it states that if a node delivers a
message m with sender n/, then m was previously broadcast by node n’. The uniform agreement
states that if a node delivers a message, a correct node does not miss it. More precisely, it states
that if a message m is delivered by some node (whether correct or faulty), then m is eventually
delivered by every correct node.
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Uniform Reliable Broadcast
Req,,, = broadcast,m(m)
Broadcasts a message m to all nodes.
Indyr = delivery,,(n,m)
Delivers a message m broadcast by node n.
Assumption:

|Correct| > |N|/2

URB; (Validity)
n € Correct —
(n o T | broadcast,(m)) ~
(n o T 1 deliver,p(n,m))
If a correct node n broadcasts a message m, then n itself eventually delivers m.

URB; (No-duplication)
[n o T | broadcast,,(m) =
H-(n o T | broadcast,,(m))] -
[(n" o T 1 deliveryp(n,m)) =
B-(n' o T 1 deliverym(n,m))]
If a message is broadcast at most once, it will be delivered at most once.

URBj; (No-forge)
(n o T 1 delivery,(n',m)) «
(n' o T | broadcast,(m))
If a node delivers a message m with sender n’, then m was previously broadcast by node n'.

URBy4 (Uniform Agreement)
n € Correct —
(n' o T 1 delivery,(n”,m)) =
O(n e T 1 delivery(n”,m)) v
&(n o T 1 deliveryp(n”,m))
If a message m is delivered by some node (whether correct or faulty), then m is eventually delivered by
every correct node.

Figure 20: Uniform Reliable Broadcast Specification
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Figure 21 presents the uniform reliable broadcast component URBC that implements the uniform
reliable broadcast. It uses a best-effort broadcast beb and assumes that a majority of processes
are correct. It stores the number of messages sent by the current node count, the set of delivered
messages delivered, the set of messages that are received but are pending for acknowledgement
pending, and a mapping from each message to the set of nodes that have acknowledged the receipt
of the message ack. Each message is uniquely identified by the identifier of the sender node and the
number of the message in that node. The state count is initialized to zero, and the other sets are
all initialized to @.

The high-level idea is that each node, before delivering a message, makes sure that a majority
of nodes have acknowledged the receipt of the message. As a majority of nodes are correct, there
is at least one correct node in the acknowledging nodes. Not only the sender but every receiver
broadcasts the message. Thus, the correct acknowledging node broadcasts the message as well and
its broadcast will be properly delivered by every correct node. The other correct nodes will in turn
broadcast the message. Thus, every correct node eventually receives an acknowledgement from
every correct node. There is a majority of correct nodes. Thus, each correct node will eventually
receive acknowledgement from a majority of nodes and deliver the message.

Upon a broadcast request, the counter is incremented, the message is added to the pending set
and is broadcast using beb together with the sender identifier and the new value of the counter.
Upon a delivery indication by beb, it is recorded in the acknowledgement map that the sender has
acknowledged the receipt of the message and if the message is not already in the pending set, it is
added to the pending set and broadcast by beb. Every node broadcasts each message by beb only
once when it receives it for the first time. In the periodic function, messages in the pending set are
iterated, and if an acknowledgement for a message is received from a majority of processes, and it is
not delivered before, then it is delivered.
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URBC: Component Req,,, Indu (Redpep, Indbeb) =
let bebc:=0in

(State :=
(count: Nat,
delivered: Set[ (M, N, Nat)],
pending: Set[ (M, N, Nat)],
ack: Map[(M, N, Nat), Set[N]] )
init = An. (0,2,0,2)
request =\ n,s,ir.
let (c,d,p,a):=sin
match ir with
| broadcasty,(m) =
let ¢ ==c+1in
let p"=pu {{m,n,c)} in
let or = (bebc, broadcastpen(m, n, ') in

{((c';d,p'sa),[or],[])

end
indication ==\ n/, s, i1.

let (¢,d,p,a):=sin

match i with

| (bebc, deliverye,(n”, (m,n,c'))) =

let @’ :=a[{(m,n,c’) »a({m,n,c’))u{n”}] in
if (m,n,c’)¢p

let p’=pu {(m,n,c')} in
let or := (bebc, broadcastpen (M, n, ¢')) in

{{c,d,p’,d’), [or],[])

else

{{¢,d,p, ), 1,11)

end
periodic := A\ n, s.
let (c,d,p,a):=sin
let (d’,o0is) :=foldl (
(A {d',0is), (m,n',c).
if la({m,n/,; )| > |N|/2A (m,n',c") ¢d
(d"u{{m,n’, )}, ois :: deliver,p,(n',m))
else

(2,[1)
p)in
((c,dud',p,a),[],0is ) )

(d', ois)),

Figure 21: Uniform Reliable Broadcast Component
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4.5 Eventually Perfect Failure Detector

Eventually Perfect Failure Detector

Reqepq = Unit None.

Indepfd = suspect(n) The indication that the node n is suspected to have crashed.
| restore(n) The indication that the node n is not suspected anymore.

EPFD; (Strong Completeness):
Vn,n'. n € Correct A -n’ € Correct —
O[(n oo T 1 suspect(n’)) AO-(n o T 1 restore(n’))]
Every incorrect node is eventually permanently suspected by every correct node.

EPFD, (Eventual Strong Accuracy):
Vn,n'. n € Correct An’ € Correct -
O=(n o T 1 suspect(n')) v
O[(n oo T 1 restore(n’)) AO-(n o T 1 suspect(n'))]
Eventually no correct node is suspected by any correct node.

Figure 22: Eventual Perfect Failure Detector Specification
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EPFDC: Component Reqgpyy Indepta (Req), Indy) =
(State :=
(alive:Nat — Set[N],
failed: Set[N],
r:Nat)

init = (N, [],0)

request =\ n,s,ir.

{s,[1,[1)

indication = \ n’, s, 41.
let (a, f,r)=sin
match 47 with
| (0,deliver|(n,HB)) =
{((a[r = a(r)u{n}], f,r). [].1])

end

periodic := A\ n, s.
let (a, f,r)=sin
let (f',ors,ois) := foldl(
N
(X[, ors,0is),n.
i (nfa(r) At f)
(o {n},
ors U {send|(n,HB)}
ois U {suspect(n)})
else if (nea(r)Anef)
(7'~ {n},
ors U {send|(n,HB)}
ois U {restore(n)})
else
(f',
ors U {send|(n,HB)}
0is))
(£,11.0)) in
([1, f',r +1),0rs,0is))

Figure 23: Eventual Perfect Failure Detector Component
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4.6 Eventual Leader Elector

Eventual Leader Elector
Reqq = Unit None.
Indeig = trust(n) It indicates that the node n is the leader.

ELE; (Eventual Leadership)
Eventually every correct process trusts the same correct process.
31. [ € Correct A
[n € Correct —
O(n o T 1 trust(l) A=(n o T 1 trust(l)))]

Figure 24: Eventual Leader Elector Specification

ELEC: Component Reqy Indeid (Reqepsq; INdepra) =
let epfd := 0 in
(State =
(suspected: Set[N],
leader:N),

init := An. (@, 1),

request =\ n,s,ir.

(s, 11, [1)

indication = A n, s, ii.
let (p,1) = s in
match ¢ with
| (epfd,suspect(n')) =
let p":=pu{n’} in
(", 0. 11,11
| (epfd, restore(n’)) =
let p’:=p~{n'} in
("0, 0. [1)

end,

periodic := A\ n, s.
let (p,1) = s in
if | + maxzRank(N~\ p) in
let I = maxRank(N \ p) in

{{p, 1), [1,11)
{s, (1,11

else

Figure 25: Eventual Leader Elector Component
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4.7 Epoch Consensus

Epoch Consensus
Reqec = proposeec(v) | ePOCheC(n7tS)

propose,.(v) proposes value v.

epoch..(n,ts) starts a new epoch with the leader n and timestamp ¢s.
Indec = decideec(v)

decideec(v) outputs the decided value v.

EC; (Validity)
(n o T 1 decideec(v)) =
In’. ©(n' « T propose..(v))
If a node decides the value v, then v was proposed by a node.

ECy (Uniform agreement)
n e T 1 decidee(v) A
O(n' o T 1 decidecc(v')) =
v=1'

No two nodes decide differently.

EC; (Integrity)
(n o T 1 decidec(v)) =

O=(n o T 1 decideec(v'))
Every node decides at most once.

EC4 (Termination)
|Correct| > |N|/2 A n € Correct —
(n o T | propose..(v)) =
(n e 1] epoch(n,ts)) AO=(n 1| epoch, (n',ts")) =
vn'. n' € Correct > ©OIv’. (n' o 11 decideec(v'))
If a correct node proposes and an epoch is started with that node as the leader, then every correct node
eventually decides a value.

Figure 26: Epoch Consensus Specification
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ECC: Component Req. Indec (Reqpep, INdbeb, Reqy,, Indy) =
let plc:=0in
let bebc:=1in
(State =
(ets: Nat,
valts: Nat, val: Nat,
rts: Nat,
prop: Nat,
wval: Map[Nat, Nat]
states: Map[N, (Nat, Nat}],
accepted: Set[N],
decided: Bool )

init == An. (-n,0, 1,0, 1, \n. 1, @, @, false)

request = A n,s,ir.
let (ets,vts,val, rts,p,wv, st,ac,d) = s in
match ir with
| propose, (v) =
let p’:=v in
((ets, vts,val,rts,p’, wo, st,ac,d),[],[])
| epoch..(ng,ts;) A ny=n=
let ets’ :=ts; in
let st’ :== @ in
let or := (bebc, broadcastpe, (PREPARE (ets’))) in
((ets’,vts,val,rts,p,wv, st’,ac,d),[or],[])
|- =
{s,[1,[1)

end

Figure 27: Epoch Consensus (part 1)
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indication = \ n’, s, 41.
let (ets, vts,val,rts, p, wv, st,ac,d) = s in
match ¢ with
| (bebc,deliverpep(n,m)) =
match m with
| PREPARE (ets’) A ets’ >rts =
let rts’ = ets’ in
let or := (plc,sendp(ny, STATE (ets’, vts,val)) in
((ets,vts,val,rts’,p,wv, st,ac,d), [or],[])

| ACCEPT (ets’,v) A ets’ >rts =
let (vts’,val’) = (ets’,v) in
let or := (plc, sendy(n, ACCEPTED(ets’))) in
({ets,vts’,val’,rts, p,wv, st,ac,d), [or],[])

| DECIDED (ets’,v) A -d =
let d’ := true in
let oi := decideec(v)
((ets, vts,val,rts, p, wv, st,ac,d’),[], [0i])

|- = (s (][

end

| (plc, deliverg(n,m)) =
match m with
| STATE (ets’,ts,v) A ets’ =ets =
let st’ := st[n ~ (ts,v)] in
if (|[dom(st’)|>|N|/2 A wv(ets)=1 A p#1)
let st” = &
let (vts’,val’) := highest(st’) in
let wv' = wvlets — if (val’ + 1) val’ else p] in
let or := (bebc, broadcastpen (ACCEPT (ets, wv’(ets)))) in
({ets,vts’ val,rts, p,wv’, st” ac,d), [or],[])
else
((ets, vts,val,rts, p,wv, st’,ac,d),[],[])

| ACCEPTED (ets’) A ets’ =ets =
let ac’ :=acu{n} in
if (Jac'| > N/2)
let or := (bebc, broadcastpe, (DECIDED (ets, wu(ets)))) in
((ets,vts,val, rts,p,wv, st,ac’,d),[or],[])
else
((ets,vts,val,rts,p,wv, st,ac’,d),[],[])

|- =(s[].[])
end
end

periodic := \ n, s.

(s, 00,11 )
Figure 28: Epoch Consensus (part 2)
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4.8 Epoch Change

Epoch Change
Indech = startEpoch,, (s, n;)
The event startEpoch,, (ts,n;) starts the epoch identified by timestamp ¢s with the leader n;.

ECH; (Monotonicity)
n € Correct —
(n o T 1 startEpoch,, (ts,n;)) =
C)(n o T 1 startEpoch,g, (ts',n)) — ts' > ts)
If a correct process starts an epoch (ts,n;) and later starts an epoch (ts',n;), then ¢s’ > ¢s.

ECHs (Consistency)
n € Correct An' € Correct —
(n o T 1 startEpoch,, (ts,n;)) =
(n' o T 1 startEpoch,,(ts,n)) = n; = n;)
If a correct process starts an epoch (ts,n;) and another correct process starts an epoch (ts,n;), then
ny=n;.
ECH; (Eventual leadership)
Jts,n;. n; € Correct A
[n € Correct —
O[(n o T 1 startEpoch,, (ts, 1)) A
[~(n o T 1 startEpoch,, (ts',7)))]]

There is a timestamp ts and a correct process n; such that eventually every correct process starts an
epoch with ts and n; and does not start another epoch afterwards.

Figure 29: Epoch Change Specification
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ECHC: Component Indech (Reqgq; INdeid, Reqpep,, INdbeb, Reqy,, Indp) =
let plc:=0in
let bebc:=1 in
let eldc:=2 in
(State =
(trusted:N,
lastts: Int,
ts:Int,
nk: Set[Bool] )

init =
(niy,0,rank(n), )

request = A n, s,ir. (s, [],[])

indication := A\ n, s, ii.
let (tr,lts,t,nk):=sin
match ¢4 with
| (eldc, trusteg(ny)) =
let tr' :=mny in
let nk[¢r'] := false in
if (tr' :==n)
let t":=t+ N in
let or := (bebc, broadcastpe, (NEWEPOCH(t'))) in
((tr',1ts, t',nk), [or], [1)
else
((tr',1ts, t,nk), ], [1)
| (bebc, deliverpep (n;, NEWEPOCH (newt))) =
if (tr =ny Ank[tr] = false)
let nk[tr] :=true in
let or := (plc, sendp(n, STATE(Its))) in
((tr,lts’ t,nk), [], [0i])
else if (tr = n; A newt > Its)
let its" := newt in
let 07 := (ech, startEpoch(its’,tr)) in
((tr,lts, t,nk), [or],[])
else if (tr +n;)
let or := (plc, sendp(ny, NACK(Its))) in
((tr,lts, t,nk),[or],[])
else

{s,[1,00)

Figure 30: Epoch Change Component (part 1)
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| (plc,delivery (n', STATE(Its))) A tr=n =

if (Its' >t)
let t':=t+ ((lts' =t)/N + 1)* N in
let or := (bebc, broadcastpe, (NEWEPOCH(E'))) in
((tr,lts,t', nk), [or], [])

else
let or := (bebc, broadcastpe, (NEWEPOCH(t))) in
((tr, lts, t,nk),[or],[])

| (plc, delivery (n',NACK(Its'))) A tr=n =
let or := (bebc, broadcastpe, (NEWEPOCH())) in
((tr,its,t,nk), [or],[1)

periodic := A n, 5. (s, [], 1) )

Figure 31: Epoch Change Component (part 2)
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4.9 Uniform Consensus

Uniform Consensus

Req,, = propose,(v)

Propose value v for consensus.

Indyc = decide,c(v)

Outputs a decided value v of consensus.

UC; (Termination)
|Correct| > |N|/2 A n € Correct —
[Vn'.n" € Correct > Ju. v # L A<©(n' o T | propose,.(v))] =
Jv. ©O(n o T 1 decidey(v))
Every correct node eventually decides some value.

UC5y (Validity)
(n o T 1 decide,c(v))
In'. (n' « T | propose,.(v))
If a node decides v, then v was proposed by some node.

UC5 (Integrity)
(n o T 1 decide,c(v)) =
[J=(n o T 1 decideyc(v'))
No node decides twice.

UC4 (Uniform agreement)
(n o T 1 decide,c(v)) A O(n' o T 1 decidey(v')) =
v=20
No two nodes decide differently.
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UCC: Component Req,. Indyc (Reqec, Indec, Reqech, Indech) =
let echc:=0in
let ecc:=1 in
(State := (prop : Nat,
leader : N,
ts: Nat
started : false)

init == An.(L, 1,0, false)

request = A n,s,ir.

let (p,l,ts, str) = s in

match ir with

| propose,.(v) =
let p" =v in
let or := (ecc, propose. (v)) in
((p', 1, ts, str), [or], [1)

end

indication := A n’, s, 1.
let (p,l,ts,str):=sin
match ¢ with
| (echc,startEpoch,,(ets,n;)) =
let I’ :==n; in
let ts’ := ets in
let str’ := false
if (n' =mny)
if (p#1)
let str’ :=true
let or := (ecc, epoch..(ng, ets)) in
{{p, ', st str'), [or] [])

{(p, V', st", str'), [1, 1)

else

else
let or := (ecc,epoch. (ny,ets)) in
{{p,V,st', str'), [or], [])

| (ecc,decidec(v)) =
let 07 := decideyc(v) in

(s, 01, [oi])

end

periodic := \ n, s.
let (p,l,ts, str):=sin
if (l=nnstr="falseAnp+1)
let str’ = true
let or := (ecc,epoch . (ny,ts)) in
{{p. 1 ts, str’), [or], 1)

{s,[1, (1))

else

Figure 32: Uniform Consensus Component
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5 Proofs

5.1 Soundness

Definition 9 (Transition).

77 !

T o T
—_— = —

*
t p

Definition 10 (Initial World).
wo(S) = (Md,n. let (¢,_) =8(d) in init.(n),d,d,70)

The trace semantics T'(S) of S is the set of traces 7 of infinite transitions L* starting from the
initial state wo(S) (with any rgsr). We consider infinite traces to reason about liveness properties.
Definition 11 (Traces of a stack).

T(8) = {r | wo(S) >* }

Definition 12 (Models of a stack).
M(S) = {(7,0,10) [ € T(S5)}

Definition 13. Let
mself(d,0) =

(d=[]no=1) v
(d=[lno=3) v
(d=[i]no=1)

mself({) =

mself(d(£), o(¢))

Definition 14. Let
mcorrect(T,n) =

Vj>0. 3k > j.

T = (1 55 oy 5 5 )

Theorem 2. (Soundness)
Let S = stack(c, S')
I T o A, then T g A.

Proof.
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Assumption:
(1) T+, A
Conclusion:
les A
From Definition 5, the conclusion is
VmeM(S),mel »meA
Assumption:
(2) meM(S)
(3) meT
Conclusion:

4) meA

From Definition 12 and Definition 11 on [2], we have
(5) m=(7,0,1o)
(6) wo(S) ="

Induction on the derivation of [1]:

Case SEQ:
(7)) A = n#+n = s'(n)=s(n)
From Definition 6 on [4], [5] and [7], we need to show that for all j > 0:
Let 7(j) = (nj,7;,dj,05,€5,05,05,0rs;,0is5),
d = d ifo=|vo=3}
7 |tail(d;) else
nj #n—o'(d;)(n) =o(d;)(n)

Immediate from Lemma 4.

Case IR:
(8) A = Ve. Tle = (s'(n),ors,ois) = request(n,s(n),e)
From Definition 6 on [4], [5] and [8], we need to show that for all j > 0:
Let 7(j) = (nj,Tj,dj,oj,ej,aj,ag-,orsj,oisj),
Ve. dj=[]/\0j= i/\ej=e—>
(0'(dj)(ny),0isj, ors;) = request(n;,o(d;)(n;),e)
Induction on the derivation of [6]:
Cases except REQ: By induction hypothesis.
Case REQ: Immediate from the assumption of REQ.
o(d)=s
request(c,n,s(n),e) = (s, (i,e1),e2)
s’ =s[nw sl ]
o' =o[d~§']

Case II:
Similar to the case IR.

Case PE:
Similar to the case IR.
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Case OI:
(9) A=Vn,e. neeccoisaselfl = O(neT1e)
From Definition 6 on [4], [5] and [9], we need to show that:
Vi >0.VYn,d, ois.
7(j) =(n,_,d,0,_,_,_,_,0is) ne € ois A mself(d,0) >
k>4 e=(n,,[le,%, - -)

Case analysis on the disjuncts of Definition 13:
Case 1:
(10) d=[]ro=]
We assume that
(11) 7(4) = (n, -, []7 25 = 01S)
(12) ee€ois
We show that
k>j. me=(n [l 1 e 0)
Induction on the derivation of [6]:
Case REQ: From the assumption of REQ:
request(n,s(n),e’) = (., ¢e)
T2 = (n, []’Tve’*a Sen) TQI

7=(n,,[],4€,,,e) -7

Thus

T:(n777[]7l’76,7777a77€) B (n7*7|:|7T767*7*7*7*) —
After the event (n,_,[],{,€¢',,_, _e),

the event (7’L, - []7 e oo *) comes.

Also, the induction hypothesis is used for the
rest of events in 7 such as the events in 7.
Cases except REQ:
By induction hypothesis.
Case 2:
(13) d=[]ro=3}
Similar to case REQ.
Case 3:
(14) d=[i]rno=1
Similar to Case 1.
Induction on the derivation of [6].
Rule IND is main case.

Case OI":
(15) A = Vn,e. neTte = BH(n o ecoisAself)
From Definition 6 on [4], [5] and [15], we need to show that:

V] > 0. Let T(]) = (TL]',,, dj,oj,ej,,, —y ,),
Vn,e. nj=nnadj=[]roj=1rej=e—
Ik <j. Let 7y = (ng, -, dk, Ok, - -, -, 0iSL),

nk =n A e € oisg A mself(dy, or)
Induction on the derivation of [6]:
Cases except REQ, IND and PER: By induction hypothesis.
Case REQ: From the assumption of REQ:
request(c,n,s(n),e’) = (_,_,e)
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T2 = (77/77[],T,€,7, *7*7*) : 7-2,

T = (’IZ,,, []7*1176’777777’6) T 0 T2
Before the event (n,_,[],1,e,-, -, ,-),
there is the event (n,_,[],|,€¢', ., _e).

d =[] Ao=| satisfies the first disjunct of mself.
Also, the induction hypothesis is used for the
rest of events in 7 such as the events in 7.
Case IND:
Similar to Case REQ.
The second disjunct of mself is satisfied.
Case PER:
Similar to Case REQ.
The first disjunct of mself is satisfied.

Case OR:
Similar to the Case OI.

Case OR':
Similar to the Case OT'.

Case INIT:
(16) A = ©® (s=An.init.(n))
By [4], [5], and rule SELFM, we have

T =€

4
Ty = TO..’mseIf
=775
i'=0

We need to show that
(TO..|mse|f707IO) E (S = (ATL m'tc(n)))
By [6]
wo(S) 5%
By Definition 10
wo(S) = (Ad,n. let (¢,-) =S(d) in initc(n), s, a,70)
Thus, the state is equal to the user-defined init at the beginning.
o (1)([)(n) = inite(n)
By Definition 9, —; appears at the beginning of —
S -
wo(8) B Doy T
There are two —; transitions:
The rule FAIL: It preserves the state o.
The rule REQUEST: It is a self transition.
Thus, the init state is preserved to the first self step,
that is either by the rule REQUEST or the rule PERIODIC.

Case ASELF:

17) A = © Oself
From Definition 6 on [4], [5] and [17], we need to show that:
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Vj >0. Let (T|mse|f)j =(55 dj, 0555 - )5
mself(d;,0;)

That is
Vj20. Let T(J) = (ﬂ Sk, Oky <55 o5 7))
mself(d;, 0;) — mself(d;, 0;)

That is trivial.

Case SINV:
(18) A = (I <« restrict(self,T)

Let ZT=0A
where O and @ are not used in A.

Forward Direction:
We have
(19) me@ OA
We show that
(20) m E restrict(self,[J.A)
Thus, from [5], we need to show that
(21) (7,0, 1Iy) E restrict(self,[J.A)

Thus, from Definition 3 on [21], we need to show that
(22) (7,0, 1Iy) E O(self — restrict(self,.A))
Thus, from Definition 6, we need to show that:

(1,k, Iy) E self > restrict(self,.4) forall k>0

From Definition 6 on [19] and [5], we have
(23) 7’ = 7—‘mself
(24) (7',0,1)) E0A

Let
(25) j be the location of the first mself event in 7
that is
(26) 4 =7())
We consider two cases:
Case:
(27) k<j
From [25] and [27],
(28) —mself(7x)

Thus
(7,k, Ip) E self > restrict(self,.A)
Case:
(29) k>4

From Lemma 14 on [23], [26], [24],

(30) (7,7,1o) E restrict(self, 0.A)
From Definition 3 on [30],

(31) (7,7,1p) E O(self — restrict(self,.A))
From Definition 6 on [31], we have

(1, k, Ip) E self - restrict(self, A) forall k > j
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Backward Direction:

We have
(32) m E restrict(self,[0.A)

We show that
me@® DA

Let
(33) 7' = 7-|mself

From [5] and Definition 6, we need to show that
(" k,Ip) A forall k>0

From [32] and [5], we have
(34) (7,0, 1) E restrict(self,[J.A)
Thus, from Definition 3 on [34], we have
(35) (7,0,1Iy) E O(self — restrict(self,.A))
Thus, from Definition 6, we have
(36) (7,7,10) E self — restrict(self, A) forall j >0

From [33], forall k£ > 0, there exists j such that
(37) 7 =7(j)
(38) mself(7(4))
From [36] and [38],
(39) (7,7,10) E restrict(self, A)
From Lemma 14 on [33], [37], [39],
(7”, k, Io) EA

Case POSTPRE:
(40) A = ®(s'=s <& 0Os=53)
From Definition 6 on [4], [5] and [40], we need to show that:

Vi 20. J’((7'|mself)j)([]) = J((Tlmself)jﬂ)([])

That is straightforward from Lemma 5 and Lemma 6.

Case RSEQ:

Immediate from the periodic transition —, that increments the round r.

Case RORD:
Immediate from the periodic transition —, that increments the round r for the transition — ., for
the periodic events per.

Case GST:

Every message that is sent in round r stays in ms until the periodic transition —, of round r
(Lemma 7).

After the GST round rggr, the periodic transition —, does not drop messages.

The periodic transition —, of round r includes the transition —;,s, that delivers the messages.

Case FDup:

(41) A =
O (n' o d 1 deliveri(n,m)) —
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OO (n e d | sendi(n’,m))
We prove the contra-positive that is
(42) A =
OO=(n o d | sendi(n’,m)) -
OO=(n" o d 1 deliver;(n,m))
From Definition 6 on [4], [5] and [42], we need to show that:
(3j. Vi > j.
-(n(7(i)) =nAd(7(i)) =d A
o(7(#)) =l Ae(7(i)) = send|(n’,m)))
(35. Vi > j.
=(n(7(2)) =n' Ad(r(i)) =d A
o(7(i)) =1 Ae(7(2)) = deliver;(n,m)))

Immediate by Lemma 24.

Case NFORGE:
(43) A =
(n' « d 1 deliver(n,m)) =
&(n e d | sendi(n',m))
From Definition 6 on [4], [5] and [43], we need to show that:
V1.
(n(7(2)) =n' Ad(7(i)) =d A
o(7(i)) =1 Ae(7(2)) = deliver|(n,m))) -
7 <.
(n(7(4)) =nAd(r(j)) =d A
o(7(4)) =) re(7(j)) = send(n’,m)
Immediate by Lemma 27.

Case UNIOL:
(44) A =
(occ(ois,e) <1 A
O(n = n Aself > e ¢ ois) A
B(n = n Aself - e ¢ ois)) =
(neTte)=
O-(neT1e)AB-(neTte)
From Definition 6 on [4], [5] and [44], we need to show that:
VS, T,1,7, k,0i,n.
occ(ois(7(i)),e) <1 A
Vk <i. (n(1x) =n Amself(1)) — e ¢ ois(7) A
Vk>i. (n(7x) =nAmself(1,)) — e ¢ ois(7;) A

n(r(j)) = n A
d(r()) = [1 A
o(r(j)) = 1 A

e(r(j)) = ¢ -

k<j —=an(m) =nad(m) =[] ro(k) =1 A e(7y) = €]
k>j —=[n(tk) =nad(tk) =[] Aro(rk) =1 A e(1x) = €]
That is immediate from Lemma 32.
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Case UNIOR:
Similar to rule UNIOI

Case APER:
(45) A =
n € Correct > OO (n o T ¢ per)
From Definition 6 on [4], [5] and [45], we need to show that:
Vn.neN A
Vi. =(n(7(2)) =nAad(7(i)) =[] re(r(3)) = fail) -
V. 3k > j.
n(7i) =nad(rk) =[] ro(m) = $ A e(1x) = per

This is proved using Lemma 13 on [6].

Case NODE:
(46) A =
OneN
From Definition 6 on [4], [5] and [46], we need to show that:
Vi. n(7(i)) eN
This is proved using Lemma 33.

Corollary 2.
For allT', A, S, c and &' such that S = stack(c,S’), if s I and T' . A, then Eg A.

Proof.

Assumption:
(1) EsT
(2) T+ A

Conclusion:

DZS.A

From Definition 4 on [1]
(3) Vme M(S). me A
From Theorem 2 on [2], we have
(4) les A
From Definition 5 on [4], we have
(5) VmeM(S). mel' »>mEA
From [3] and [5], we have
(6) VmeM(S). me A
From Definition 4 on [6], we have

DZS.A

Lemma 4.
Only steps in a node change the state for that node.
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! 1A
YWi,Wo,m,n,n',d,o,0,0".

W1 l)* W2 A
Let (n7 - d7 07 - 0-7 0-,7 - 7) ET
, |d ifo=|vo=3}

~ \tail(d) else
n' +n-d'(d)(n)=0c(d)(n)

Proof.
Immediate from induction on steps.

Lemma 5.

The post-state of every event is the same as the pre-state of its next event.
YWy, Wa, T, 5.

Wi 5% Wa

—

o'(r(j)) =o(ri+1)

Proof.
Immediate from induction on steps.

Lemma 6.

Only the self events change the top-level state.
VWi, Wa,1,d,0,0,0.

W1 ;* W2 AN

Let (_, ,d,o, ,o,0',_, )eT

-mself(d,0) —»

(1) = o([])

Proof.
Immediate from induction on steps.

Lemma 7.
., T T T T
The transitions —¢, —>req, —>ind, ONA —>per PrESeTVE MESSAES.
4 l4 A l4
Vo,o SUERUE o e T
* ! ! 14 14

(‘Lmsafv’r) >t (U ,MS 7f , T ) \

T % / /
(o,ms, f,1) —=req (0/,ms") v
*
ind
*
per

o,ms, f,r) — o',ms’) v
(

(0,ms, f,r) = per (o, ms)
N

ms cms’
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Proof.
Immediate from induction on steps.

Lemma 8.

If a node is failed, it remains failed.
Vo,o',ms,ms’, f, f,r,r', 7,n.
[(o,ms, f,r) Lo (o',ms’, f'r") v
(o,ms, f,r) L,’f (a',ms', f',r") v
(o,ms, f,r) ;p (a';ms', f',r)] A

nef

—
nef’

Proof.
Immediate from Definition 9 and induction on steps.

Lemma 9.

If a node is failed, it does not take any step.
Vo,o',ms,ms’, f, f',r,r',7,n.

[(o,ms, f,r) =* (o' ,ms’, f',r') v

(o,ms, f,r) Ll’f (a',ms', f'r') v

(o,ms, f,r) Lp (o',ms', f',r") v

(o,ms, f,r) ;req (o',ms") v

(o,ms, f,r) Dind (o',ms") v

(o,ms, f,r) Lper (o',ms")] A

ngNvnef

pj. n(r(j))=n A

Proof.
Immediate from Definition 9, induction on steps and Lemma 8.

Lemma 10.

If a node is not failed, it takes a periodic step on a p step.
Vo,o',ms,ms’, f, f',r,r, 7,n.

(07 mSv f7 T‘) l)p (U,>m8,7 f’,T,)

neN\f

N

Ji. n(r(3)) =nad(T(i)) =[] ro(7(i)) = 3 A e(7(i)) = per

Proof.
Immediate from the definition of the rules rule PERIODIC and rule PER.
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Lemma 11.

If a node takes steps, it is not failed.
Yo,ms, f,r,T,n.

(o,ms, f,r) Lx A

mcorrect(T,n)

—

neN\f
Proof.

Contra-positive is proved using induction on the steps and using Lemma 9 and Lemma 8.

Lemma 12.

If a node is in the failed set, it has failed before.
Yo,ms, f,r,T,n.

wo(S) ;*(0, ms, f,r) A

nef

3i. n(7(i)) = n A d(r()) =[] A e(7()) = fail

Proof.
By induction on the steps.

Lemma 13.
For all S and T,
wo(S) 5> AneN
Vi. =(n(7(2)) =nAd(7(i)) =[] A e(r(i)) = fail) -
Vj. 3k > j.
n(t) =nnd(r) =[] ro(mk) = 3 A e(T) = per

Proof.
We assume
(1) wo(S) 5
(2) neN
We prove the contra-positive that is
(3) 35. Pk >3
n(7i) =nad(rk) =[] ro(mk) = $ A e(7x) = per >
Ji. n(7(2)) =nad(r(i)) =[] Ae(r(i)) = fail
We assume
(4) 3j. 2k>j.
n(7i) =nad(rg) =[] ro(m) = $ A e(1x) = per >
By Definition 9 on [1]
(b) T=7/-7
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(6) Wi =wo(S)

(7) Wi Zop Wi Ty Wi
From [4], [5],

8) Ji. Vler.

=(n(€) =nnAd()=[]rno(l) =3 A e(l) = per)

By the contra-positive of Lemma 10 on [7], [2] and [8]

(9) ne f(W))
By Lemma 12 on [7], [5], and [9]

Fi. n(7(2)) =nad(7(i)) =[] re(r(2)) = fail

Lemma 14.

V7,71, .

T’= 7—‘mself A

(1) =7(j) ~

(7,3, 1) A < (1,5,1) E restrict(self, A)
where O and © are not used in A.

Proof.
Similar to Lemma 36.

Lemma 15.

A message is not added to the message set unless it is sent.
Vo,o',ms,ms’, f, f',r,r', 7,n,n',d,m.

(n,n',d,m) ¢ ms A

[(o,ms, f,r) 5i (o', ms', f,1) v

(0,ms, f,7) Dreq (0!, ms') v

(o,ms, f,r) l’;nd (o',ms") v

(o,ms, f,r) ;;e,, (o',ms")] A

(Vi, =(n(7(i)) =nnad(7(i)) =dro(r(i)) =l rne(7(i)) = send)(n',m)))

—

(n,n',d,m) ¢ ms’

Proof.
Immediate from induction on steps.

Lemma 16.

VIV, Wa,n,n',d, m.

Wy 5, Wa A

(Vi.=(n(7(2)) =nAd(7(i)) =d A o(r(i)) =l rne(7(7)) = send;(n',m)))

—

(’I’L, TL,, da m) ¢ ms(WZ)
Proof.
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By the definition of the transition —, and Lemma 15.

Lemma 17.

VWi, Wa, 7,71, 72, 0,0, d, m.

W1 l; Zp WQ A

T=T1-T2 N\

(n,n',d,m) ¢ ms(Wy) A

(Vi.=(n(7(2)) =nad(7(i)) =d A o(r(i)) =| rne(7(7)) = send;(n',m)))
N

(n,n',d,m) ¢ ms(W5)

Proof.
By Lemma 15 and Lemma 16.

Lemma 18.
Vo,o',ms,ms’, f,r,r',7,n,n',d,m.
(n,n’,d,m) ¢ ms A
[(o,ms, f,r) 57 (o ,ms’, 1) v
T
(g,ms, f,1) —rey (0',ms") v
(o,ms, f,r) l’fnd (o',ms") v
T
(a,ms, f,r) =pe (0,ms")] A
N

(Vi=(n(1(3)) = n' A d(r(i)) = d r o((i)) =1 ne(r(i)) = deliveri(n,m)))

Proof.
Immediate from induction on steps.

Lemma 19.
YW1, Wo,n,n',d, m.

W1 l’p W2 N

(n,n',d,m) ¢ ms(Wy) A

(Vi.=(n(7(2)) =n' Ad(r(i)) =d ro(7(i)) =1 re(7(i)) = deliver(n,m)))
Proof.

By the definition of the transition -, and Lemma 18.

Lemma 20.
’
VWl,WQ,T,Tl,TQ,n,n ,d,m.
TL 4 T2
Wy 5t B Wa A

T=T1"T2 N
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(n,n',d,m) ¢ ms(W1)
(Vi.=(n(7(2)) =nad(7(i)) =dro(r(i)) =| rne(7(7)) = send;(n',m)))

(Vi.=(n(7(2)) =n' Ad(r(i)) =d A o(7(i)) =1 ne(7(i)) = deliver(n,m)))

Proof.
By Lemma 18 and then Lemma 15 and Lemma 19.

Lemma 21.

VW1,WQ,T,71,T2,n,n,,d,m.

Wy l; gp Wy A

T=T1-T9 A

(n,n',d,m) ¢ ms(Wy) A

(Vi.=(n(7(2)) =nad(7(i)) =dro(r(i)) =| rne(7(7)) = send;(n',m)))

(n,n',d,m) ¢ ms(Ws) A
(Vi.=(n(7(2)) =n' Ad(r(i)) =d rno(7(i)) =1 re(7(i)) = deliver(n,m)))

Proof.
By Lemma 17 and Lemma 20.

Lemma 22.

VWi, r,n,n',d,m.

W1 l)* A

(n,n',d,m) ¢ ms(Wy) A

(Vi.=(n(7(2)) =nad(7(i)) =dro(r(i)) =l rne(7(7)) = send;(n',m)))

—

(Via(n(1(3)) = n' A d(7(i)) = d r o((i)) =1 ne(r(i)) = deliveri(n,m)))

Proof.
By Definition 9, induction on the steps and Lemma 21.

Lemma 23.

VWi, Wa, 7, 71,72, 0,0, d, m.

W1 l>p W2 E)* A

T=T1-T2 N\

(Vi.=(n(7(i)) =nad(7(i)) =dro(r(i)) =l ne(7(i)) = send)(n',m)))

(Vi~(n((i)) = ' Ad(7(i)) = d A o(7(i)) =1 ne(r(i)) = deliver;(n,m)))

Proof.
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By Lemma 16 and Lemma 22.

Lemma 24.
YW, r,n,n',d,m.
w 57 A
(34. Vi>j.
=(n(7(i)) =nad(r(i)) =dro(r(i)) =l ne(7(i)) = send)(n’,m)))

(_)Elj. Vi>j.
~(n(r(5)) = 0 A d(r(i)) = d A o(r(i)) =1 Ae(7(i)) = deliveri(n,m)))

Proof.
By Definition 9 and Lemma 23.

Lemma 25.

VS, W,r,n,n',d,m,i.

wo(S) S~ W A

(Vi.=(n(7(2)) =nad(7(i)) =d A o(r(i)) =| ne(7(i)) = send;(n',m)))

—

(n,n',d,m) ¢ ms(W)

Proof.
By Definition 9, induction on the steps and Lemma 21.

Lemma 26.
14 ! -
VS, W W' r, o, 7,n,n,d m,i.
T * To * ’
wo(8) — W =, W' A
T=T1-T9 A

(Via(n(1(3)) = n A d(7(3)) = d n o(7(i)) =4 Ae(7(3)) = send)(n’,m)))

—

(n,n',d,m) ¢ ms(W")

Proof.
By Lemma 25 and Lemma 15.

Lemma 27.
VS,T,n,Ti',d,m,i.
wo(S) 5 A
(Vj <i.
=(n(7(4)) =nnrd(7(j)) =dno(r(j)) =l ne(7(j)) = send)(n',m))

—

=(n(7(i)) =n" Ad(7(i)) =d no(7(i)) =1 re(7(7)) = deliver(n,m)))
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Proof.
By Definition 9, we consider two cases:
Case 1: The index 4 is in a —; transition.
(1) wo(S) 5 W' B W
(2) T=71-70
(3) Iml<i<|m|+|ml
Immediate from Lemma 18.
Case 2: The index ¢ is in a —, transition.
(4) w()(S) l* W'’ E): w" E’p W
(5) T=711-72
(6) |ma]+ |72l <i<[ma|+[r2| + |73
Immediate from Lemma 26 and Lemma 19.

Definition 15.

We instrument the transition system with event ID (ei), parent ID (pi) and child index (ci).

The event ID ei uniquely identifies events in a trace.

The parent ID pi is the ID of the event that issued the event.

The child index ci for an event is the index of that event in the list of events that its parent event
issued. For example, if a parent event issues the list of request events [e1,ea,es], then the child
index of eg is 1. Similarly, if a parent event issues the list of indication events [es,eq,e5], then the
child index of eq is 1.

To create unique IDs, a counter ei is added to the state of the transition system and the counter is
weaved through the rules.

As an example, the rule REQ is updated as follows:

The state of the transition system includes the counter ei:

(s,ms, f,ei)
The events include the event ID ei, the parent ID pi and the child index ci:
(67’7pl7 C/L7 =YY TYTY Y Y Y Y 7)

We use the functions ei, pi and ci to extract the corresponding components of an event.

As the counter in the pre-state is ei, the event id of the main event is ei + 1 and the updated counter
1s passed in the pre-state to the mext transition for the issued request event.

The parent Id of the issued indication and request events is ei + 1.

Let us recall that in the interest of simplicity, the rules show only one issued request event and one
1ssued indication event.

The child index of the issued indication and request events is 0.

REQ
neN~ f S(d) = (¢, ) o(d)=s
request,(n,s(n),e) = (sh,[(i,e1)], [e2]
s'=s[nw~ 5] o' =o[d~ ']
(o/,ms, f,r,ei+1) lreq (o1, ms1,ei’) m=(,ei+1,0,n,rix=dl,e1, ) - T
(o1, ms1, f,r,ei’) SEN (02, ms9, ei’") m=(,ei+1,0,n,7,d,1,e2, ,,_,_) - Ty
T=(ei+1,_,_n,d, e 0,0 (i,e1),ea) - 71 - T

(07 ms, f7 r, 61) l’req (027 msa, ei/,)
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It is easy to show that there is a bi-simulation between the original and the instrumented transition
system.

Lemma 28.

Based on Definition 15, the event ID uniquely identifies events.

VS, 1,1, ]

wo(S) >* A

ei(7(i)) = ei(r(j)) ~

1=

Proof.

By the invariants:

In every transition, the event ID in the post-state is greater than the event ID in the pre-state.
The ID of every event in a trace is greater than the ID passed in the pre-state of the transitions.
Straightforward induction on the steps.

Lemma 29.
Based on Definition 15, the parent ID, child index and the event orientation uniquely identify
events.

pi(t(i)) = pi(7(j)) A

ci(r(i)) = ci(T(j)) A

o(7(i)) = o(7(j)) -

=)

Proof.

By the invariants:

In every transition, the event ID in the post-state is greater than the event ID in the pre-state.
The ID of every event in a trace is greater than the ID passed in the pre-state of the transitions.
The event ID in the pre-state is greater than or equal to the child ID of the first event in the trace.
The event ID of every event is greater than its parent ID.

In the trace of every transition, the parent ID of the first event is less than the parent ID of later
events.

Straightforward induction on the steps.

Lemma 30.

Based on Definition 15, the parent ID and the child index of an event point back to the origin of
that event.

VS, T,i.

U)()(S) L* AN

57



d(r(i)) =[] A

o(r(i)) =1~
ois((pi(7(1))))(ci(7(2))) = e(7(i)) A
n(r(pi(7(#)))) = n(7(i)) A
mself(T(pi(7(i))))

Proof.
Straightforward induction on the steps.

Lemma 31.

If an event is issued only once, every executed event that matches it has the same parent 1D and
child index.

VS, 1,4, 7,e,n,d.3k.

wo(S) =% A

occ(ois(7(i)),e) <1 A

Vk #i. (n(1;) = n A mself(1)) — e ¢ ois(1) A

n(7(j)) =n A
d(r(5)) =[] A
o(r(j)) =1~
e(r(j))=e ~
pi(T(j)) =1 A
ci(r(j)) =k
Proof.

Immediate from Lemma 30.

Lemma 32.

VS, 1,4,75,k,e,n,d.

wo(S) =% A

occ(ois(7(i)),e) <1 A

Vk #i. (n(1,) = n A mself(1)) — e ¢ ois(1) A

n(t(j))=n A

d(r(4)) =[] A

o(r(j)) =1 A

e(7(j)) =e A

k+j —

-[n(me)=n A d(mp) =[] A o(tk) =1 A e(rx) = €]
Proof.

Immediate from Lemma 31.

Lemma 33.
YW, W', 1,i.
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W LW’
n(7(i)) eN

Proof.

By induction on the steps.
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Lemma 34.
The derived rules are sound.

Proof.
Case rule FLoOsS:
Immediate from GST.

Case rule IRSE:
By the rule IR, definition of self and rule SINvV.
selfAa=b
self =>a—b
O(self > a — b)
® O(a - b)
® (a=1b)

Case rule PESE:
Similar to rule IRSE.
By the rule PE, definition of self and rule SINv.

Case rule IISE:
Similar to rule IRSE.
By the rule I, definition of self and rule SINV.

Case rule ORSE:
By the rule OR, and rule SINv.

Case rule OISE:
By the rule OR, and rule SINV.

Case rule ORSE":
By the rule OR/’, definition of self and rule SINV.

Case rule OISE":
By the rule OI’, definition of self and rule SINV.

Case rule IROI:
By the rule IR and rule OI.

Case rule IT1OI:
By the rule II and rule OI.

Case rule PEOI:
By the rule PE and rule OI.

Case rule IROR:
By the rule IR and rule OR.
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Case rule ITOR:
By the rule IT and rule OR.

Case rule PEOR:
By the rule PE and rule OR.

Case rule IROISE to rule PEORSE:
By the rule IROI and rule PEOR and rule SINV.

Case rule APERSE:
By rule APER, rule INVS and rule ASELF.

Case rule UNIORSE:
By the rule UNIOR and rule SINV.

Case rule UNIOISE:
By the rule Un1OI and rule SINvV.

Case rule CSELF:
By the definition of self.

Case rule SEQSE:
By rule SEQ and rule SINv.

Case rule INVSE:
First proving O(self - A), by the definition of self,
distributing v over —, using AAn A" - Av A, Lemma 84, and
rule Ar.
Then using rule ASELF and Lemma 79.

Case rule INVSE":
Similar to the proof of rule INVSE'. Instead of O(self > A),
we first prove O(self ABHA - A).

At the end, we use Lemma 110.

Case rule INVUSE:
Using rule INVSE’ and rule IRSE, rule IISE, and rule PESE.

Case rule INVMSE:
By rule INVSE’ by instantiating A to A A A" and Lemma 93.

Case rule INVMSE":
By rule INVUSE by instantiating A to A A A" and Lemma 93.

Case rule INVLSE:
By rule INVUSE and rule GEN.

Case rule INVL:
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By rule INVLSE and rule SINv.

Case rule INVUSSE:
By Lemma 82 with p instantiated to S(s(n)).
Then using rule POSTPRE to convert Os(n) to s'(n).
Then case analysis on whether n =n.
Then rule SEQSE for n # n and rule INVUSE for n =n.

Case rule INVUSSE’:
By rule INVUSSE’, Lemma 83 and rule INIT.

Case rule INVSSE:
By rule INVUSSE and rule GEN.

Case rule INVS:
By rule INVSSE and rule SINV.

Case rule INVSSE":
By rule INVSSE, Lemma 83 and rule INIT.

Case rule INVS':
By rule INVSSE’, and rule SINV.

Case rule INVSSE":
By rule INVSSE, Lemma 81, rule POSTPRE.

Case rule INvS":
By rule INVSSE”, and rule SINV.

Case rule INVSASE:
We have
(1) =S(inite(n))
By rule INVLSE with
A instantiated to n e =S(s(n)) A S(s'(n))) — A,
we have
(2) e ® [(n + ~S(s(n)) A S($'(n))) = A]
We need to show thatA
Fe® (S(s(n)) = ©A)
We show tAhe contra-positive that is
ke ® (B-A=-5(s(n)))
By rule INIT and [1]
(3) Fc® -S(s(n))
The contra-positive of [2] is
(4) Fe® [(-A=n=nvS(s(n))v-5(s'(n)))]
that is
(5) Fe® [(wA= (n#nVv-S(s(n)) > -5(s'(n))))]
By rule SEQSE and [5]
(6) Fe @ [(_'A =

62



(=5(s(n)) = =5(s'(n))) v =5(s(n)) = =5(s'(n))))]
that is
(7) = ® [(-A==5(s(n)) > =5(s'(n))))]
By rule POSTPRE and [7]
8) Fe® [(=A = (=5(s(n)) = 0=5(s(n))))]
By Lemma 103, we have
9) Fe® [(=5(s(n)) »
(B((=5(s(n)) = 0 (=5(s(n))) = =5(s(n))]
By [9] and [3]
(10) Fe® [(B((=5(s(n)) = 0 (=5(s(n))) = ~5(s(n))]
By [8] and [10]
Fe® [(B-A = -5(s(n))]

Case rule INVSA:
By rule INVSASE, and rule SINV.

Case rule INVMSTASE:
By rule INVSE on the assumptions, we have
e ® BAA (V2. S(s(n)) - &A4)] =
An(Vz. S(s'(n)) > ©A")
By Lemma 110, we have
e A
By rule POSTPRE, Lemma 114 and Axiom 18, we have
e ® (Vz. S(s(n)) » ©A") =
o (Vz. S(s(n)) - SA)
By Lemma 82
Fe® (V. S(s(n)) » ©A") = O(Yz. S(s(n)) - &A")
From the assumption Yx.-S(init.(n)) and rule INIT
Fe® (V. S(s(n)) - SA")
By Lemma 97
Fe ® O(Vz. S(s(n)) - ©A4")

Case rule ASASE:
Assumption:
(11) ~.® A= S(s'(n))
(12) F.® S(s(n)) =0A
We prove
Fe® A= DA
By rule POSTPRE on [11],
(13) Fc® A= 05(s(n))
By Lemma 81 (OM) on [12]
(14) +.® 08(s(n)) = LA’
By Lemma 80 (=T) on [13] and [14],
Fe® A= DA

Case rule ASA:
By rule ASASE, and rule SINvV.
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Case rule APERSA:
By rule APER, and rule PE.

Case rule QUORUM:
Let

(15) I' =|Correct| > t1; N S N; |N|>ta; t1 +1t2 > |N|
We show that

I'+~.3n. ne N An e Correct

We have
(16) '+, Correct ¢ N
From [15]
(17) T+ |Correct| >ty
(18) T+, NcN
(19) T ¢ |N|>to
(20) T ety +to] > |N|
From set theory
(21) I'.V51,5,5 S1€5A585c85->5uScSs
By [21] on [16] and [18]
(22) I'+, Correctu N c N
From set theory
(23) T'+.VS1,S2. S1<89 — |51 <92
By [23] on [22]
(24) T+, |Correctu N| < |N|
From [17], [19], [24], and [20]
(25) |Correct|+ |[N| - |Correct u N| >0
From set theory
(26) Tr e VSl,SQ. ’Sl @] SQ‘ = |Sl‘ + |SQ‘ - |Sl n SQ|
that is
(27) T e VSl,SQ. |Sl n SQ| = |Sl| + |SQ| - |Sl @] SQ|
By [27] on [25]
(28) T+, |Correctn N| >0
From set theory
(29) T+, VS. |S|>0< S+0
By [29] on [28]
(30) T'+. Correctn N #+ &
From set theory
(31) T+, VS. S=g<fs.seS
By contrapositive of [31] on [30]
(32) T+, 3n. neCorrectn N
From set theory
(33) T+, VS51,52.Vs. s€S1nSy <> se€S1Ans€Sy
By contrapositive of [33] on [32]
(34) T+, 3n. neCorrectAne N

Thus, we showed that
|Correct| > t1; N € N; |N|>tg; t1 +t2 > |N|+,
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dn. ne N An e Correct
By rule »r, we have

|Correct| > t1 +.

NS NA|N|>ta Aty +t2 2 |N| - In. ne N An e Correct
As the assertion is non-temporal, we have

|Correct| > t1 +.

NcNA|N|>tyAaty+t2 2 |N|= 3In. ne N An e Correct
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5.2 Composition

Lemma 1. B
For all 7 € T'(stack(c, S)) there exists 7’ € T(S;) such that 7|45p;) = push(i, 7")

Proof. Induction on the transition steps of the network semantic (Figure 14) for 7 :

The trace 7/ on S; with state (o', ms’, f,7) is inductively build from the trace 7 on stack(c,S) with
the state (o, ms, f,7).

o' =Xd. o(i:d) and

ms’ = {(n,n',d,m) | (n,n’,i:d,m)ems}

The induction hypothesis is strengthened with the fact

Vd. o(i=d) =o'(d)

that is the state of the substack ¢ of S is the same as the state of S;.

On every step j of 7 on (o, ms, f,r):

(1) If the step is not in substack i that is d(7(j)) 2 [¢], no step (e step) is taken for 7.

(2) If the step is in substack i that is 7(j) = (n,r,4 = d,0,€e,s,8",0rs,0is), a corresponding step
(n,7,d,0,€,5|4:], 8'las[i]; 0TS, 0is) can be applied to (o', ms’, f',r"). Note that all the elements
except d and the states of the two events are the same. The state s|4[;] is a projection over s for
locations that are an extension of [7].

Corollary 2.
For all ¢, S; and m e M (stack(c,S;), there exists m’ € M(S;) such that m|gapi1 = push(i,m”)

Proof. Immediate from Definition 12 and Corollary 2.

Lemma 2. For all m, AU and i,
me Al -
push(i,m) & push(i, ALl

Proof. Immediate from induction on the structure of AL,

Definition 16 (Expanding a Model).

ext((,5,1),i) £ {(7",j".1) |
37’ V5. d(7'(j)) 2 [i) AT" € interleave(T, ") AT (§") = 7(5)}

We assume that events of a trace are unique. Uniqueness of events can be simply provided by
the semantics with separate counters in nodes.

Lemma 3.

For all m, i, m’ and Zl],
m I A

m' € extend(i,m) —

m’ & restrict(d = [i],Z01).
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Proof.
Let
(1) 7t = oAl
We assume that
(2) mEeOAll
(3) m' € extend(i,m)
We show that
m’ & restrict(d = [i], 0.AL)
From Definition 8 (the definition of extend), on [3], there exists 7, 7" and I such that
(4) m=(r,0,I)
(5) m'=(7",0,1)
(6) Vj. d(r'(4)) 2 [i]
(7) 7" €interleave(r,7")
From [5], we need to show that
(",0,1) & restrict(d = [i], DA
From Definition 3 (layering of assertions), we need to show that
(r",0,1) £ O(d = [i] - restrict(d = [i], Al1))
From Definition 6 (the definition of the models relation), we need to show that
(7" k", I) & (d = [i] — restrict(d = [i], Al])) forall & >0

By [7], let j” be the index where the element at index 0 of 7 appears i.e.

(8) 7"(5") =7(0)
We consider two cases:

Case:
(9) k// < j”
From [7], [9], [8], and 6],
(10) d(7" (k")) # [4]
Therefore, the following assertion is trivially holds
(T",k”’I) = (d = [1] - restrict(d = [Z],A[l]))

Case:

(11) k! Zj"

From Definition 16 (the definition of ext), on [6], [7] and [§],
(12) (7",45",1) € ext(i, (7,0,1))

From [12] and [4],
(13) (7",5",1) € ext(i,m)

By Lemma 35 on [2], [13]
(14) (7",4",I) & restrict(d = [i], O.Al)

From Definition 3 (layering of assertions) on [14]
(15) (7,4, 1) = 0(d = [i] - restrict(d = [i], Al))

From Definition 6 (the definition of the models relation) on [15]
(16) (7", k", 1) & (d = [i] — restrict(d = [i], Al1))

forall k" > 5"
From [16] and [11]
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(T//’k”71) = (d = [z] - restrict(d = [Z],.A[Z]))

Lemma 35.

For all m, i, m" and AU,
m e Al A

m' e ext(i,m) —

m' & restrict(d = [i], A1)

Proof.
Immediate from Lemma 36.

Lemma 36. For all m, i, A, and m/’,
if m' € ext(i,m), then
me A o m/ e restrict(d = [i], Al')

Proof.
We assume that
(1) m' eext(i,m)
From Definition 16 (the definition of ext), on [1], we have
(2) m=(7,5,1)
(3) m/ - (T”,j/,7I)
(4) vj.d(7'(5)) 2 [4]
(5) 7" € interleave(r,7")
©6) 7"(") =7(5)
We show that
m e Al
if and only if
m’ & restrict(d 2 [4], Al*)

Induction on the structure of Al

Case n=t%t; A d=d a o=1a2 N e=13 dlg[’i]:
The forward direction:
We assume that
(7) men=t; Ad=d A o=ty A e=t3 d 2]i]
We show that
m’ e restrict(d 2 [i],n=1t1 A d=d" A o=ty A e=t3)
From Definition 6 (the definition of the models relation),
on [2] and [7]
(8) meEt] v
(9) mEty:ve
(10) mEts:vs
(1) n(r()) = v
(12) d(r())=d' 2]
(13) o(7(4)) = v2
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(14) e(r(7)) = vs
From [2], [3] and [6] on [11], [12], [13] and [14]
15) m' et v
16) = to : VU2
17) m/ =t :vs
18) n(r"(j") =
19) d(7"(3"))=d" d' 2]i]

) o(r"(7")) = vs

21) e(+" (")) = vs
From Definition 6 (the definition of the models relation),
on [15] to [21]
(22) m'e(n=n A d=d Ao=0nAne=e) d2]i]
From Definition 3, (layering of assertions)

(23) restrict(d2[i],n=n A d=d A o=0 A e=¢€)=

n=n Ad=d Ao=0Ae=e

From [22], [23]

m' = restrict(d=[i],n=n A d=d" A 0=0 A e=¢)
The backward direction is similar.

Case Agi] A Ag]:

Immediate from the induction hypothesis.

Case -All
Forward direction Immediate from the backward
direction of the induction hypothesis and vice versa.

Case DAL
The forward direction:
We assume that
(24) m e OAl
We show that
m’ & restrict(d = [i], DA
From Definition 3 (layering of assertions), we show that
m’ = 0(d = [i] - restrict(d = [i], Al1))
From Definition 6 (the definition of the models relation),
on [3], we show that
(7", k", I) & (d = [i] - restrict(d = [i], Al]))
forall k" > 5"
From Definition 6 (the definition of the models relation),
on [2] and [24]
(25) (7,k, 1) Al forall k > j

For all k", such that
(26) k> j”
We consider two cases:
Case:
(27) d(r" (k")) # [i]

The assertion is trivially true.
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(7", k", T) = (d = [i] - restrict(d = [i],.Al]))
Case:
(28) d(r/K")) = [i]
We need to show that
(7", k", I) & restrict(d = [4],.Al)
From [5], [4], and [6] on [28] and [26],
there exists k, such that
(29) k>3
(30) 7"(K") =g
From [25] and [29]
(31) (r,k,I)E All
From [4], [5] and [30],
(32) (7" K", T) e ext(i, (7, k,I))
By the induction hypothesis on [31] and [32],
(", k" T) & restrict(d = [i], Al)
The backward direction is similar.

Other cases are similar.

Theorem 1 (Composition).
For all S, ¢, and S;,

S = stack(c, S;) A

Es; IZ-[]

>

Es Iower(z',Ii[])

Proof.
We assume that

(1) S =stack(c,S;)

(2) =5, 70
We show that

Sk Iower(i,Ii[])
From Definition 4 on [2]

(3) Vm' e M(S;). m' =Tl
By Lemma 2 on [3]

(4) Vm' e M(S;). push(i,m’) push(i,Ii[])
By Corollary 2

(5) Yme M(S). Im' € M(S;).

mlasgsy = push(i, m")

From [5] and [4]

(6) Ym e M(S). mlgspi E push(i, ZH)
We have

(7) Yme M(S). m € extend (i, m|qo[])
By Lemma 3 on [6] and [7], we have

(8) Vm e M(S). m & restrict(d = [i], push(i, Z))
From Definition 1 on [8], we have
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(9) Vm e M(S). m = lower(i, 1)
From Definition 4 on [8], we have
(10) s lower(i,Z1)

Corollary 1 (Composition Soundness).
For all S, ¢, and S,
S =stack(c, S;) A

Es; Ii[] A

Iower(i,Ii[]) e A

EFs A.

Proof.

We assume that o
(1) S =stack(c,S;)
(2) s, T/
(3) Iower(i,ZZ.U) Fe A

We show that
Es A

From Tw, we have
(4) ks lower(i,Z1)

From Corollary 2 on [4] and [3], we have
Es A




5.3 Component Verification
5.3.1 Stubborn Links

Theorem 4. (SL;: Stubborn delivery)
If a correct node n sends a message m to a correct node n’, then n’ delivers m infinitely often.

+sLc n € Correct An' € Correct —
(n o T lsendg(n',m)) =0(n" o T 1 deliverg(n,m))

Proof.

The proof idea: upon a stubborn link send
request for a message m, m is added to the
sent set. The periodic section of SLC, reissues
a send request for every message in the sent set.
The periodic function executes infinitely often.
Thus, send requests are infinitely often issued
for every messages in the send set. By the fair-
loss property of the basic link, if a message is
infinitely sent, then it will be infinitely often
delivered. If a basic deliver indication is issued,
then a stubborn link deliver indication is issued
and then eventually executed.

We assume
(1) T =n e Correct;n’ € Correct
We prove that
Lrsic (n e T sendg(n',m)) =
O (n” o T 1 deliverg(n,m))

By rule IR,
(2) T'ksic (n e T sendg(n',m)) =
(self A(n',m)es'(n))
By rule INVS” with S = As. (n/,m) € s,
(3) T +sic (self A(n',m)es’'(n)) =
C(self = (n',m) e s(n))
From [2] and [3],
(4) Trsic (n e T sendg(n',m)) =
C(self = (n',m) es(n))

By rule APERSA with:
S =Xs. (n',m) e s and
A=mn«(0,send|(n’,m)) € ors Aself on [1], we have
(5) T'tsic n e Correct -
(self = (n',m) es(n)) =
O (n e (0,sendi(n’,m)) € ors A self)
From [4] and [5], we have
(6) T'rsic (n o T sendg(n',m)) =
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OO (n e (0,sendi(n',m)) € ors A self)

From rule OR,
(7) T+sic (n e (0,send(n’,m)) € ors A self) =
&O(n e 0 sendi(n’,m))
From [6] and [7],
(8) T'rsic (n o T sendg(n',m)) =
OGO (n « 0] send(n’,m))
From Lemma 87 on [8],
(9) T+sic (n e Tlsendg(n',m)) =
O (n e 0 sendy(n',m))

By rule FLoss on [1] and [9],
(10) T +sic (n o T 4 sendg(n',m)) =
OO (n' « 0| deliver;(n,m))
From rule 1101,
(11) T +sic (n' o 0 deliver;(n,m)) =
&O(n' o T deliverg(n,m))
From [10] and [11],
(12) Trsic (n o T sendg(n’,m)) =
OGO (n' « T | deliverg(n,m))
From Lemma 87 and [12]
Crsic (ne T sendg(n',m)) =
OO (n' « T deliverg(n,m))
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Theorem 5. (SLy: No-forge)
If a node n delivers a message m with sender n’, then m was previously sent to n by n'.

Fsie (n o T 1 deliverg(n’,m)) «~ (n' o T sendg(n,m))

Proof.

The proof idea: If a stubborn link delivery event
is executed, it is issued by a previous basic link
delivery event. By the no-forge property of
basic links, we know that any basic link delivery
event is preceded by a basic link send event. A
basic link send event is only issued by a previous
stubborn link send event.

By rule OT’,
(1) Fsic (n o T 1 deliverg(n',m)) =
&(n o deliverg(n',m) € ois A self)
By rule INVL,
(2) FsiLc (n o deliverg(n',m) € ois A self) =
(n « 01 deliver;(n’,m))
By using [1] and [2],
Fsic (n o T 1 deliverg(n',m)) =
&(n e 01 deliveri(n’,m))
That is,
(3) Fsic (n o T 1 deliverg(n',m)) e~
(n « 01 deliver;(n’,m))
By rule NFORGE,
(4) =sLc (n e 0 T deIiven(n',m)) o
(n' « 0 send|(n,m))
By Lemma 88 on [3], [4],
(5) Fsic (n o T 1 deliverg(n',m)) «~
(n' « 0 send|(n,m))
By rule OR/,
(6) =sLc (TL, e 0} send|(n,m)) =
&(n' o (0,send;(n,m)) € ors A self)
By rule INVL,
(7) Fsic (n' o (0,send|(n,m)) € ors A self) =
(n' o T | sendg(n,m))
From [6] and [7],
Fsic (n « 04 send(n,m)) =
&(n' o T sendg(n,m))
That is,
(8) —sLc (TL, « 0} send|(n,m)) o
(n' o T | sendg(n,m))
From [5] and [§],
Fsic (n o T 1 deliverg(n',m)) e~
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(n' o T | sendg(n,m))
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5.3.2 Perfect Links
Definition 17.

Lowering the properties of the stubborn link.

I =SL},SL,

SL| = lower(0,SL) =
n € Correct An' € Correct —
(n « 0} sendg(n',m)) =
O (n” « 01 deliverg (n,m))

SLS = lower(0,SLy) =
(n « 01 deliverg(n',m)) «
(n’ e 0} Sendsl(nv m))
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Theorem 6. (PL;: Reliable delivery)
If a correct node n sends a message m to a correct node n’, then n’ will eventually deliver m.

I'FpLc
n € Correct An' € Correct —
(n e T |sendgy(n',m) ~
(n' o T 1 delivery(n,m))

where

T" is defined in Definition 17.

Proof.

The proof idea: As a sendy event is executed
at the sender, a sendy event is issued and even-
tually executes. Thus, by the stubborn link,
a delivery event eventually executes at the re-
ceiver. At the delivery event, either the sender
and counter pair is already in the current state
or not. (1) If it is not, a deliverp event is issued
that eventually executes. This is the desired
conclusion. (2) If the counter is already in the
current state, a deliverg event with the same
sender and counter (with potentially a differ-
ent message) has executed in the past that has
issued a deliverp event that will eventually exe-
cute. There cannot be two delivery events from
the same sender with the same counter. Thus,
the two delivery events are the same and carry
the same message. Thus, the delivery event that
will be executed is with the sent message.

We assume
Aj =n € Correct An/ € Correct
F/ = F; Al
We prove that
I FpLc (n o T sendp(n',m) ~ (n' T 1 delivery(n,m))

By rule IR, the definition of request and rule OR, there exists ¢ such that
(1) T"+pLcn o Tl sendy(n',m) =
self Am o (0,sendg(n', (c,m))) eors A O(n e 0] sendg(n', (c,m)))

From SL} and Axiom 1,
(2) T"+pLc n o 0] sendg(n/,{c,m)) =

O(n' « 01 deliverg(n, (c,m)))

By rule Lemma 89 on [1] and [2],
(3) I’ FpLC (n e T sendp|(n',m)) =
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self Am o (0,sendg(n', (c,m))) €ors A O(n' « 01 deliverg(n, (¢,m)))

By rule Lemma 99 on [3] and Lemma 38,
I Fpcn oo T sendy(n',m) =
self An o (0,sendg(n’, (c,m))) € ors A
O[O(n' o T 1 delivery(n,m)) v
Im. S[self A (0,sendg(n, (c,m))) e ors A O(n' o T 1 delivery(n,m))]]
that is
I FpLcn e T sendy(n/,m) =
self An o (0,sendg(n’, (c,m))) € ors A
(O(n” o T 1 delivery(n,m)) v
Im. S[self An o (0,sendg(n’, {c,m))) eors A O(n' o T 1 delivery(n,m))] v
Im. [self An o (0,sendg(n/, (c,m))) eors A O(n' o T 1 deliverg(n,m))] v
Im. Ofself An o (0,sendg(n’, {c,m))) eors A O(n' o T 1 delivery (n,m))])
By Lemma 37
I FpLcn e T sendy(n',m) =
self An o (0,sendg(n’, (c,m))) € ors A
(O(n” o T 1 delivery(n,m)) v
Im. [self An o (0,sendg(n', (c,m))) eors A O(n' o T 1 delivery(n,m))])
Thus,
I FpLcn o T sendy(n',m) =
O(n' o T 1 delivery(n,m))

Lemma 37.

IV Fprc self An o (0,sendg(n/, (c,m))) €ors =
C-[self A o (0,sendg (n/, (¢, m"))) € ors]
H-[self An o (0,sendg(n’, (¢,m’))) € ors]

Proof.
By the rule INVL
(1) TV +pLc self An o (0,sendg(n, (c,m))) € ors =
counter(s’(n)) =c
By the rule INVS
(2) T pLc self A counter(s(n)) > c =
(self = counter(s(n)) > ¢)
By the rule ASA on [1] and [2],
(3) TV +pLc n o self A (0,sendgi(n, (c,m))) € ors =
Cl(self — counter(s(n)) > ¢)
By the rule INVL
(4) T" +pLc self A counter(s(n)) > ¢ =
—(n « (0,sendg(n’, (c,m’}))) € ors)
From [3] and [4]
I Fprc self An o (0,sendg(n/, (c,m))) € ors =
CI(self - =(n o (0,sendg (n’, (c,m'))) € ors))
that is
IV Fprc self An o (0,sendg(n/, (c,m))) € ors =
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(- (self An o (0,sendg(n’, (¢c,m’))) € ors)
The proof of the second conjunct is similar.

Lemma 38.
I +pLc
(n' o 01 deliverg(n,(c,m))) =
O(n' o T 1 delivery(n,m)) v
Im. &[(n o T | sendp(n,m)) AO(n' o T 1 delivery(n,m))]

Proof.
Immediate from considering two cases (n,m) ¢ received(s(n’)) and (n,m) € received(s(n’)) and
Lemma 39 and Lemma 40.

Lemma 39.
I FpLc (n' o 01 deliverg(n, (¢c,m))) A (n,c) ¢ received(s(n’)) =
O(n' o T 1 delivery(n,m))

Proof.
Immediate from rule II and rule OI.

Lemma 40.
I +pLc self An=n'A(n,c) € received(s(n')) =
Im. ©[n « (0,sendg(n’, (c,m))) € ors Aself A O(n' o T 1 delivery(n,m))]

Proof.
By Lemma 41
(1) TV +pLc (n,c) € received(s(n')) A self =
Im. &[n' « 01 deliverg(n, (¢, m)) A delivery(n,m) € ois]

By SL,

(2) T"+pLc n' o 01 deliverg(n, (c,m)) = &(n « 0| sendg(n’, (c,m)))
By rule OR/,

(3) T"+pLc (n « 0 sendg(n’,(c,m))) = ©(n « (0,sendg(n’, (c,m))) € ors A self)
By the Lemma 89 on [2], and [3],

(4) T" +pLc n' o 01 deliverg(n, (c,m)) = &(n « (0,sendg(n’, (c,m))) € ors A self)

By rule OI,
5) IV +pLc (n' o T 1 delivery(n,m) € ois) = O(n o T 1 delivery (n, m
P P

By [1], [4], [5],

IV +pLc self A (n,m) € received(s(n’)) = Im. S[&S(n « (0,sendg(n’,(c,m))) € ors A self) A
O(n' o T 1 delivery(n,m))]
that is
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I +pLc self A (n,m) € received(s(n’)) = Im. &[n « (0,sendg(n’, (c,m))) e ors Aself AO(n o T1
delivery(n,m))]

Lemma 41.
I FpLc self A (n, ¢) € received(s(n’)) =
Im. &[n' « 01 deliverg(n, (¢, m)) A delivery(n, m) € ois]

Proof.
We use rule INVSA with
n instantiated to n’,
S instantiated to As. (n,c) € received(s) and
A instantiated to Im. n’ ¢ 0 1 deliverg(n, (c,m)) A deliverp (n, m) € ois
From the definition of PLC
initpLc = An. <0,®)
Thus
(n,m) ¢ received(initp c(n))
Thus
(1) =S(initprc(n))

From the definition of request, we have
(2) o=lAd=TA
request,.(n,s(n),e) = (s’(n), ors, ois) A
(n,c) ¢ received(s(n)) A (n, c¢) € received(s’(n)) —
Im. n' « 01 deliverg(n, (c,m)) A deliverp(n, m) € ois
and similarly for indication and periodic.

By rule INVSA on [1] and [2],

I Fpc self A (n,m) € received(s(n')) =
Im. &[n' « 01 deliverg(n, (¢, m)) A delivery(n, m) € ois]
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Theorem 7. (PLy: No-duplication)
If a message is sent at most once, it will be delivered at most once.

T pic [0/ o T4 sendy(n,m) = B=(n’ o T | sendy(n,m))] -
[ o T 1 delivery(n',m) = B-(n « T 1 delivery(n’,m))]

where

I" is defined in Definition 17.

Proof.

Proof idea: If there is a perfect-link delivery
event, there is a stubborn link delivery event
before it. That stubborn link delivery event is
the event that issues one perfect-link delivery
event and there is no event before or after it that
issues a perfect-link delivery event (Lemma 42).
Therefore, no perfect-link delivery event other
than the current one can be executed.

We assume
A1 =n" « T sendy(n,m) = B-(n' « T | sendy(n,m))
I"=T; A
and prove
I’ FpLc n o T 1 delivery(n',m) = B-(n « T 1 delivery(n’,m))

By rule OT’,
(1) T"FpLcn o T 1 delivery(n',m) =
& (n =n Adeliverp (n', m) € ois A self)
By rule INVL,
(2) T Fprc self An =n Adelivery(n',m) € ois =
self A n =n Aocc(ois, delivery (n',m)) = 1]
By Lemma 99 on [1] and [2],
(3) T"+pLc o T 1 delivery(n',m) =
©(self An =n Aocc(ois, delivery (n',m)) = 1])

From Lemma 42,
(4) T" +pLc ® [n =n Adelivery(n',m) € ois =
O(n = n — delivery(n’,m) ¢ ois) A
B(n = n - delivery(n’,m) ¢ ois)]
By rule SINV on [4],
(5) T pLc self An =n Adelivery(n',m) € ois =
Cl(self A n = n — delivery (n',m) ¢ ois) A
B(self A n = n — delivery(n’,m) ¢ ois)

From [3] and [5],
(6) T rFpLc (n o T 1 deliverp(n',m)) =
& (occ(ois, delivery (n',m)) = 1] A
ﬂ(self/\ n = n — delivery (n’,m) ¢ ois) A
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B(self An=n— deliverp(n’,m) ¢ ois))
From rule UN1OI,
(7) T' Fprc (occ(ois, delivery (n',m)) <1 A
Cl(self A n = n — delivery(n',m) ¢ ois) A
B(self A n = n — delivery (n',m) ¢ ois)) =
n o T 1 delivery (n',m) = B-(n o T 1 delivery(n',m))

From [6] and [7],
I FpLc n oo T 1 delivery(n/,m) =
Sn o T 1 delivery(n',m) = B-(n o T 1 delivery (n',m))]
which leads to
I FpLc n oo T 1 delivery(n/,m) =
n o T 1 delivery (n',m) = B-(n « T 1 delivery(n’,m))
which leads to
I FpLc n oo T 1 delivery (n/,m) =
B-(n o T 1 delivery (n',m))

Lemma 42.
At every node, a perfect-link delivery event for a message is issued at most once.
I'" FpLc ®© [(n = n Adelivery (n',m) € ois) =

O(n = n — delivery(n’,m) ¢ ois) A

B(n = n — delivery (n',m) ¢ ois)]

Proof.

Proof idea: A perfect-link delivery event is only
issued in the execution of a stubborn link de-
livery event. In the execution of this event, the
sender and counter pair is recorded and kept
in the received set. In the future events, the
received set and the past execution of the stub-
born link delivery event prevents issuance of
any perfect-link delivery event (Lemma 43).

By rule INVLSE, there exists ¢ such that
I FpLc ®© [(n = n Adelivery(n',m) € ois) =
(n',c) € received(s'(n)) An « 01 deliverg(n', (c,m))]
Thus, by Lemma 90,
(1) T"+pLc ® [(n = n Adelivery(n',m) € ois) =
(n',¢) e received(s’(n)) A ©(n « 01 deliverg(n', (¢,m)))]

By Lemma 43,
(2) T"+pLc ® [(n',c) € received(s(n)) A ©(n o 0 1 deliverg(n', (c,m))) =
n = n — delivery (n',m) ¢ ois]
By rule INVSSE,
(3) TV FpLc ® [(n/,¢) € received(s(n)) =
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O(n', ¢) € received(s(n))]
By Lemma 107,
(4) T"+pLc ® [©(n o 01 deliverg(n/, {c,m))) =
O(©(n « 01 deliverg(n', (¢c,m))))]
From [3] and [4]
(5) TV +FpLc ® [(n/, ) € received(s(n)) A & (n « 01 deliverg(n’, (¢c,m))) =
O((n', ¢) € received(s(n)) A ©(n « 01 deliverg(n', (¢c,m))))]
By Lemma 100 on [5] and [2],
(6) T"+pLc ® [(n',c) € received(s(n)) A &(n « 01 deliverg(n', (¢c,m))) =
O(n = n — deliverp (n’,m) ¢ ois)]

By rule ASASE on [1] and [6],
(7) T" +pLc ® [n =n Adelivery(n/,m) € ois =
O(0(n = n — delivery (n',m) ¢ ois))]
that is
(8) T"FpLc ® [n=n Adelivery(n',m) € ois =
C(n = n - delivery(n’,m) ¢ ois)]
By Lemma 108 on [8],
(9) T" +pLc ® [n =n Adelivery(n/,m) € ois =
O(n = n — delivery(n',m) ¢ ois)] A
B(n = n — delivery (n’,m) ¢ ois)]

Lemma 43.
I +pLc ® [(n/,c) € received(s(n)) A ©(n « 0 1 deliverg(n’, (c,m))) =
n = n — deliverp (n’,m) ¢ ois]

Proof.

Proof idea: A perfect-link delivery event is only
issued in the execution of a stubborn link de-
livery event. A stubborn link delivery event
is executed in the past. Any other stubborn
link delivery event with the same sender and
message has the same counter (Lemma 44). On
any stubborn link delivery event, if the pair
of the sender and the counter are already in
the delivered set, the indication function of the
protocol does not issue a perfect-link delivery
event. Thus, no perfect-link delivery event with
the same sender and message is issued.

We use rule INVSE.
The request and periodic obligations are trivial by rule IR and rule PE.
For the indication obligation, we have to prove that
I’ =pLC @ [Vi,e. 1 T e =
(n',c) e received(s(n)) A ©(n « 01 deliverg(n',{c,m))) -
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n = n — deliverp (n’,m) ¢ ois
That is
I"+pLc ® [Vise. neite A (n',c) ereceived(s(n)) A ©(n o 01 deliverg(n/,{c,m))) =
deliverp (n',m) ¢ ois
By rule IISE,
F’I—ch® [TL.’L'T6=>
In';e,m. i=0 A e=deliverg(n’,(c,m))
Thus, we show that
I’ FpPLC @ [Vn", C/, m'.
n o 01 deliverg(n”, (¢/,m")) A (n',c) € received(s(n)) A ©(n « 01 deliverg(n', (¢c,m))) =

deliverp (n',m) ¢ ois
We consider two cases whether (n” =n" A m'=m):
If =(n” =n" A m'=m), the result is immediate from the rule IISE.
Thus, we show that
I +pLc ® [n o 0 1 deliverg (n', (¢, m)) A (n',c) € received(s(n)) A &(n « 01 deliverg(n/, {c,m))) =

deliverp(n', m) ¢ ois
By Lemma 44, we need to show that
IV FpLc ® [n o 01 deliverg(n’, (c,m)) A (n/,c) € received(s(n)) =
deliverp(n',m) ¢ ois
That is immediate from rule IISE.

Lemma 44.
Every two stubborn link delivery events with the same sender and message have the same counter.
I FpLc ® [(n o 01 deliverg(n/, (c,m)) A

&(n o 01 deliverg(n', (¢, m)))) =

c=c]

Proof.

Proof idea: The execution of any stubborn link
delivery event is preceded by a stubborn link
send event. The send event is preceded by its
issuance. A stubborn link send event is only
issued by a perfect-link send event. Therefore,
from the fact that there are two stubborn link
delivery events, we have that in the past there
has been two perfect-link send events. How-
ever, the assumption is that there is at most
one perfect-link send event. Therefore, the two
events are the same and they send the same
counter. Thus, the counters of the two stub-
born link delivery events are the same.

By SLi,

84



(1) TV +pLc n o 0 1 deliverg(n’, (c,m)) =
&(n' « 0 sendg(n,{(c,m)))
By rule OR’
(2) T’ +pLc n’ o 0 sendg(n,(c,m)) =
&(n « (0,sendg(n, (c,m))) € ors A self)
By the rule INVL,
(3) T +pLc (n' o (0,sendg(n, (c,m))) € ors A self) =
(n" o T | sendy(n,m)) A counter(s'(n')) =c
By Lemma 89 and Lemma 99 on [1], [2] and [3],
(4) I’ FpLcn e 0 i delivers|(n', <C, m)) =
&(n' o T ] sendy(n,m)) A counter(s'(n')) = ¢
By rule SINV on [4],
(5) TV FpLc ® [n o 0 1 deliverg(n/, (c,m)) =
&(n' o T | sendy(n,m)) A counter(s'(n')) = c]
Similarly, we can derive
(6) T" +pLc © [n « 01 deliverg(n’, (¢',m)) =
&(n' o T | sendy(n,m)) A counter(s’(n')) = ¢']
Thus, from [5] and [6], we need to show that
I FpLc ® [(©((n o T | sendy(n,m)) A counter(s'(n')) = ¢) A
SO ((n' o T | sendy(n,m)) Acounter(s’(n')) =c')) =
c=c]
That is
I'"FpLc ® [(©((n o T sendy(n,m)) A counter(s'(n')) =c) A
S((n' o T | sendy(n,m)) Acounter(s'(n')) =c')) =
c=(]
By Lemma 105, there are two cases that are similar.
I FpLc ©® [©((n' o T | sendpi(n,m)) A counter(s'(n')) = c A
S((n' o T | sendp(n,m)) Acounter(s'(n')) =c')) =
c=(]
By assumption A;, we need to prove
I FpLc ® [©(B-(n' o T sendy(n,m)) A counter(s'(n')) = ¢ A
S((n' o T | sendp(n,m)) A counter(s'(n’)) =c')) =
c=c]
By Lemma 106, we need to prove
IV +pLc ® [©(counter(s'(n')) =c A
(n' o T | sendy(n,m)) A counter(s'(n')) =¢')] =
c=c]
that is trivial.
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Theorem 8. (PLj3: No-forge)
If a node n delivers a message m with sender n’, then m was previously sent to n by node n'.

I'+prc (n o T 1 deliverp(n’,m)) < (n' o T | sendg(n,m))
where
I" is defined in Definition 17.

Proof.
By rule OT’,
(1) T rpLc (n o T 1 delivery(n',m)) =
&(n o delivery(n',m) € ois A self)
By rule INVL,
(2) T FpLc (n o delivery(n’,m) € ois A self) =
Je. (n o 01 deliverg(n/, (c,m)))
By Lemma 99 on [1] and [2],
T FPLC (n «T1? deliverp|(n’,m)) =
Je. ©(n o 01 deliverg(n’, (c,m)))
that is
(3) T FpLcm o T 1 deliverp(n',m) «
Je. (n o 0 1 deliverg(n/, (c,m)))

By rule OR/,
(4) T +pLc Ve. (n' o 0 sendg(n, (c,m))) =
&(n' o (0,sendg(n, (c,m))) € ors A self)
By rule INVL
(5) T'kprc Ve. n' o (0,sendg(n, (c,m))) € ors A self =
(n" o T | sendy(n,{c,m)))
By Lemma 99 on [4] and [5]
(6) T FpPLC Ve. (n' « 0 sends|(n, (c,m))) o
(n' o T sendy(n,m))

From Lemma 88 on [3], SL} and [6],

I'+pLc (n eT 1t deliverpl(nlvm)) o
(n' o T | sendy(n,m))
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5.3.3 Best-Effort Broadcast

Definition 18.
I' = PL}; PLS; PLg

PL] = lower(0,PL;) =
Vn,n',m.
n € Correct An' € Correct —
(n ¢ 0| sendy(n’',m) ~~
(n' « 01 deliverp(n,m))

PL; = lower(0, PLy) =
[n' « 0] sendy(n,m) = B-(n" « 0 sendy(n,m))] -
[1 e 01 delivery(n',m) = B-(n « 01 delivery (n’,m))]]

PL; = lower(0, PL3) =

(n ¢ 01 deliverp(n',m)) «
(n' o 0| sendp(n,m))
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Theorem 9. (BEB;: Validity)
If a correct node broadcasts a message m, then every correct node eventually delivers m.

T FBEBC Vn,n',m.
n € Correct An' € Correct —
[(n" e T | broadcastpep(m)) ~
(n o T 1 deliverpep(n',m))]

where

T" is defined in Definition 18.

Proof.

The proof idea: The assumption is that the
nodes n and n’ are both correct. Upon the
execution of a broadcastyep, of a message m from
n to n’, the component sends m to every node
using the perfect link subcomponent. By the
reliable delivery property of the perfect link, as
both the sender n and receiver n’ are correct, m
is eventually delivered to n’. Upon the delivery
of m by the perfect link, the component issues
the delivery of m that eventually executes.

We assume
(1) T =T;n € Correct;n’ € Correct
We prove
I+ (n' « T | broadcastpep(m)) = O(n o T 1 deliverpep(n’,m))

By rule IROR, and the definition of request,
(2) T" +geac (n o T | broadcastpep(m)) = O(n o 0| sendy(n',m))

From PL; and [1],
I Fgeac (1 o 0] sendy(n',m)) ~» (n' « 0 1 delivery(n,m))
That is,
(3) T"+gegc (n o 0 sendy(n',m)) = O(n' o 01 delivery(n,m))

By rule 1101,
(4) T" +gegc (n o 01 delivery(n,m)) = O(n' o T 1 deliverpey(n,m))

By Lemma 89 on [2], [3] and [4],

IV Fgege (n o T | broadcastpe,(m) = O(n' o T 1 deliverpep(n,m))
That is,

IV +gege (n o T | broadcastpen,(m) ~» (n' o T 1 deliverpep(n,m))
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Theorem 10. (BEB;: No-duplication)
If a message is broadcast at most once, it will be delivered at most once.

I Fgegc [(n/ o T | broadcastyey(m)) = H-(n’ o T | broadcastpe,(m))] -
[(n o T 1 deliverpep(n’,m)) = B-(n o T 1 deliveryey,(n/,m))]

where

I" is defined in Definition 18.

Proof.

The proof idea: We assume that a message is
broadcast at most once. By the definition of
BEBC, a message is sent by the perfect link
subcomponent plc once, only when a broad-
cast request is processed. Thus, BEBC sends
the message to every node at most once by plc.
Thus, by the no-duplication property of plc, the
message is delivered to every node at most once
by plc. By the definition of BEBC, a delivery
is issued only when a delivery indication is re-
ceived from plc. Thus, BEBC issues delivery at
every node at most once.

We assume

(1) T/ =T; [n' T | broadcastpep(m) = B-(n « T | broadcastyep(m))]
We want to prove

I -gesc (1 o T 1 deliverpep(n/,m)) = B-(n o T 1 deliverep(n/,m))

From [1],
(2) T +gegc n o T | broadcastpe,(m) =
H-(n' o T | broadcastpep(m))
By Lemma 108 on [2],
(3) TV +gegc n’ o T | broadcastpe,(m) =
H-(n' « T | broadcastpep(1m)) A
[J=(n' « T | broadcastpep(m))
By rule INVL,
(4) T' +gegc (n' « (0,send,(n,m)) € ors A self) =
(n’ o T | broadcastpep,(m))
The contra-positive of [4] is
(5) TV +gegc —~(n' « T | broadcastpep(m)) =
—(n" « (0,send,(n,m)) € ors A self)

From [3], and [5]
(6) TV +gegc n’ o T | broadcastpe,(m) =
B-(n’ « (0,send,(n,m)) € ors A self) A
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~

O-(n" « (0,sendy,(n,m)) € ors A self)
that is
(7) T" +gegc n o T | broadcastpe,(m) =
B(n' o self - (0,send,(n,m)) ¢ ors) A
C)(n' o self - (0,send,,(n,m)) ¢ ors)

By rule OR/’
(8) I rgegc (n' o 01 sendy(n,m)) = <&(n' « (0,sendp(n,m)) € ors Aself)
By rule INVL with A =
(n" « (0,sendpi(n,m)) €ors) - (n' o T | broadcastpep(m)) A occ(ors, (0,send,(n,m))) =1
(9) I Fgegc self A (n' o (0,sendp(n,m)) € ors) =
(n' o T | broadcastpen(m)) A occ(ors, (0,sendy(n,m))) =1
From [8] and [9],
(10) I’ FBEBC (n’ « 0} sendp|(n,m)) =
&[(n' o T | broadcastpep(m)) A occ(ors, (0, send,(n,m))) = 1]
From [10] and [7],
(11) I’ FBEBC (n' « 0 sendp|(n,m)) = e[
occ(ors, (0,send,(n,m))) =1 A
B(n’ « self - (0,send,(n,m)) ¢ ors) A
C(n' o self — (0,send,,(n,m)) ¢ ors)]

By rule UNIOR on [11]
(12) I’ FBEBC (’I’L’ « 0 sendp|(n,m)) = 6[
(n' « 0] sendy(n,m)) =
B-(n' « 0 sendy(n,m))]
By Lemma 109 on [12]
(13) I +gegc (n' o 0] sendy(n,m)) =

H-(n'" ¢ 0 sendy(n,m))

By PL on [13],
(14) I +geg n o T 1 delivery(n/,m) =
B-(n o T 1 delivery (n',m))
By Lemma 108 on [14],
(15) I’ +BEB (TL o T1 deIiverp|(n’,m)) =
B-(neT1 deliverp(n’,m)) A
O-(n « T 1 delivery (n',m))

By rule INVL,
(16) I -gegc (n o (deliverpep(n',m)) € ois Aself) = (n o 01 delivery (n',m))
The contra-positive of [16] is
(17) T" +gegc ~(n o 0 1 delivery(n',m)) = —~(n o (deliverpep(n',m)) € ois A self)
From [15], and [17],
(18) I +geg (1 o T 1 delivery(n',m)) =
H-(n o (deliveryey(n’,m)) € ois A self) A
=(n o (deliverpep(n’,m)) € ois A self)
that is
(19) I’ +BEB (n T 1 deIiverp|(n’,m)) =
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lﬁl(n e self - (deliverpep(n',m) ¢ ois) A
O(n « self - (deliverpep(n', m) ¢ ois)

By rule OR/’
(20) TV +gegc (n o T 1 deliverpep(n',m)) = ©(n o (0, deliveryen(n',m)) € ois A self)
By rule INVL with A =
(n o (0,deliverpep(n’,m)) € ois) — (n' o 01 delivery (n',m)) A occ(ois, (0, deliverpep(n',m))) = 1
(21) I’ FBEBC self A (TL . (0, deIiverbeb(n', m)) € ois) =
(n' « 01 delivery(n',m)) A occ(ois, (0, deliverpep(n',m))) = 1
From [20] and [21],
(22) T/ +gegc (n o T 1 deliverpep(n’,m)) =
O[(n" « 01 deliverp(n’,m)) A occ(ois, (0, deliverye, (n',m))) = 1]
From [22] and [19],
(23) T Fgegc (n o T 1 deliveryep(n/,m)) = &
occ(ois, (0, deliverpep(n',m))) =1 A
B(n o self > (deliverpep(n’,m) ¢ ois) A
C(n o self - (deliveryep(n’, m) ¢ ois)]
By rule UNIOI on [23],
(24) I’ FBEBC (n T 1 deIiverbeb(n’,m)) = e[
(n o T 1 deliverpep(n’,m)) =
E-(n o T 1 deliverpen(n’,m))]
By Lemma 109 on [24]
I +gege (n o T 1 deliverpep(n',m)) =
H-(n o T 1 deliverpep(n’,m))
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Theorem 11. (BEBs: No-forge)
If a node delivers a message m with sender n/, then m was previously broadcast by node n’.

I Fgege (n o T 1 deliverpe,(n',m)) e (n' o T | broadcastpep(m))
where
I" is defined in Definition 18.

Proof.

The proof idea: If a best-effort broadcast de-
livery event is executed, it is previously issued.
The component issues a best-effort broadcast
delivery event only when a delivery event from
the perfect link is processed. By the no-forge
property of the perfect link, every delivery in-
dication is preceded by a corresponding send
event. The component issues a perfect link send
request only when a broadcast request is pro-
cessed.

By rule OT’,

(1) T +gegc (n o T 1 deliverpep(n’,m)) = &(n o deliver,ep(n’,m) € ois A self)
By rule INVL

(2) T rgesc (n o deliveryep(n',m) € ois Aself) = (n o 0 1 delivery (n',m))
From [1] and [2]

I' -gegc (n o T 1 deliveryep(n',m)) = ©(n o 01 delivery(n',m))
that is,

(3) T rFgeac (n o T 1 deliverpep(n',m)) « (n o 01 deliverp(n',m))

From PLg
(4) T rFgegc (n o 01 delivery(n',m)) « (n' o 0 sendy(n,m))

By rule OR/,

(5) T'+gegc (n' « 0 sendp(n,m)) = &(n' o (0,sendy(n,m)) € ors A self)
By rule INVL

(6) T rFgesc (n' o (0,sendp(n,m)) €ors Aself) = (n' o T | broadcastpep (1))
From [5] and [6]

I Fgegc (n' « 0] sendp(n,m)) = &(n' o T | broadcastpep(m))
that is

(7) T rgescn' « 0] sendy(n,m)) « (n' o T | broadcastpey(m))

From Lemma 88 on [3], [4] and [7],
I Fgegce (n o T 1 deliverpep(n',m)) e (n' o T | broadcastpep(m))
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5.3.4 Uniform Reliable Broadcast

Definition 19.

r=
|Correct| > N/2;
BEB;; BEB); BEB

BEB] = lower(0, BEB;) =
n € Correct An' € Correct —
(n' « 0| broadcastpep(m)) ~
(n « 01 deliverpep(n’,m))

BEBY, = lower(0, BEB;) =
[n' 0| broadcastpep(n, m) =

E-(n" « 0 | broadcastpep (12, m))] —

[n e 0t deliverpep(n',m) =
B-(n « 0 1 deliverpe,(n',m))]

BEBY; = lower(0, BEB3) =
(n o 01 deliveryep(n',m)) «
(n' « 0| broadcastpep(m))
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Theorem 12. (URB;: Validity)
If a correct node n broadcasts a message m, then n itself eventually delivers m.

I' Fyrec Yn. n € Correct —

(n e T | broadcastyp(m)) ~» (n o T 1 deliveryp(n,m))
where
T" is defined in Definition 19.

Proof.

The proof idea: Upon a broadcast request for a message m by a node n, the request function
broadcasts m using the best-effort broadcast subcomponent bebc. By the validity property of
bebc, as n is correct, bebc will eventually deliver m to every correct node. Upon delivery of a
message from bebc, the indication function checks whether the message is in the pending set. If it
does not find the message in the pending set, it rebroadcasts the message using bebc. Otherwise,
the node has already broadcast the message. Therefore, every correct node broadcasts m using
bebc. Therefore, by the validity of bebc, bebc eventually delivers m from all correct nodes to the
node n. Upon delivery of a message from bebc, the indication function adds the sender to the set
of nodes that have acknowledged the message. Thus, at node n, the identifiers of all the correct
nodes will eventually be in the acknowledged set for m. This acknowledgement set never shrinks.
On the next execution of the periodic function either m is in the delivered set or not. If it is not
in the delivered set, since acknowledgement from all the correct nodes has been received and the
correct nodes are a majority, the delivery condition is satisfied and the delivery event for m is
issued.

Otherwise, if m is not in the delivered set, the delivery of m is previously issued. This delivery
cannot be before the original request, based on the following two invariants. First, the counter
of a node monotonically increases. Second, the counter of every message in the pending set is
less than or equal to the counter of the node. Based on the two invariants, if the delivery of m
happens before its broadcast request, the counter of n should have decreased from the former to
the latter.

We assume
(1) T'=T;n € Correct
We prove that
I’ Fyrec (n o T | broadcasty,,(m)) ~ (n « T 1 delivery,(n,m))

By rule IRSE and ORSE,
(2) T +yrec ® (n o T | broadcast,p(m)) =
Je. count(s(n)) = c A O(n o 0| broadcastpey ({(m,n,c+1))
By Lemma 45 on [2] and [1]
(3) T'Fyrec ® (n o T | broadcast,p(m)) =
Je. count(s(n)) =cn O
&(n o T 1 deliveryp(n,m)) Adc+ 1 < count(s(n)) v
&O(noe T 1 delivery,(n,m))]
By Lemma 112 on [3] and simplification
I'yrec ® (n o T | broadcastym,(m)) =
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O(noe T 1 delivery,(n,m)) v
[Fe. count(s(n)) =c A& (de+1 < count(s(n)))]
that is
I'Fyrec ® (n o T | broadcasty,,(m)) =
O(n e T 1 delivery,(n,m)) v
[Je. count(s(n)) =c Ac+ 1< count(s(n))]
that is
I'Furec ® (n o T | broadcasty,,(m)) =
O(noe T 1 deliveryp(n,m))
that by rule SINV is
I' Fyrsc (n o T | broadcasty,(m)) ~ (n « T 1 delivery,(n,m))

Lemma 45.

I' ~yrec ®© n € Correct An’ € Correct —
n o 0 ] broadcastpep ({m, ng,c)) =
&(n' o T 1 deliveryp(ns, m)) Alc < count(s(n')) v
&O(n' o T 1 deliveryp(ns, m))

Proof.
Immediate from Lemma 46 and Lemma 48.

Lemma 46.

I' ~yrec ® n € Correct An/ € Correct —
n o 0| broadcastpe, ({m, ns, c)) =
Slack(s(n”))((m,ns, c))| > |N|/2

Proof.
We assume that
(1) TV =T; n e Correct; n' € Correct
We show that
I Fyrac ® n o 0| broadcastpep ({(m, ns,c)) =
O0ack(s(n')) ((m, ns, )| > [N|/2

By Definition 19 (BEB]) on [1] and rule INVS,
(2) T"+yrec ® Vn'. n' e Correct —
(n o 0| broadcastpep ({m, ns,c))) =
&O(n' o 01 deliverpep(n, (m,ns, c)))

By Lemma 47
(3) I’ FURBC @ Vn',n".
(n’ « 01 deliverpep(n”, (m, ng, c))) =
<&(n' o 0] broadcastpep ({m, ns,c))) v
&(n' o 0 broadcastpep ({m, ns, ¢)))
By Definition 19 (BEB]) and rule INVS,
(4) T +yrec ® Vn,n'. n e Correct An’ € Correct —
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(n o 0| broadcastpep ({m, ns, c))) =
&O(n' o 01 deliverpep(n, (m,ng, c)))

From [3] and [4]

I ~yrec ® Vn,n’,n"”. n e Correct An' € Correct —

(n o 01 deliverpep(n”, (m,ns, c))) =
SO(n' o 01 deliverpep(n, (M, ns,c))) v
OO(n' o 01 deliverpey(n, (m, ng, c)))

that by Lemma 112, Lemma 86 and Lemma 87 is

(5) TV +urec ® Vn,n',n"". n e Correct An’ € Correct —

(n o 01 deliverpep(n”, (m, ns, c))) =
&(n' o 01 deliverpep(n, (m,ng, c))) v
&O(n! o 01 deliverpep(n, (m,ng, c)))

From [2] and [5]
(6) T"+yrec ® Vn'. n' € Correct -
ne roadcastpep ({1, Ng, C =
(n + 0| broad (( D)= <[
vn'. n'" € Correct —
&(n" o 01 deliverpep(n', (m,ns,c))) v
&(n" o 01 deliverpen (1, (m,ng,c)))]
that is
7) IV +yrec ® Vn'. n' € Correct An" € Correct —
(7) URBC
n e 0 | broadcastpep({m,ng,c))) = &
(
&(n" o 01 deliveryep(n', (m,ng, c))) v
&O(n' o 01 deliveryep(n', (m,ng, c)))]
that by Lemma 112, Lemma 86 and Lemma 87 is
8) I"+yrec ® Vn'.n' € Correct An' € Correct —
(8)
n e 0 | broadcastpep({m,ns,c))) =
(
&(n' o 01 deliveryep(n', (m,ng, c))) v
&(n o 01 deliverpe, (1, (m,ng, )

By rule IISE,
(9) I’ FURBC @ Vn,n'.
(n o 01 deliveryep(n', (m,ng, c))) =
n' € ack(s'(n))((m,ns, c))
By rule INVSSE”,
(10) I’ FURBC @ VTL, n'.
n' € ack(s'(n))((m,ns,c)) =
On' € ack(s(n))({m,ns, c))
From [9] and [10]
(11) I’ FURBC @ VTL,TL,.
(n o 01 deliverpep(n', (m,ng, c))) =

On' € ack(s(n))({(m,ns,c))

From [8] and [11]
I ~yrc ® V', n”. n' € Correct An' € Correct —
(n o 0| broadcastpep ({m, ns,c))) =
oln' € ack(s(n'))((m,ns,c)) v
OUn! € ack(s(n'))({(m, n, c))
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that is
(12) I" Fyrec ® Vn',n”. n’ € Correct An’" € Correct —
(n o 0| broadcastpep ({m, ns, c))) =
OOn' € ack(s(n'))((m, ng, c))
From [12] and [1] (instantiating n” with n" and renaming n’ to n'’),
(13) I" Fyrec ® Yn'. n”" € Correct —
(n o 0| broadcastpep({m, ns,c))) =
SOn" € ack(s(n'))((m, ng, c))
that is
(14) T" Fyrec ® (n o 0| broadcastpep ({(m, ns,c))) =
oOvn". n" € Correct > n'" € ack(s(n’))({(m, ns, c))
that is
(15) I" Fyrec ® (n o 0} broadcastpe, ({m, ns,c))) =
OOCorrect € ack(s(n'))((m,ng, ¢))
By Definition 19 (a majority of correct nodes) on [1]
I +ureec ® (n o 0| broadcastpen ({(m,ns,c))) =
Olack(s(n')) ({m. n c))| > [NJ/2

Lemma 47.

I' ~urec ®
(n o 01 deliverpep(n”/, (m,n’,c))) =
&(n o 0 broadcastpep({m,n',c))) v
<& (n e 0| broadcastyen ((m,n’, ¢)))

Proof.
By rule INVSA with
S =Xs. (m,n',c) € pending(s)
A = (0, broadcastpep ({m,n’,c))) € ors
(1) r FURBC @ <m7n’v C> € pending(s(n)) =
S(n (0, broadcastpep ((m, n’, c))) € ors)
By rule ORSE
(2) T +yrec ® n o (0, broadcastpep({m,n’,c))) €ors =
&(n e 0 broadcastyep ({(m, 1/, ¢)))
By Lemma 80 and Lemma 112 on [1] and [2]
(3) T'Furec ® (m,n',c) € pending(s(n)) =
&(n e 0 broadcastpep ({(m,n',c))) v
&O(n e 0 broadcastpep ({(m, 1/, ¢)))

By rule IIORSE,
(4) T ryrec (n o 01 deliverpep(n, (m,n’,c))) A (m,n’,c) ¢ pending(s(n)) =
<&(n e 0] broadcastpen ({(m,n', ¢)))

From [3] and [4]
(5) T'Furec ® [{m,n’,c) € pending(s(n))] v
[(n o 01 deliverpen(n, (m,n',c))) A {m,n’,c) ¢ pending(s(n))] =
& (n o 0] broadcastpep({m,n’,c))) v
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<&(n e 0 broadcastpep ({(m, 1/, ¢)))
that (after adding a conjunct) is
(6) T +urec ® [(n « 01 deliverpep(n, (m,n’,c))) A (m,n’,c) € pending(s(n))] v
[(n o 01 deliverpep(n, (m,n,c))) A (m,n',c) ¢ pending(s(n))] =
& (n o 0 broadcastpep({m,n’,c))) v
<&(n e 0 broadcastpen ({(m,n', ¢)))
that (after folding distribution of or over and) is
(7) T +urec ® [(n o 0 1 deliveryep(n, (m,n’,c)))] A
[(m,n',c) € pending(s(n)) v (m,n’, c) ¢ pending(s(n))] =
<& (n o 0] broadcastpep({m,n’,c))) v
<&(n e 0 broadcastpep ({(m, n', ¢)))
that is
(8) T +urec ® (n « 01 deliverpey(n, (m,n’,c))) =
& (n o 0| broadcastyep ({(m,n’,¢))) v
&(n e 0 broadcastyep ({(m, 1/, ¢)))

Lemma 48.

I' Fyrec © n € Correct —
O0ack(s(n))((m,n’,c))| > [N|/2 =
&(n o T 1 delivery,(n',m)) AOc < count(s(n)) v
O(n oo T 1 delivery,(n',m))

Proof.
We assume that
(1) T'=T; ne Correct
We show that
I Furec ® OUJack(s(n))((m,n’,c))| > IN|/2 =
&(n o T 1 delivery,(n',m)) v
&O(noe T 1 delivery,(n',m))

We consider two cases: (m,ng, ¢) € delivered(s(n)) and (m,ns, c) ¢ delivered(s(n)).
By Lemma 49 on
(2) T +yrec ® (m,n’,c) € delivered(s(n)) =
&(n o T 1 delivery,(n',m) AOc < count(s(n))) v
O(noe T 1 delivery,(n',m))

By rule PEOISE

(3) F"URBC@ ne Tiper A
(m,ns, c) € pending(s(n))Alack(s(n))({m,ns,c))| > [N|/2 A(m, ng, c) ¢ delivered(s(n)) =

&O(noe T 1 deliveryp(n,m))
By rule INVSSE’
(4) T +yrec ® ack(s(n))({(m,ns,c) # @ = (m,ns, c) € pending(s(n))
From [3] and [4]
(5) F"URBC@ n e T§perA
lack(s(n))((m,ns,c))| > N|/2 A (m,ng, c) ¢ delivered(s(n)) =
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O(noe T 1 delivery,(n,m))
By rule APERSE on [1]
(6) I' ~urBC @ DO(’H e T} per)
From [6]
(7) I" Furec ® Olack(s(n))({m,n",¢))| > [N|/2 =
On e T per Alack(s(n))((m,n,c))| > |N|/2]
By Lemma 87 on [7]
(8) T’ ursc ® Olack(s(n))((m, ', )| > INJ/2 =
Onoe T per Alack(s(n))((m,n,c))| > |N|/2]
From (8]
(9) I"Furec ® OJack(s(n))((m,n',c))[ > N|/2 = &
(m,n’,c) € delivered(s(n)) v
[n e T3perAalack(s(n))((m,n’,c))| > |N|/2 A (m,n’,c) ¢ delivered(s(n))]

From [9], [2] and [5]
(10) I'"ryrec ® ©Olack(s(n))({m,n’, )| > [N|/2 = &
&(n o T 1 delivery,(n',m) AOc < count(s(n))) v
&O(n oo T 1 delivery,(n, m))
By Lemma 112 and Lemma 87 on [10]
I Fyree ® OO|ack(s(n))((m,n',c))| > |N|/2 =
&(n o T 1 delivery,(n',m)) AOc < count(s(n)) v
&O(n oo T 1 delivery,(n,m))

Lemma 49.
I Fyurec ® (m,ng, c) € delivered(s(n)) =
[O(n o T 1 deliveryp(ng,m)) v
&(n o T 1 delivery,(ns, m) AOce < count(s(n)))]

Proof.

By rule INVSASE with
n instantiated to n,
S instantiated to As. (m,ng,c) € delivered(s) and
A instantiated to deliver,,({n,m))) € ois A (m, ns, c) € pending(s(n))
(1) T +yrec ® (m,ns,c) € delivered(s(n)) =
&[n o delivery, ({(ns,m))) € ois A (m, ng, c) € pending(s(n))]

By rule OISE,
(2) TV +urec ® (n o delivery,(ng,m) € ois) = O(n o T 1 deliveryp(ns,m))

From [1] and [2],
(3) T Fyrec ® (m,ns,c) € delivered(s(n)) =
&[(m,ng, c) € pending(s(n)) A O(n o T 1 delivery, (ns,m))]
By rule INVSSE’
(4) T +yrec ® (m,ng,c) € pending(s(n)) = ¢ < count(s(n))
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From [3] and [4],
(5) T +yurec ® (m,ns,c) € delivered(s(n)) =
Sl < count(s(n)) A<O(n o T 1 deliverym(ns, m))]

By rule INVSSE
(6) T'+urec ® ¢ < count(s(n)) = (c < count(s(n)))

From [5] and [6],
(7) T +urec ® (m,ns,c) € delivered(s(n)) =
&[(Oc < count(s(n))) A<O(n o T 1 deliveryp(ng,m))]
By Lemma 115 and Lemma 112 on [7],
I Furec ® (m, ng, c) € delivered(s(n)) =
[O(n o T 1 deliveryp(ns,m) Alc < count(s(n))) v
&(n o T 1 delivery,(ns, m) AOce < count(s(n)))]
that is
I’ Furec ® (m, ng, c) € delivered(s(n)) =
[O(n o T 1 deliveryp(ns,m)) v
&(n o T 1 delivery,(ns, m) AOe < count(s(n)))]
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Theorem 13. (URBy: No-duplication)
If a message is broadcast at most once, it will be delivered at most once.

I Fyrsc [’ o T | broadcasty,(m) = B-(n o T | broadcasty,(m))] -
[(n o T 1 deliveryp(n’,m)) = B-(n o T 1 delivery,(n/,m))]

where

I" is defined in Definition 19.

Proof.

The proof idea: The uniform reliable broadcast
for a message m by a node n is executed at most
once. When a uniform reliable broadcast is exe-
cuted, a best-effort broadcast request is issued.
As m is broadcast from n at most once, it is
broadcast with a unique counter c. By the defi-
nition of the component, a best-effort broadcast
is issued only when a uniform reliable broad-
cast or a best-effort delivery is executed. By
the no-forge property of best-effort broadcast,
a best-effort delivery is executed only if the exe-
cution of a corresponding best-effort broadcast
precedes it. Thus by a mutual induction, every
best-effort delivery for m is executed with the
initial unique counter c. A message is added to
the pending set only when a best-effort delivery
is executed. Thus, the message m from n is
added to the pending set only with the initial
unique counter c¢. The periodic function issues
a uniform reliable delivery for a message only
when it is in the pending set and not delivered
before. When it issues a uniform reliable deliv-
ery for a message, it is added to the delivered
set. Thus, if a uniform reliable delivery for m
from n is issued at a node, it will not be issued
again. Thus, a uniform reliable delivery for m
from n is executed at a node at most once.

We assume
(1) =Ty}
n' o T | broadcastyp,(m) = E-(n’ « T | broadcasty(m))
and prove
I -yrec n o T 1 deliverym(n',m) = B-(n o T 1 deliveryp(n’,m))

By rule OT

(2) I' ~ursc (7’L «T1 deliverurb(n,7m)) =
& (n o delivery,(n',m) € ois A self)
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From Lemma 57 and Lemma 108,
(3) TV +yrec © [n o delivery,(n',m) € ois =
occ(ois, delivery,,(n',m)) <1 A
[=(n  deliveryy(n’,m) € ois) A

H-(n « deliveryp(n’,m) € ois)]

From rule UNIOISE,
(4) T +yrec ® (occ(ois, deliver,p(n',m)) <1 A
C(n = n — delivery,(n’,m) ¢ ois)A
B(n = n - delivery,(n’,m) ¢ ois)) =
n o T 1 deliver,p,(n',m) =
H-(n o T 1 deliveryp(n’,m))

From [3] and [4]
I’ FURBC ® n o T1 deIiverurb(n',m) = @[
n o T 1 deliver,p(n',m) =
H-(neT1 deliver,p(n',m)]
That is,
IV Fyrec ® 1 o T 1 deliveryp(n',m) =
H-(n o T 1 deliveryp (n’,m)
By rule SINv
I’ FURBC M o T 1 deIiverurb(n’, m) =
H-(n o T 1 deliveryp(n',m)

Lemma 50.
I Fyree ® [Vn,n',n"";m,ec.
O(n o 01 deliverpe, (n”/, (m,n',c))) —
&[(n o T | broadcasty,(m)) A count(s(n’)) = c-1]]

Proof.
Using Lemma 111 with
A=0 [Vn',n" m,c.
(n'" « 0| broadcastpep({m,n’,c))) —
&[(n' o T | broadcasty,,(m)) A count(s(n’)) = c-1]
A" =® [Vn,n',n",m,ec.
(n o 01 deliverpep(n”, (m,n’,c))) -
&[(n” o T broadcasty,,(m)) A count(s(n’)) = c—1]]
and then Lemma 51 and Lemma 52.

Lemma 51.
I' ~urec ® [B[¥n,n/,n",m,c.
(n o 01 deliverpep(n”’, (m,n’,c))) >
&[(n” o T broadcasty,(m)) A count(s(n’)) = c—1]]
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[Vn',n" m,ec.
(n'" o 0] broadcastpep((m, n',c))) -
&[(n' o T | broadcasty,,(m)) A count(s(n')) = c-1]]]

Proof.
Let
(1) |
® [B[Vn,n/,n",m,c.
(n o 01 deliverpep(n”, (m,n’,c))) >
&[(n o T | broadcasty,,(m)) A count(s(n')) = c—1]]]
We prove that
r” FURBC @ [Vn', TL", m,c.
(n” « 0| broadcastpe, ({m,n’,c))) —
&[(n o T | broadcasty,(m)) A count(s(n’)) = c—1]]

From [1]
(2) r” FURBC @ [éI[Vn, n',n",m, C.
(n o 01 deliverpep(n”/, (m,n’,c))) >
&[(n” o T broadcast,,(m)) A count(s(n’)) = c¢—1]]]

By rule OISE’,
(3) T" Furec ® [(n” « 0] broadcastpen({m,n',c))) -
&(n" o (0, broadcastye, ({m, n’, c))) € ors)]

By rule INVLSE,
(4) T" Fyrec ® [(n" « broadcastpen ({m,n’, c)) € ois) =
[(n” o T | broadcast,p,(m)) A count(s(n')) =c—1an"=n"] v
In". (n” « 01 deliverpep(n'”, (m,n’,c)))]

From [4],
(5) T” ~ursc ® [©(n" o broadcastpey({m,n’, c)) € ois) =
S[(n' o T | broadcastym,(m)) A count(s(n')) = c—1] v
S3n"". (n'" « 01 deliverpep (n”, (m,n’, c)))]

From [5] and [2]
(6) T" +yrec ® [é(n” « broadcastpep ({m,n’, c)) € ois) =
S[(n' « T | broadcastyp (m)) A count(s(n')) = c—1] v
&&[(n' o T | broadcastyp(m)) A count(s(n')) = ¢ —1]]
that is
(7) T" Fyrec ® [©(n"" o broadcastye ((m,n’, c)) € ois) =
S[(n' o T broadcasty,(m)) A count(s(n’)) = ¢ —1]

From [3] and [7]

(8) I +urec ® [(n" « 0| broadcastpey({m,n',c))) —
S[(n' o T | broadcasty,(m)) A count(s(n’)) = ¢ —1]
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Thus,
I' Fyrec ® [(n'" o 0| broadcastpep ({m,n', c))) —
&[(n' o T | broadcasty,(m)) A count(s(n')) = c—1]

Lemma 52.
I’ FURBC @ [él[Vn’,n"7m, C.
(n” « 0| broadcastpe, ({m,n’,c))) —
&[(n o T | broadcasty,(m)) A count(s(n’)) = c-1]]
[Vn,n',n" ,m,ec.
(n o 01 deliveryep(n”, (m,n’,c))) —
&[(n' o T | broadcasty,(m)) A count(s(n’)) = c-1]]]

Proof.
Let

(1) F// - F/;

® [B[Vn',n",m,ec.
(n'" « 0| broadcastpep({m,n',c))) -
&[(n” o T broadcasty,(m)) A count(s(n’)) = c—-1]]]

We prove that

I +ureec ® [VYn,n/,n"" ;m,c.

(n o 01 deliveryep(n”, (m,n’,c))) —
&[(n' o T | broadcasty,,(m)) A count(s(n')) = c—1]]

From [1]
(2) r” FURBC @ [Vn’, n", m,c.
B(n" « 0 | broadcastpey ((m,n’,c))) -
&[(n o T | broadcasty,(m)) A count(s(n’)) = c-1]]

From I', BEB3 and rule SINV, we have
(3) T +yrec ® [Vn,n',n" ;m,ec.
(n o 01 deliverpep(n”/, (m,n’,c))) =
&(n" « 0} broadcastpep ((m,n’, c)))

From [3] and [2]
(4) T" Fyrec ® [Vn,n',n",m,c.
(n o 01 deliverpep(n”, (m,n’, c))) -
&&[(n' o T | broadcastyp (m)) A count(s(n')) = ¢ —1]]
that is
(5) T +yrec ® [Vn,n',n" ;m,ec.
(n o 01 deliverpep(n”, (m,n’,c))) -
&[(n” o T broadcasty,(m)) A count(s(n’)) = c—1]]
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Lemma 53.
I FURBC @ [Vn, nlv m,c.
(m,n',c) € pending(s(n)) =
&[(n' o T broadcasty,(m)) A count(s(n’)) = ¢ —1]]

Proof.
By rule INVSASE R
(1) T"+urec ® [(m,n', c) € pending(s(n)) = <]
((n" o T broadcastyp(m)) A count(s(n’)) =c-1An"=n) v
(n o 01 deliverpep(n”, (m,n’,¢)))]]
By Lemma 50,
(2) I’ FURBC @ [Vn, n',n", m,c.
(n o 01 deliverpep(n”, (m,n’,c))) =
&[(n' o T | broadcasty,,(m)) A count(s(n')) = c-1]]
From [1] and [2] R
(3) TV +urec ® [(m,n’,c) € pending(s(n)) = <[
((n” o T broadcastyp(m)) A count(s(n')) =c-1) v
&[(n o T | broadcasty,(m)) A count(s(n')) = c—1]]]
thus
(4) T ~yrec ® [(m,n’,c) € pending(s(n)) =
&[(n” o T broadcasty,(m)) A count(s(n’)) = c—1]]

Lemma 54.

I Fyree ® [Yn, e, e+ -
(m,n’,c) € pending(s(n)) =
B(m,n’,c) ¢ pending(s(n)) A
O(m,n’, ") ¢ pending(s(n))]

Proof.
We show the contra-positive of the first conjunct.
I +~yrec ® [c# ¢ —
&(m,n’, ') e pending(s(n)) =
—(m,n’,c) ¢ pending(s(n))]

By Lemma 53,
(1) TV +yrec ® [VYn,n/,n"" m,c.
(m,n’,c) € pending(s(n)) =
&[(n' o T | broadcasty,,(m)) A count(s(n’)) = c-1]]
From [1],
(2) T'"rurec ® [©(m,n', ) € pending(s(n)) =
©&[(n' o T broadcast,,(m)) A count(s(n')) = ¢ - 1]]
that is
(3) I'" Furec ® [©{m,n’, ) € pending(s(n)) =
&[(n' o T | broadcasty,(m)) A count(s(n’)) = ¢’ = 1]]
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From the definition of T,
(4) T" +yrec ® [(n' o T | broadcasty,,(m)) =
H-(n' o T | broadcast,,(m))]
From [4] and Lemma 108
(5) T"+yrec ® [(n" o T | broadcasty,(m)) A count(s(n’)) =c' -1 =
H-(n' « T | broadcasty,(m)) A
[O=(n' « T | broadcast,(m))]
thus
(6) I"~urec ® [c# ' >
(n’ o T | broadcasty,(m)) A count(s(n')) =c' -1 =
B-[(n' « T | broadcast,,(m)) A count(s(n')) =c-1] A
O-[(n' o T | broadcast,p(m)) A count(s(n')) = c-1]]

From [3] and [6]
(7) I’ Furec ©® [C £c -
&(myn’, ') e pending(s(n)) =
&[B-[(n’ o T broadcast,,(m)) A count(s(n')) =c—-1] A
O-[(n" o T | broadcast,,(m)) A count(s(n')) =c-1]]]
thus
(8) I’ Furec © [C tc -
&(m,n’, ') € pending(s(n)) =
BH-[(n" « T | broadcast,,(m)) A count(s(n')) = c-1]]

From the contra-positive of [1]
(9) TV +urec ® [B-[(n’ o T | broadcasty,,(m)) A count(s(n’')) =c-1] =
-(m,n’,c) € pending(s(n))]

From [8] and [9]
(10) I’ Furec © [C +c —
&(m,n’, ) € pending(s(n)) =
-(m,n’,c) ¢ pending(s(n))]

Proof of the second conjunct is similar.

Lemma 55.
I +yrec ® [Vn,n',m,c.
Oocc(pending(s(n), (m,n’,c)) < 1]

Proof.
By rule INVSSE’,
(1) I’ FURBC @ Vn,m, C.
(m,n,c) € pending(s(n)) =
¢ < count(s(n))
From the definition of request and [1]
(2) I’ FURBC @ [VTL,, m,c.
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(s'(n), ors, ois) = request,(n,s(n), e) A occ(pending(s(n),(m,n’,c)) <1 =
occ(pending(s'(n), (m,n’,c)) < 1]

By rule INVUSSE’
I FURBC @ [Vn,n’, m,c.
Oocc(pending(s(n), (m,n’,c)) < 1]
The request case is from [2]. The indication and periodic cases are trivial.

Lemma 56.
I ~yrec ® [Vn,n',m
O [{{m,n") | 3e. (m,n’,c) € pending(s(n))}| < 1]

Proof.
Immediate from Lemma 54 and Lemma 55.

Lemma 57.
The uniform-reliable broadcast delivery event is issued at most once at every node.
I +yree © [n o delivery,(n',m) € ois =

occ(ois, delivery,,(n',m)) <1 A

H-(n o deliveryy(n’,m) € ois)]

Proof.

By rule INVLSE
(1) TV Furec ® [(n o delivery,(n',m) € ois) =
(s'(n), ors,ois) = periodic.(n,s(n))]

From the definition of periodic and Lemma 56
(2) TV +urec ® [(s'(n),ors, ois) = periodic.(n,s(n)) =
occ(ois, delivery,,(n',m)) < 1]

From [1] and [2]
I +uree ® [(n o deliver,,(n',m) € ois) =
occ(ois, deliver,yp(n',m)) < 1]

We show the contra-positive of
(3) T +yrec © [n o delivery,(n',m) € ois =
H-(n o deliveryy(n',m) € ois)]
that is
(4) T' —yrec © [©(n o delivery,(n’,m) € ois) =
—(n o delivery,(n',m) € ois)]

By rule INVLSE
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(5) TV Furec ® [(n o delivery,(n',m) € ois) =
Je. (m,n’,c) € pending(s(n)) A
(m,n',c) ¢ delivered(s(n)) A
(m,n’,c) e delivered(s'(n))]
From the contra-positive of [5] is
(6) I'"Furec ® [Ve. (m,n’,c) ¢ pending(s(n)) v
(m,n', c) € delivered(s(n))] =
—(n « deliveryp(n’,m) € ois)]
By rule INVSSE”
(7) T +urec ® [(m,n’,c) € delivered(s'(n)) =
C(m, n’, ¢) € delivered(s(n))]
From [5] and [7]
(8) I +yrec ® [(n o deliver,p(n',m) € ois)] =
Je. (m,n’, c) € pending(s(n)) A
C(m,n', ¢) € delivered(s(n))]

From [§]
(9) T’ ~ursc ® [©(n o delivery,(n’,m) € ois) =
S[3c. (m,n’,¢) € pending(s(n)) A
O(m,n', ¢) € delivered(s(n))]]
From [9] and Lemma 54
(10) I’ FURBC @ [é(n . deIiverurb(n',m) € OiS) =
S[3e. Y. ¢+ —O(m,n', ') ¢ pending(s(n)) A
C(m,n’, ¢) € delivered(s(n))]]
thus
(11) T’ Furec ® [©(n o delivery,(n',m) € ois) =
Je. Ve e+ d -
(m,n’,c') ¢ pending(s(n)) A (m,n’, c) € delivered(s(n))]
From [11] and [6]
(12) I’ FURBC @ [é(n . deIiverurb(n',m) € OiS) =
—(n o delivery,(n',m) € ois)]
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Theorem 14. (URBs3: No-forge)
If a node delivers a message m with sender n/, then m was previously broadcast by node n’.

I Fyree (n o T 1 deliveryp,(n’,m)) «~ (n' o T broadcast,,(m))
where
I" is defined in Definition 19.

Proof.

The proof idea: A uniform-reliable delivery
event is issued only in the periodic function.
The periodic function only issues messages from
the pending set. As shown in the proof of the
no-forge property, any message that is put in
the pending set is previously broadcast by the
uniform-reliable broadcast.

By rule OISE/,
(1) T +yrec ® (n o T 1 deliver,p(n’,m)) = &(n « deliver,,(n',m) € ois)

By rule INVLSE

(2) T ryrec ® (n o delivery,(n',m) €ois) = Je. (m,n', c) € pending(s(n))
By Lemma 53

(3) T +yrec ® (m,n’,c) € pending(s(n)) = &(n' « T | broadcasty,,(m))
From [1], [2] and [3]

(4) T ryrec ® (n o T 1 deliveryp(n’,m)) = &(n' o T | broadcast,,(m))
From [4], and rule SINV,

I Fyree (n o T 1 deliveryp(n’,m)) = &(n’ o T | broadcast,,(m))
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Theorem 15. (URB4: Uniform Agreement)
If a message m is delivered by some node (whether correct or faulty),
then m is eventually (in the past or future) delivered by every correct node.

I' ~yrec Vn,n/,ng. n € Correct —
(n' o T 1 deliveryp(ns,m)) =
&O(n e T 1 delivery, (ng,m)) v
&(n o T 1 deliveryp(ns, m))

where

I' is defined in Definition 19.

Proof.

The proof idea: A node has delivered the message. The protocol delivers a message only in the
periodic function when acknowledgement from a majority of nodes is received for the message.
As a majority of nodes are correct, there is at least one correct node in the acknowledging set. A
node is added to the acknowledging set only if a message is received (via best-effort broadcast)
from it. By the no-forge property of the best-effort broadcast, the node should have broadcast
the message. Thus, a correct node has broadcast the message. By the validity property of the
best-effort broadcast, every correct node delivers the message. When a message is delivered (via
best-effort broadcast), if it is not already in the pending set, it is rebroadcast. If it is already in
the pending set, it is already broadcast. Thus, every correct node eventually (in the past or future)
broadcasts the message. Thus, by the validity property of the best-effort broadcast, the message
is delivered to every correct node from every correct node (via best-effort broadcast). When a
message is delivered (via the best-effort broadcast), the sender is added to the acknowledgement
set and always remains in it. Thus, eventually forever, every correct node will have every correct
node in its acknowledgement set for the message. As at least a majority of nodes are correct, the
size of this set is more than half of the number of the nodes. As the periodic function is infinitely
often called, it will be eventually called when the size of the acknowledgement set for the message
is more than half of the number of the nodes. The protocol maintains the invariant that every
message that is in an acknowledgement set is in the pending set. When the periodic function
iterates the pending set, if the message is not in the delivered set, as its acknowledgement set is
already large enough, it is delivered. On the other hand, if it is in the delivered set, it is already
delivered. Thus, the message is eventually (in the past or future) delivered at every correct node.

We assume that
(1) T'=T;n € Correct
We show that
I' Furec (n' o T 1 delivery(ns,m)) =
O(noe T 1 deliveryp(ng,m)) v
&(n o T 1 deliveryp(ns, m))

By rule OISE’,
(2) Tr+yrec ® (n' o T 1 deliver,m(ns,m)) =
&(n' o deliveryp(ns,m) € ois)
By rule INVLSE
(3) T FURBC @ (n' . deliverurb(ns,m) € OiS) =
Je. |ack(s(n"))((m,ns,c))| > |N|/2
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By Lemma 58
(4) T +yreec ® Oack(s(n’))({(m,ns,c)) =N
It is obvious that
(5) T'rurec ® OIN|/2 + |N|/2 > |N|
By rule QUORUM on Definition 19 (correct majority), [4] and [5] on [3]
(6) T +yrec ® (n' o delivery,,(ng, m) € ois) =
Je,n”. n'" e Correct An" € ack(s(n”))({m,ns,c))
By Lemma 99 on [2] and [6]
(7) T Furec ® (1 o T 1 delivery,(ns,m)) =
Sde,n''. n' e Correct An" € ack(s(n"))((m,ns, c))

By rule INVSASE with
S =n"¢€ack(s(n'))({(m,ns,c))
A=n'«01deliverpep(n”, (m,ns, c))
(8) T +uyrec ® (n” € ack(s(n’))({(m,ns,c))) =
&(n' « 01 deliverpep(n”, (m,ng, c)))
By Definition 19 (BEB}) and rule SINV,
(9) T ryrec ® (n' « 01 deliverpep(n”, (m,ng, c))) =
&(n' o 0] broadcastpe, ((m, ns, ¢)))
By Lemma 88 on [8] and [9],
(10) T +yrec ® (0" € ack(s(n'))({(m,ns,c))) =
&(n' « 0] broadcastpe, ({(m, ns, c)))

By Lemma 88 on [7] and [10],
(11) T ryrec ® (n' o T 1 deliver,p(ns,m)) =
&3c,n”. n” € Correct A (n”" « 0 | broadcastpep ({m, ns, c)))
By Lemma 45 on [11] and [1], and then Lemma 112
(12) I'~urc ® (n' «T1 deIiverurb(ns,m)) =
&O(n oo T 1 delivery,(ng, m)) v
&(n o T 1 delivery,(ng, m))
By rule SINV on [12]
I' ~urBC (n' T 1 deIiverurb(ns,m)) =
&O(noe T 1 delivery(ng, m)) v
S(n oo T 1 deliveryp(ng, m))

Lemma 58.
r FURBC @ \:‘CLC]{J(S(TL))«?TL,TLS, C)) cN

Proof.
We show that
I'Fyrec ® Yn. n € ack(s(n))((m,ns,c)) =>neN

By rule INVSASE

(1) T rurec ® n € ack(s(n))({m,ns,c)) = ©(n « 01 deliverpen(ns, {m, n’, c)))
By Definition 19 (BEBY)
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(2) T +uyrec ® (n o 01 deliverpep(ns, (m,n’,c))) = ©(ns « 0] broadcastpen({m,n’, c))))
By Lemma 88 on [1], [2] and rule NODE,

(3) T ryrec ® n € ack(s(n))((m,ns,c)) = oneN
that is (n is rigid.)

I'+yrec © 1 € ack(s(n))((m, ns,c)) = neN
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5.3.5 Eventually Perfect Failure Detector

Theorem 16. (EPFD;: Strong Completeness)
Every incorrect node is eventually permanently suspected by every correct node.
Vn,n'. n € Correct A —n’ € Correct —

O[(n oo T 1 suspect(n)) A-(n o T 1 restore(n’))].

Proof.

By the rule APER, the periodic handler of an incorrect node n' is executed only finitely often.
So the periodic handler of n’ is eventually never executed. By the rule INVL, only the periodic
handler sends heartbeat messages. Therefore, n’ will eventually never send heartbeat messages.
By the rule NFORGE, a message is received only if it is sent. Thus, no node will eventually receive
heartbeat messages from n’. By the rule INVL, the node n’ is added to the active set of the node
n only when n receives a heartbeat message from n’. Therefore, eventually after a round r, the
node n/ will be absent in active(r) of the node n. Therefore, in round r + 1, the periodic handler
of n issues a suspect event for n/, if n/ is not in the failed set. If it is in the failed set, it is
already suspected and not restored since. From round r + 1, the node n’ will be never restored.
This is because by the rule INVL, the restore indication for n’ is issued only when it is found in
the active set.

Theorem 17. (EPFD,: Eventual Strong Accuracy)
Eventually no correct node is suspected by any correct node.
Vn,n'. n € Correct An' € Correct —

O-(n o T 1 suspect(n’)) v

O[(noe T 1 restore(n’)) AO-(n o T 1 suspect(n’))].

Proof.

In the periodic handler, every correct node n’ sends a heartbeat message to every node in every
round r. By the rule GST, after the round global stabilization time (GST), every correct node
n delivers every message set to it in the same round. On the receipt of the heartbeat message,
the indication handler adds the sender n’ to the active set of n. By the rule RSEQ, the periodic
event per of round r + 1 is executed after the indication events | of round r. By the rule INVS,
the node n’ remains in the active set of n. When the periodic event per of round r + 1 executes,
the node n finds n’ in active set. The node n restores n’ if it is suspected before and does not
suspect n’. By the rule INVL, suspecting nodes is only issued in the periodic handler. In the
periodic handler, the node n’ is always found in the active set and hence is never suspected again.
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5.3.6 Eventual Leader Elector

Theorem 18. (ELE; (Eventual Leadership)
Eventually every correct process trusts the same correct process.
3l. 1 € Correct A

[n € Correct >

O(n e T trust(l) Ald-(n o T 1 trust(1)))].

Proof.

Immediate from the two properties EPFD; and EPFDs. Eventually every node will have every
incorrect node in the suspected set and every correct node not in the suspected set: the suspected
set will be the set of incorrect nodes. The periodic event after the latest such event applies the
maxRank funciton to the set of correct nodes and deterministically chooses the leader.
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5.3.7 Epoch Consensus

Definition 20.
F =

|Correct| > N/2;
PL},PLY, PLS, BEB]; BEB); BEB

PL} = lower(0,PL;) =
n € Correct An' € Correct —
(n ¢ 0| sendy(n',m) ~~
n e 0 1 delivery(n,m))

PL5 = lower(0, PLy) =
[n' e 0 sendy(n,m) =

B-(n' « 0} sendy(n,m))] -
[n o 01 delivery(n/,m) =

B-(n « 01 delivery(n,m))]

PLY = lower(0, PL3) =

(n o 01 deliverp(n',m)) «
(n' « 0| sendp(n,m))

BEB] = lower(1,BEB;) =
n € Correct An' € Correct —

(n' « 1] broadcastpep(m)) ~
(n o 11 deliverpep(n’,m))

BEBY, = lower(1,BEB;) =
[n e 1] broadcastpep(m) =

B-(n" « 1| broadcastpep(m))] —
[n o 11 deliverpep(n’,m) =

H-(n o 1 1 deliveryey(n',m))]
BEBY; = lower(1,BEB3) =
(n o 11 deliveryep(n’,m)) «
(n' « 1| broadcastpep(m))

Cons =

(n o T | epoch.(ts,n;)) =
(n' o T | epochy(ts,n])) =

n=mn
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Theorem 19. (EC,: Validity)
If a node decides the value v, then v was proposed by the current leader n; or is passed to a node
during initialization.
I'+ecc
(n o T 1 decideec(v)) =
&(ny o T | propose,.(v))
where
I" is defined in Definition 20.

Proof.
We assume
(1) "=Tsv+1
We show
IV Fece (noo T 1 decideec(v)) =
&(ny o T | propose..(v))
By Lemma 59,
(2) T"Fecc ® (n o T 1 decideec(v)) =
S(wval(s(ng)) =vAv+1)
By INVSASE with,
n instantiated to n;,
S instantiated to As. wval(s) # L and
A instantiated to wval(s'(n;)) = prop(s(ny)) v In'. (L,wval(s'(ny))) = states(s'(n;))(n')
(3) T Fecc ® woal(s(ny)) + 1L =
S(wval(s'(ny)) = prop(s(ny)) v In’. (L,wval(s' (ny))) = states(s'(n;))(n'))
From [2] and [3] and Lemma 99 and Lemma 86
(4) I’ FECC @ (n «T1 decideec(v)) =
S(v= prop(s(ng)) v an'. (.,v) = states(s'(ny))(n')) Av + 1)
By POSTPRE on [5]
(5) T"Fecc ® (n o T 1 decideec(v)) =
S(v=prop(s(ny)) voan'. (_,v) = states(s(n))(n')) Av £ L)

By INVSASE with,
n instantiated to n;,
S instantiated to As. prop(s) = v A prop(s) + L and
A instantiated to propose..(v)

(6) T'+ecc ® prop(s(ng)) =v Aprop(s(n)) # L =
é(nl o T | propose.(v))

From [5], [6] and Lemma 60,
(7) T"Fecc ® (n o T 1 decideec(v)) =
S(©(ny « T | propose,.(v)) vO[3In'. ©(n; o T | propose..(v)))]

By Lemma 86 and Lemma 121 on [7]
(8) T"Fecc ® (n o T 1 decideec(v)) =
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&(ny o T | propose,.(v))

Lemma 59.

I'+gcc ® (n o T 1 decideec(v)) =
S[|states(s(ny))| > IN|/2 A wval(s(ng)) =vAv LA
highest(states(s(n;))) # L - wval(s(n;)) = highest(states(s(n;)))]

By OISE/,
(9) T +Fecc ® (n o T 1 decidecc(v)) =
S(n o T 1 decideec (v) € ois)
By INVLSE,
(10) T +Fecc ® (n o T 1 decideec(v) € 0is) =
(n o 11 deliverpep(n;, DECIDED((ts,v))))
From I'" and BEBY, we have,
(11) T +gcc (n o 11 deliverpep(ng, DECIDED((ts,v)))) =
<& (ny » 1] broadcastpep (DECIDED((ts,v))))
By ORSE/,
(12) T +gce ® (ng o 1] broadcastpe, (DECIDED((ts,v)))) =
&(ny » (1, broadcastye, (DECIDED({ts, v)))) € ors)
From [10], [11], and [12] and SINV
(13) TV +ecc ® (n o T 1 decidecc(v) € 0is) =
&(ny » (1, broadcastye, (DECIDED({ts, v)))) € ors)
By INVLSE
(14) T" +gcc ® (ng o (1, broadcastpe, (DECIDED((ts,v)))) € ors) =
(n; « 01 deliverp(n, ACCEPTED(%s))) A
(woal(s(m1)) = v)
From I, PL; and SINV, we have,
(15) T +gcc (ny o 01 delivery(n, ACCEPTED(ts))) =
&(n o 0 sendy(n;, ACCEPTED(ts)))
By ORSE/,
(16) I +ecc ® (n o 0| sendp(n;, ACCEPTED(ts))) =
&(ny « (0,sendy(n;, ACCEPTED(Zs))) € ors)
By INVLSE
(17) T +gcc (n « 0| sendp(n;, ACCEPTED(ts)) € ors) =
Fu'. (n o 11 deliveryep(n;, ACCEPT({ts,v'))))
From I'', BEBY and SINV, we have,
(18) I’ FECC (TL 11 deliverbeb(nl,ACCEPT((ts,v')))) =
&(ny o 1 broadcastpep (ACCEPT((ts,v"))))
By ORSE/,
(19) T +gce ® (ny o 1] broadcastpe, (ACCEPT({ts,0')))) =
&(ny » (1, broadcastpep (ACCEPT((ts,v')))) € ors)
By INVLSE
(20) TV +ece ® (ng o (1, broadcastpe, (ACCEPT((ts,v')))) € ors) =
|states(s'(n;))| > IN|/2 A wval(s'(ng)) =v" Av" # LA
highest(states(s'(n;))) # L - wwal(s'(n;)) = highest(states(s'(n;)))
By Lemma 88, Lemma 99 and Lemma 86 on [14] and [13] to [20]
(21) TV +Fecc ® (n o T 1 decidecc(v)) =
S[(wval(s' (my)) = v) A
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o[|states(s'(m))| > IN|/2 Awval(s'(ng)) =v" Av' # LA
highest(states(s'(n;))) # L - wval(s'(n;)) = highest(states(s'(n;)))]]
By INVSSE”
(22) TV Fecc wz)al(s’(nl)) =v' AV 1>
Owwval(s(ng)) =0’
From [21] and [22]
(23) I’ FECC @A (77, «T1 decideec(v)) =
S[(wval(s(m)) = v) A
S[lstates(s'(my))| > IN|/2 Awval(s'(ny)) =v" Av' # LA
highest(states(s'(n;))) # L - wval(s'(n)) = highest(states(s'(n;)))] A
SDwoval(s(ny)) = ']
that is
I FECC @ (n . AT 1 decideec(v)) =
&{(wval(s(m)) = ) A
o[lstates(s'(m))| > IN|/2 Awwval(s'(ng)) =v" Av # LA
highest(states(sj’(nl))) # 1 > wval(s'(n;)) = highest(states(s'(n;)))] A
woal(s(ny)) = v’

that is
I Fecc ® (n o T 1 decideec(v)) =
Sv=v n
S[|states(s'(ny))] > [N|/2 A wval(s'(ng)) =o' AV # LA
highest(states(s'(n;))) # L - wval(s'(n;)) = highest(states(s'(n;)))]]
that is
I FECC @ (n . :I' i decideec(v)) =

ol
S[|states(s'(ny))] > [N|/2 A wval(s'(ng)) =v Av # LA
highest(states(s'(n;))) # L - wval(s'(n;)) = highest(states(s'(n;)))]]
that by Lemma 86 is
(24) T Fecc ® (n o T 1 decideec(v)) =
S[|states(s'(ny))] > [N|/2 A wval(s'(ng)) =v Av # LA
highest(states(s'(n;))) # L — wval(s'(ny)) = highest(states(s'(n;)))]
By PosTPRE and Lemma 121
(25) TV Fecc ® (n o T 1 decideec(v)) =
S[|states(s(ny))| > IN|/2 A wval(s(ny)) =vAv# LA
highest(states(s'(n;))) # L - wval(s(n;)) = highest(states(s(n;)))]

Lemma 60.
I'rece ® [(val(s(n)) =v) v
(states(s(ny))(n') = (-, v))] =

&(ny o T | propose..(v))
Proof.
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By Lemma 110 on Lemma 61 and Lemma 62.

Lemma 61.

I'Fecc®
B[ (states(s(n;))(n') = (;,v)) >
e(nl T} proposeec(v))]
(val(s(n)) =v) =
©(ng » T | propose.(v))

Proof.
By INVSASE with,
n instantiated to n,
S instantiated to As. val(s) = v and
A instantiated to propose..(v)
(D) I"recc ® (val(s(n)) =v) =
S(n o 11 deliverpey(n;, ACCEPT((ts,v))))
From I and BEBY, we have,
(2) T ece (n o 11 deliverpey(ny, ACCEPT({ts,v)))) =
&(ny o 1| broadcastpep (ACCEPT((ts,v))))
By Lemma 99 and Lemma 86 on [1] and [2] and SINV
(3) T"recc ® (val(s(n)) =v) =
&(ny o 1 broadcastpep (ACCEPT((ts,v))))
By ORSE/,
(4) T Fecc ® (ng « 1| broadcastpen, (ACCEPT((ts,v)))) =
&(ny (1, broadcastpep(ACCEPT({ts,v)))) € ors)
By INVLSE,
(5) TV +ecc ® (ng » (1, broadcastpen (ACCEPT((ts,v)))) € ors) =
(v=prop(s(n)))Av#1) Vv
In'. (L,v) = states(s(ny))(n')
By INVSASE with,
n instantiated to ng,
S instantiated to As. prop(s) = v A prop(s) # L and
A instantiated to propose..(v)
(6) Trecc ® pj'op(s(nl)) =v Aprop(s(n)) # 1 =
&(ny o T propose. (v))
By Lemma 88, Lemma 99 and Lemma 86 on [3] to [6]
(7) I'+ecc ® (val(s(n)) =v) = &
[(ng « T propose.(v)) v
In'. (L,v) = states(s(ny))(n')]
After adding a premise,
(8) I'"recc ® Bl(states(s(n))(n') = (-,v)) -
&(ny o T | propose. (v))] =
(val(s(n)) =v) =
S(ny « T | propose..(v)) v
S3n'. (_,v) = states(s(ny))(n")
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After applying the premise in the conclusion,
that is replacing
(states(s(m))(n') = (-, v))
with
&(ny o T | propose. (v))
we have )
(9) T’ recc ® Bl (states(s(m))(n') = () —
&(ny o T | propose. (v))] =
(val(s(n)) =v) =
S(ny « T | propose..(v)) v
&S (ny o T | propose..(v))
that is R
(10) I'"recc ® Hl(states(s(m))(n') = (-,v)) -
e(nl T PrOPoseec(U))] =
(val(s(n)) =v) =
&(ng o T | propose..(v))

Lemma 62.

I'recc®
Bl(val(s(n)) =v) >
&(ny o T | propose..(v))]
(states(s(ny))(n') = (5 v)) =
&(ng o T | propose..(v))

Proof.
By INVSASE with,
n instantiated to n;,
S instantiated to As. states(s)(n') = (vts,v) and
A instantiated to (n; « 0 1 deliverp(n, STATE(vts, v))
(1) T +ecc ® states(s(ng))(n') = (vts,v) =
S(ny « 01 delivery(n/, STATE(vts, v))
From I'" and PL3 we have,
(2) ' +ecc @ (nl e 01 deIiverp|(n’, STATE(UtS,U)) =
&(n' o 0| sendpi(ny, STATE(vts, v))
By Lemma 99 and Lemma 86 on [1] and [2] and SINV
(3) T +ecc ® states(s(ng))(n') = (vts,v) =
&(n' o 0| sendpi(ny, STATE(vts, v))
By ORSE’ on [3],
(4) T'+ecc ® (n' o 0 sendy(n;, STATE(uvts,v))) =
S(n' « (0,sendy(ny, STATE(vts, v))) € ors)
By INVLSE,
(5) Trecc ® (n' « (0,sendp(ny, STATE(vts, v))) € ors) =
val(s(n’)) =v
By Lemma 88, Lemma 99 and Lemma 86 on [3] to [5]
(6) T +ecc ® states(s(ng))(n') = (vts,v) =
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Sval(s(n')) = v
After adding a premjse,
(7) T"+ecc ® B(val(s(n)) =v) -
&(ng o T | propose..(v))]
=
states(s(ny))(n') = (vts,v) =
Sval(s(n')) = v
After applying the premise in the conclusion,
(8) I"recc ® B[(val(s(n)) =v) >
&(ng o T | propose.(v))]
=
states(s(ny))(n') = (vts,v) =
S(ny o T | proposec(v))
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Theorem 20. (ECy: Uniform Agreement)
No two nodes decide differently.
I’ Fecc
(n o T 1 decideec(v)) =
(n' o T 1 decideec(v')) =
v=20
where
I" is defined in Definition 20.

Proof.
We prove the equivalent formula
(1) Trecc
&(n o T 1 decideec(v)) A
(n" o T 1 decideec(v')) =
v=1'
By OT,
(2) T"ece (n o T 1 decideec(v)) =
S (n o decideec(v) € ois A self)
By INVL,
(3) TV Fecc (self An o decidecc(v) € ois) =
Jts,n;. (n « 11 deliverpep(n;, DECIDED(ts,v)))
From [2] and [3], we have
(4) T +ecc [©(n o T 1 decideec(v)) A
(n' o T 1 decideec(v'))] =
3t$1, 'flll,tSQ, nro.
&(n e 11 deliverpep(ny1, DECIDED(ts1,v))) A
&(n' o 11 deliverpep(ny2, DECIDED(ts2,v")))
Without loss of generality, we assume that
(5) I'+ecc ts1 <tso
From Lemma 63 on [5], we have
(6) T Fecc (n o 11 deliveryep(ny1, DECIDED(ts1,v))) =
O[(n" « 11 deliveryep(nj2, DECIDED(ts2,v"))) = v =v] A
B[(n” « 1 1 deliverpep (12, DECIDED(ts2,v"))) = v = v]
From [4] and [6], we have
(7) T recc [©(n o T 1 decideec(v)) A
(n' o T 1 decideec(v'))] =

v=10

Lemma 63.
I'+ecc tso 2ts) —
(n o 11 deliverpep(ny, DECIDED(ts1,v))) =
O[(n" « 1 1 deliverpep(n;, DECIDED(ts2,0"))) = v =v] A
B[(n’ « 11 deliverpep(n;, DECIDED(ts2,v"))) = v’ = v]
where
I’ is defined in Definition 20.

Proof.
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Immediate from Lemma 64 and Lemma 68.

Lemma 64.
I'Fecc
(n o 11 deliverpep(ny, DECIDED(ts,v)))
In’. (n’ « 11 deliverpep(ny, ACCEPT(ts,v)))
where
T" is defined in Definition 20.

Proof.
By BEB!,
(1) T +gcc (n o 11 deliverpep(ny, DECIDED(ts,v))) =
&(ny o 1] broadcastpep (DECIDED(tS,v)))
By OR/,
(2) T Fecc (ng o 1| broadcastpe,(DECIDED(ts,v))) =
&(ny o (1, broadcastyep (DECIDED(ts,v))) € ors A self)
By INVL,
(3) T Fecc (ng o (1, broadcastpen (DECIDED(ts,v))) € ors A self) =
In'. (n; « 01 delivery(n’, ACCEPTED(ts)))
By PLJ,
(4) T rFecc (n; « 01 delivery(n’, ACCEPTED(ts))) =
&(n' « 0 sendp(n;, ACCEPTED(ts)))
By OR/,
(5) I'+ecc (n' « 0 sendp|(nl,ACCEPTED(ts))) =
&(n' o (0,sendp(n;, ACCEPTED(ts))) € ors A self)
By INVL,
(6) T rFecc (n' o (0,sendpi(ny, ACCEPTED(ts,v))) € ors A self) =
v’ n. (n" o 11 deliverye,(n;, ACCEPT(ts,0")))
From [1]-[6]
(7) T +ecc (n o 11 deliverpep(ny, DECIDED(ts,v))) =
', n',n;. ©(n' « 11 deliverpep(n;, ACCEPT(ts,0")))
From [7], Lemma 65 and Lemma 66
(8) T Fecc (n o 11 deliveryep(n;, DECIDED(ts,v))) e~
In’. (n' « 11 deliverpep(ny, ACCEPT(ts,v)))

Lemma 65.

I'Fecc
(n; o 1| broadcastpep (DECIDED(ts,v))) =
(n; « 1| broadcastpe, (ACCEPT(ts,0"))) =
n=mn

where

T" is defined in Definition 20.

Proof.
By a chain use of OR/, INVL, BEB}, and PLY,
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(1) T'recc
(ny o 1| broadcastpep (DECIDED(ts,v))) =
In. ©(n « T epoch (ts,n))
(2) T Fecc
(n « 1| broadcastpe, (ACCEPT(ts,0"))) =
In. &(n e T epoch. (ts,n))
From Definition 20,
(3) I +ecc (n T epochec(ts,nl)) =
ts#+ 1
From [1], [2], [3]
(4) T Fecc (ng » 1] broadcastpe, (DECIDED(Es,v))) =
ts# 1L
(5) T Fecc (ng « 1| broadcastpe,(ACCEPT(ts,0"))) =
ts# 1
By IR,
(6) T FECC
(ny » 1] broadcastpep(DECIDED(ts,v))) =
ts =ets(s(ng))
(7) T recc
(n « 1| broadcastpe, (ACCEPT(ts,0"))) =
ts = ets(s(n;))
By INVSA,
(8) T'recc
ets(s(ng)) =tsAts # L Aself =
&(ny o T | epoch(ny,ts))
From Definition 20,
(9) T FECC
(n o T epoch.(ts,n;)) =
(n' o T | epoche(ts,n;)) =
n =n,
From [4]-[9]
I'ecc
(n; « 1| broadcastpep (DECIDED(ts,v))) =
(n; « 1| broadcastpe, (ACCEPT(ts,0"))) =
n=mn

Lemma 66.

I'Fecc
(n o 1| broadcastpep (DECIDED(ts,v))) =
(ny « 1] broadcastpep( ACCEPT(ts,0v"))) =
v=1

where

T" is defined in Definition 20.

Proof.
By INVL,
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(1) T Fecc
(n; o (1, broadcastpep( ACCEPT(tS,v))) € ors) A self =
v=wval(s'(n;))(ts) Av# 1L
By INVS,
(2) T FECC
wval(s(n))(ts) =vAav+ L Aself =
O(self = wval(s(n))(ts) =v)
By ASA on [1] and [2],
(3) T FECC
(n; o (1, broadcastpep( ACCEPT(tS,v))) € ors) A self =
O(self — wval(s(ny)) (ts) = v)
By INVL,
(4) T Fecc
(ny « (1, broadcastpe, (DECIDED(ts,v"))) € ors) A self =
v =wval(s(ng))(ts)
From [3] and [4], we have
(5) T'recc
(n; o (1, broadcastpep (ACCEPT(ts,v))) € ors) A self =
(ng » (1, broadcastpep (DECIDED(ts,v"))) € ors) A self =
v=20
By OR/,
(6) T'+gcc (ng » 1| broadcastpep (DECIDED(ts,v))) =
& (ny o (1, broadcastpep (DECIDED(ts,v))) € ors A self)
By OR/,
(7) T +ecc (ng 1| broadcastpep(ACCEPT(ts,0"))) =
&(ny o (1, broadcastpe, (ACCEPT(ts,v))) € ors A self)
From [5], [6], and [7], we have
(8) T'recc
(n; o 1| broadcastpep (DECIDED(ts,v))) =
(ng » 1| broadcastpe, (ACCEPT(t5,0"))) =
v=20

Lemma 67.
I' ~ecc
(n o 11 deliverpey(ny, DECIDED(ts,v))) =
O[(ng » (1, broadcastpen (ACCEPT(ts,0"))) € ors Aself) > o' =v] A
B[(n; » (1, broadcastpen (ACCEPT(ts,v"))) € ors Aself) - v = v]
where
I" is defined in Definition 20.

Proof.
By Lemma 64,
I'Fecc
(n o 11 deliverpep(n;, DECIDED(ts,v))) «~
In’. (n; « (1, broadcastpep(ACCEPT(ts,v))) € ors A self)
Thus, we show the equivalent formula
I'Fecc
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(n o 11 deliverpen(ny, ACCEPT(ts,v))) =
(n' « 11 deliverpep(ny, ACCEPT(ts,0"))) =
v =
The rest of the proof is similar to the proof of Lemma 65 and Lemma 66.

Lemma 68.
I'+egcc tso >ts) —
(n o 11 deliverpep(n;, DECIDED(ts1,v))) =
O[(n" « 11 deliveryep(n;, ACCEPT(ts2,0"))) > v =v] A
B[(n’ « 11 deliverpey,(ny, ACCEPT(ts2,0"))) = v’ = v]
where
I" is defined in Definition 20.

Proof.
Proof by induction on tso starting from tsi.
(1) Base Case: tso =tsy
Immediate from Lemma 67.
(2) Inductive Case:
We assume that
(3) I'+ecc Vis. ts; <ts<tso —
(n o 11 deliverpep(n;, DECIDED(ts1,v))) =
O[(n" « 1 1 deliverpep (1, ACCEPT(ts,0"))) = v =v] A
B[(n” « 1 1 deliverpep(n;, ACCEPT(ts,0"))) = v = v]
We show that
I Fecc
(n o 11 deliverpep(ny, DECIDED(ts1,v))) =
O[(n’ « 1 1 deliverpep(ny, ACCEPT(ts2,0"))) = v = v] A
B[(n" « 1 1 deliveryep(n;, ACCEPT(ts2,0"))) = v' = v]
By BEB},
(4) T rece (n o 11 deliverpey(n;, ACCEPT(ts2,0"))) =
&(ny o 1| broadcastpep (ACCEPT(ts2,0")))
By OR/,
(5) T recc (ng o 1] broadcastpen (ACCEPT(ts2,0"))) =
&(ny o (1,broadcastpep (ACCEPT(t82,v"))) € ors A self)
From [4] and [5], we need to show that
I +ecc
(n o 11 deliverpep(ny, DECIDED(ts1,v))) =
O[(n; » (1, broadcastpe, (ACCEPT(ts2,v"))) € ors Aself) — o' =v] A
B[(n; « (1, broadcastpe, (ACCEPT(ts2,v"))) € ors A self) - v = v]
From [3], we need to show that
I' Fecc
(n o 11 deliverpep(ny, DECIDED(ts1,v))) A
Vits. ts; <ts <tsg —
O[(n" « 1 1 deliverpep(ny, ACCEPT(ts,0"))) = v' =v] A
B[(n’ « 1 1 deliverpep(n;, ACCEPT(t5,0"))) = v' = v]
=
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O[(ny (1, broadcastpe, (ACCEPT(ts2,v"))) € ors Aself) — v =v] A

B[(n; « (1, broadcastpe, (ACCEPT(ts2,v"))) € ors A self) - v = v]
We can show that

(6) T recc
(n o 11 deliverpep(ng, DECIDED(ts,v))) =
AN. IN|>|N|/2 A ¥n'. n' e N - &(valts(s'(n')) =ts Aval(s'(n')) =v Ats > rts(s(n'))
By INVLSE, we have
(7) T Fecc
(ny (1, broadcastpe, (ACCEPT(ts2,v"))) € ors A self) =
|states(s'(ny))] > IN|/2 Awval(s'(ng)) (tse) =v" Av' L A

highest(states(s'(n;))) # L - woval(s'(n;))(ts2) = highest(states(s'(n;)))
We have (from the two intersecting sets)

(8) T'recc
VN. |N|>|N|/2 A
vn'.n' e N - &(valts(s'(n')) = tsy Anval(s'(n')) =v ats > rts(s(n’))) A
|states(s'(n;))] > |N|/2
=
In'. n' e dom(states(s'(n;))) A& (valts(s'(n')) = tsy Aval(s'(n')) = vatsy > rts(s(n')))
By INVSA, then OI” and INVL
(9) T recc
self A states(s'(ny))(n') = (tspr, vpr) A ets(s(ng)) =tsy =
&[(n o 11 deliverpep(ny, PREPARE(tS2))) A

valts(s(n')) = tsy A wval(s(n')) = v A rts(s'(n’)) =tsa]
By InvS”

(10) F'_ECC

(self Arts(s'(n')) > tsg) = CI(self — rts(s(n')) > ts2)
From [10], we have

(11) T Fecc
ts1 <tsg —
& (valts(s'(n')) =tsy Aval(s'(n")) =v atsy > rts(s(n’))) A
& (valts(s(n')) =tsy A val(s(n')) =vy A rts(s'(n')) =tsg) =
&[(valts(s(n')) =tspr A val(s(n')) =vy A rts(s’'(n)) =tsa)

S(valts(s'(n')) =tsy Aval(s'(n')) =v Atsy > rts(s(n'))
Thus, we have

(12) r =ECC
(n o 11 deliveryep(n;, DECIDED(ts,v))) A
Vits. tsy <ts <tsg —
O[(n" « 1 1 deliveryep(n;, ACCEPT(ts,v"))) = v' =v] A
B[(n' « 11 deliveryep(n;, ACCEPT(ts,v"))) = v’ = v]
=
(ng (1, broadcastpe, (ACCEPT(ts2,v"))) € ors A self) =
Jts,n’. states(s'(n;))(n') = (ts,v) Ats; <ts<tsy A
highest(states(s'(n;))) =v' =v
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Theorem 21. (ECs: Integrity)

Every node decides at most once.

I ecc (n o T 1 decideec(v)) =
O=(n o T 1 decideec (v"))

where

I" is defined in Definition 20.

Proof.
By INVL,
(1) TV Feccn o T 1 decideec(v) =
deciced(s(n)) = false A decided(s'(n)) = true
By INVSSE,
(2) T Fgcc decided(s(ny)) = true =
O(decided(s(n;)) = true)
By [1] and [2),
(3) I’ FEccn o T 1 decideec(v) =
Odecided(s'(n)) = true
By POsTPRE on [3],
(4) T Fgccn o T 1 decideec(v) =
Oodecided(s(n)) = true
That is,
(5) T’ FECCT o T ) decideec(v) =
Cldecided(s(n)) = true
The contra-positive of [1] and changing v to v/,
(6) I +ece —(deciced(s(n)) = false A decided(s'(n)) = true) =
—(n o T 1 decideec(v"))
That is,
(7) T' +ecc (deciced(s(n)) = true) =
—(n o T 1 decidecc(v"))
From [5] and [7]
(8) I’ FEccn o T 1 decideec(v) =

~

O=(n o T 1 decideec(v"))
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Theorem 22. (ECy: Termination)
If a correct node proposes and an epoch is started with that node as the leader, then every correct
node eventually decides a value.
I +ecc ny € Correct —
|Correct| > [N|/2 An € Correct > & (n o T | propose. (v)) =
(n o T epochy(n,ts)) =
vn'. n' € Correct > &I, (n' o T 1 decideec(v'))

where
I" is defined in Definition 20.

Proof.
By IROR,
(1) I +ecc (nl T epochec(n, ts)) AN =n;=
<&(ny o 1 broadcastpep (PREPARE(ES)))
By BEB] on [1],
(2) I' Fece Vn. n e Correct - (n; » 1| broadcastpep (PREPARE(ES))) =
<&O(n e 11 deliverpep(ny, PREPARE(tS)))
By IIOR,
(3) T' Fece Vn. n € Correct — (n o 1 1 deliverpep(ny, PREPARE(tS)) Ats > rts(s(n))) =
O(noe 0 sendp(ng, STATE(ts, vts, val)))
By PL] on [3] and using the Lemma 89,
(4) T +gcc Vn. n e Correct — (n o 1 1 deliverpe,(n;, PREPARE(tS)) Ats > rts(s(n))) =
O(ny o 0 delivery(ng, STATE(ts, vts, val)))
By I1,
(5) T' Fecc (ny 0| delivery(ng, STATE(ts, vts,val)) A ets(s(n;)) =ts) =
self A (vts,val) € states(s'(n;))(n)
By InvS,
(6) T Fecc self A (vts, val) € states(s'(ng))(n) =
(self = (vts,val) € states(s'(n;))(n))
From [2] and [6] to [4],
(7) T +ecc Vn. n e Correct — (n; o 1| broadcastpep (PREPARE(tS))) =
O[(ny o 0] deliverg(n, STATE(ts, vts, val))A) A
self = (vts, val) € states(s'(n;))(n)]
Thus, there exists n’ such that
(8) ' Fece (ng o 1| broadcastpe, (PREPARE(ES))) =
O[(ng o 0] delivery(n', STATE(ts, vts, val))) A
self = Vn. n € Correct — (vts,val) € states(s'(n;))(n)]
That is,
(9) I Fecc (ng o 1| broadcastpe, (PREPARE(Es))) =
O[(ng « 0] delivery(n', STATE(ts, vts, val))) A
self = (|states(s'(n;))| > |Correct]) ]
By Definition 20 (a majority of correct nodes) on [9],
(10) T’ Fecc (ng o 1| broadcastpe, (PREPARE(Es))) =
O[(ng « 0] delivery(n', STATE(s, vts, val))) A
self = (|states(s'(n;))] > |N|/2)]

Thus, as the deliver event is a self event
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(11) I e (ng » 1] broadcastpe, (PREPARE(2S))) =
O[(ng « 0] delivery(n', STATE(ts, vts, val))) A
|states(s'(n1))] > [N|/2]
By Lemma 69 on [11]
(12) I' ecc (nl o1 broadcastbeb(PREPARE(ts))) =
O[O (ng o 1 broadcastpep (ACCEPT(E, v)))V
©(ny « 1] broadcastpep (ACCEPT(t,v)))]
By Lemma 112 on [12]
(13) ' Fecc (ng o 1| broadcastpe, (PREPARE(LS))) =
<& (ny o 1| broadcastpep (ACCEPT(t,v)))V
<>(nl o1 broadcastbeb(ACCEPT(t,v)))
From [1] to [3] and [13],
(14) T +egcc (ng o T | epoch(n,ts)) An=n; =
O[©(ny o 1 broadcastpen (ACCEPT(t, v)))V
<&(nyg o 1 broadcastpen (ACCEPT(t,v)))]
By Lemma 112 on [15],
(15) I' ~ecc (nl e T epOChec(TL,tS)) AN =n;=
&(ny o 1] broadcastpe, (ACCEPT(t, v)))V
&O(ny o 1] broadcastpep (ACCEPT(t,v)))
By BEB, on [15],
(16) T Fgcc Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
SO (n o 11 deliverpep (ACCEPT(E,v)))V
OO (n o 11 deliverpep (ACCEPT(E,v)))
By Lemma 112 and Lemma 87 on [16],
(17) T Fgcc Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
&(n o 11 deliverpep (ACCEPT(t, v)))V
&O(n e 11 deliverpe, (ACCEPT(E, v)))
By ITOR,
(18) I' Fece (n o 11 deliverpe, (ACCEPT(t,v)) A t > rts(s(n))) =
& (n e 0 sendp(ng, ACCEPTED(t)))
From [17], [18] and PL],
(19) T Fegcc Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
SO (ny « 01 delivery(n, ACCEPTED(t)))V
OO (ny « 01 delivery(n, ACCEPTED(t)))
By Lemma 112, Lemma 87 on [19] and [1],
(20) T’ Fgce Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
& (ny o 01 delivery(n, ACCEPTED(t)) )V
O(ny « 01 deliverp(n, ACCEPTED(t)))
By 11,
(21) T’ Fecc (ny » 0 1 delivery(n, ACCEPTED(t))) Aets(s(ng)) =t =
self A (n € accepted(s'(ny)))
By InvS,
(22) T Fecc self A (n € accepted(s'(ny))) =
self = (n € accepted(s'(n;)))
From [20] to [22], and Lemma 112,
(23) T gce Vn. n e Correct — (n; o 1| broadcastpep (ACCEPT(t, v)) =
©O[(ny « 01 deliverp(n, ACCEPTED(t))) A
self = (n € accepted(s'(n;)))]
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There exists n’ such that
(24) T Fecc (ng o 1] broadcastpep (ACCEPT(t,v)) =
©OO[(ny « 01 delivery (n', ACCEPTED(t))) A
self = Vn. n e Correct — n € accepted(s’'(n;))]
That is,
(25) T Fece (ng o 1| broadcastpep (ACCEPT(t, v)) =
&O[(ng « 01 delivery(n’, ACCEPTED(t))) A
self = Vn. Correct € accepted(s'(n;))]
By Definition 20 (a majority of correct nodes) on [25],
(26) T’ Fece (ng o 1| broadcastpe, (ACCEPT(t,v)) =
&O[(ng « 01 deliverp(n’, ACCEPTED(t)))A
self = |accepted(s'(ny))| > |N|/2
Thus, as the deliver event is a self event
(27) T Fecc (ng o 1| broadcastpe, (ACCEPT(t,v)) =
&O[(ng « 01 deliverp(n’, ACCEPTED(t)))A
laccepted(s'(n;))| > IN|/2
By INVL,
(28) I' +ecc (ny o 0 1 delivery (n', ACCEPTED(t)) ) A
laccepted(s'(ny))| > IN|/2 A ets(s(n;)) =t =
&O(ny o 1 broadcastpep (DECIDED(v)))]
From [27], [28] and Lemma 112
(29) T Fece (ng o 1| broadcastpep, (ACCEPT(t, v)) =
&(ny o 1] broadcastpep (DECIDED(v)) )V
<&(ny o 1 broadcastpep (DECIDED(v)))
By BEB/,
(30) I' Fgce Vn. n e Correct — (n; o 1| broadcastpep (DECIDED(v))) =
&(n oo 11 deliverpey (n;, DECIDED(v)))
From [29], [30], Lemma 87, and Lemma 112
(31) ' Fecc Vn. n e Correct — (ny » 1| broadcastpep (ACCEPT(t,v)) =
@(nl 11 deliverbeb(nl,DECIDED(U)))V
<& (ng o 11 deliverpep(n;, DECIDED(v)))
By 1101
(32) T Fece (n o 11 deliverpep(n;, DECIDED(v))) A decided(s(n)) = false =
O(n e T 1 decideec(v))
From [31] and [32],
(33) T’ Fecc Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
SO(n o T 1 decideec(v))V
OO(n o T 1 decideec(v))
By Lemma 112 and Lemma 87 on [33],
(34) T’ Fecc Vn. n e Correct — (ny o 1| broadcastpep (ACCEPT(t,v)) =
&(n o T 1 decideec(v))V
O(n oo T 1 decideec(v))
From [15] and [34],
(35) I' Fecc Vn. n e Correct — (n; » T | epochg.(n,ts)) An=mn; =
S[©(n o T 1 decidecc(v))V
O(n e T 1 decideec(v)) ]V
O[©(n o T 1 decideec(v))V
&O(n e T 1 decideec(v))]
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By Lemma 112, Lemma 87 and Lemma 86 on [15],
(36) T Fgcc Vn. n e Correct — (ng o T | epoch . (n,ts)) An=n; =
&S(n o T 1 decideec(v))V
&O(n oo T 1 decideec(v))
That is,
(37) T Fgcc my € Correct —
|Correct| > |N|/2 A n € Correct —
(ng » T | epoch.(ng,ts)) =
Vn'. n' € Correct > &I, (n' o T 1 decideec(v'))

Lemma 69.
I' Fecc
[(ng « 0| delivery(n, STATE(ts, vts,val))) A
(Istates(s'(m))] > INI/2)] =
&(ny o 1] broadcastpep (ACCEPT(t,v))) Vv
&(ny o 1 broadcastpep (ACCEPT(t,v)))

Proof.
There are two cases, the first case is wval(s(n;)) = 1.

By INnVL
(1) T Fecc [(ny o 0] delivery(n, STATE(ts, vts, val))A
(|states(s'(ny))] = IN|/2) Awval(s(ny)) = L] =
self A (ng o (1, broadcastpen (ACCEPT(ts, wval(s'(n;))(ts))) € ors
By OR
(2) T Fecc self A (ng o (1, broadcastpen (ACCEPT(v)) € ors) =
&(ny o 1) broadcastpe, (ACCEPT(ts, wval(s'(n;))(ts)))
From [1] and [2],
(3) I'+ecc [(ny o 0| delivery(n, STATE(ts, vts, val)) A
(|states(s'(ny))] = IN|/2) Awval(s(ny)) = L] =
& (ny o 1 broadcastyen (ACCEPT(ts, woval (s' (7)) (£s)))
That is,
(4) T ecc [(ny o 0| delivery(n, STATE(ts, vts, val))A
(|states(s'(ny))] = IN|/2) Awval(s(ny)) = L] =
&(ny o 1 broadcastpep (ACCEPT(ts, wval(s'(n;))(ts)))

The second case is wval(s(n;))(ts) =v Av # 1, by INVSA with,
S instantiated to wval(s(n;))(ts) # L
A instantiated to (n; e 1| broadcastpep(ACCEPT(ts, wval(s'(n;))(ts)))
(5) T Fecc self Awval(s(ng))(ts) Av # L =
& (ny » 1| broadcastpe, (ACCEPT(ts, wval(s'(n;))(¢s)))
That is,
(6) T' Fecc [(ny o 0| delivery(n, STATE(ts, vts, val))A
(|states(s' ()| > IN|/2) Awval(s(ny)) =vAv 1] =
&(ny « 1| broadcastpe, (ACCEPT(ts, wval(s'(n;))(ts)))
From [4] and [6],
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(7) T' Fecc [(ny o 0| delivery(n, STATE(ts, vts, val)) A
(Istates(s'(ny))| > IN|/2) Awval(s(ng)) = L]v
[(ng o 0 delivery(n, STATE(ts, vts, val))A
(Istates(s'(ny))| > IN|/2) Awval(s(ng)) =vAv+ 1] =
<&(ng o 1 broadcastpep (ACCEPT(ts, wval(s'(ny))(ts)))v
& (ny o 1] broadcastyep (ACCEPT(ts, woal(s' (n;))(ts)))
That is,
(8) ' Fecc [(my o 0| delivery(n, STATE(ts, vts, val)) A
(Istates(s'(n))| > IN|/2)]A
[wval(s(n;)) = L vwval(s(ng)) + L] =
<&(ny o 1 broadcastpep (ACCEPT(ts, wval(s'(ny))(ts)))v
S (ny » 1] broadcastpep (ACCEPT(ts, woal(s' (ny))(ts)))
That is,
(9) I' Fecc [(ny o 0| delivery(n, STATE(ts, vts, val)) A
(Istates(s'(m))| 2 IN|/2) =
<& (ng o 1 broadcastpep (ACCEPT(ts, woal(s'(ny))(ts)))v
& (ny o 1] broadcastyep (ACCEPT(ts, woal(s' (n;))(ts)))
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5.3.8 Epoch Change

Definition 21.
F =
PL},PL5, PLS, BEB]; BEBS; BEBS; ELE]

PL} = lower(0,PL;) =
n € Correct An' € Correct -
(n ¢ 0| sendy(n',m) ~~
n e 0 1 delivery(n,m))

PLY = lower(0, PLy) =
[n" ¢ 0| sendy(n,m) =
B-(n" « 0 sendy(n,m))] -
[n o 01 delivery(n/,m) =
B-(n « 0 1 delivery(n’,m))]

PL5 = lower(0,PL3) =
(n ¢ 01 deliverp(n',m)) «
(n' « 0] sendy(n,m))

BEB/, = lower(1, BEB;) =
n € Correct An' € Correct —
(n’ « 1] broadcastpep(m)) ~
(n o 11 deliverpep(n’,m))

BEBY, = lower(1,BEB5) =
[n' o 1| broadcastpep(n, m) =
H-(n' « 1} broadcastyey(n,m))] -
[n e 11 deliverpe,(n',m) =
H-(n o 1 1 deliveryey(n',m))]

BEB}, = lower(1, BEB3) =
(n o 11 deliverpep(n',m)) «
(n’ « 1] broadcastpep(m))

The property of the eventual leader detector subcomponent:
Eventually every correct process trusts the same correct process.
ELE] = lower(2,ELE;) =
3l. [ € Correct A
[n € Correct —
O(n e T1trust(l) Al-(n o T 1 trust(l)))]
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Theorem 23. (ECH;: Monotonicity)
If a correct process starts an epoch (ts,n;) and later starts an epoch (ts’,n;), then ts’ > ts.

FecH n € Correct —
(n o T 1 startEpoch ., (ts,n;)) =
O(n e T 1 startEpoch,, (ts',ny) — ts' > ts)

Proof.

By OI,
(1) Trecu (n o T T startEpoch,, (ts, ;) € ois A self) =
&O(n e T 1 startEpoch,gy, (ts,ny))
By OT’,
(2) T Fecy n o T 1 startEpochy, (ts,ny) =
S(n o T 1 startEpoch,, (ts,n;) € ois A self)
By INVL,
(3) T +gcu n o startEpoch,, (ts, n;) € ois A self =
lastts(s'(n)) = ts Ats > lastts(s(n))
That is,
(4) T Fgcy n o startEpoch,g, (ts,n;) € ois A self =
lastts(s'(n)) =ts

By INVL,
(5) T FecH n o startEpoch,g, (ts',n)) € ois A lastts(s(n)) = ts Aself =
ts' > ts
That is,

(6) T +ech lastts(s(n)) = ts Aself =
(self Am o startEpoch,g,(ts’,n;) € ois = ts' > ts)
That is,
(7) T +gch lastts(s(n)) = ts Aself =
(self = (n o startEpoch,g, (ts’, 1)) € ois = ts’ > ts))
From [4] and [7] and ASA,
(8) T +gcnH n o startEpoch,, (ts,n;) € ois A self =
Cl(self - (n o startEpoche, (ts’,n}) € ois = ts' > ts))
That is,
(9) T Fecy (n o T 1 startEpoch,g, (ts,n;) € ois A self) =
OO(self - (n o startEpoch, (ts’,n) € ois = ts' > ts))
That is,
(10) T +gch (n o T 1 startEpoch,., (ts,n;) € ois A self) =
O (self An o startEpoch,, (ts’, n)) € ois = ts' > ts)
From [10] and EXEORDEROR,
(11) T Fgcu n o T 1 startEpoch,, (ts,ny) =
O(n oo T 1 startEpochgy, (ts',ny) = ts' > ts)
That is,
(12) T Fgcu n o T 1 startEpoch,, (ts,n;) =
C)(n o T 1 startEpoche, (ts’,n)) — ts’ > ts)
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Theorem 24. (ECH;: Consistency)
If a correct process starts an epoch (ts,n;) and another correct process starts an epoch (ts,n;),
then n; = n;.

~ecy n € Correct An' € Correct —
(n o T 1 startEpoch ., (ts,n;)) =
(n' o T 1 startEpoche, (ts,n)) = ny = ny)

Proof.

By OT,
(1) T +gch (n o T 1 startEpoch,, (ts,n;)) =
&(n  startEpoch,, (ts,n;) € ois A self)
By INVL,
(2) T +gch (n o startEpochg., (ts,n;) € ois A self) =
(n o 11 deliverpep(ny, (NEWEPOCH, ts)))
By BEBs;,
(3) T +ech (n o 11 deliverpep(ny, (NEWEPOCH, ts)))
<&(ny o 1 broadcastpen ((NEWEPOCH, ts)))
From [1] to [3],
(4) T rFecy (n o T 1 startEpoch, (ts,n;)) =
&&(ny o 1| broadcastpep ((NEWEPOCH, ts)))
That is,
(5) T +gch (n o T 1 startEpoch,, (ts,n;)) =
S (ny « 1| broadcastpe, ((NEWEPOCH, ts)))
By OR/,
(6) T'+gch (ny o | broadcastpe, ((NEWEPOCH, ts))) =
&(ny o (1, broadcastye, (NEWEPOCH, ts)) € ors A ts(s'(n;)) = ts A self)
From [5] and [6],
(7) T recy (n o T 1 startEpoch ., (ts,n;)) =
$S(ny « broadcastye, (NEWEPOCH, ts) € ors A ts(s'(n;)) = ts A self)
By INVUSSE’ and S(s(n;)) : ts(s(n;)) mod N = rank(n;),
(8) T +ecu O [ts(s(ny)) mod N = rank(n;)]
By POSTPRE on [§],
(9) T +ecn O [ts(s'(ny)) mod N =rank(n;)]
From [8] and [9],
(10) T rgcn O [ts(s(ny)) mod N =ts(s'(n;)) mod N =rank(n;)]
From [7] and [10]
(11) T'+Fgch (n o T 1 startEpoch o (ts,ny)) =
SSO[ts(s'(ny)) = ts Ats mod N = rank(n;)]
That is,
(12) T +gch (n o T 1 startEpochg, (ts,n;)) =
Ofts(s'(ng)) =ts Ats mod N =rank(n;)]
Similarly, we can say,
(13) T rech (n' o T 1 startEpocheg, (ts,n;)) =
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Ots(s'(n))) =ts Ats mod N = rank(n;)]
From [12] and [13]
(14) T +gch (n o T 1 startEpoch,, (ts,ny))A
(n' o T 1 startEpoch,, (ts,n;)) =
O[ts mod N = rank(n;) Ats mod N = rank(n;)]
From [14] and the uniqueness of rank function we can easily say,
(15) T +gch (n o T 1 startEpoch,, (ts,n7))A
(n' o T 1 startEpoch,, (ts,n;)) = O(ny = ny)p
That is,
(16) T +gch (n o T 1 startEpochy, (ts,n;)) =
((n" o T 1 startEpoch,, (ts,n;)) = n; = n))
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Theorem 25. (ECH3: Eventual leadership)
There is a timestamp ts and a correct process n; such that eventually every correct process starts
an epoch with ¢s and n; and does not start another epoch afterwards.

Fech Jts,n;. ny € Correct A
[n € Correct —
O[(n oo T 1 startEpochy, (s, 1)) A
C~(n o T 1 startEpochee, (ts', 1)) ]

Proof.

From ELE;,
(1) T Fgcy Ing. ny € Correcta
[n € Correct — A
O[(n o 21 trusteig(ng)) AO-(n o 21 trusteg(ng))]]
By II,
(2) I'recHn ¢ 21 truste|d(nl) =
trusted(s'(n)) = ny A self
By INVL,
(3) T recu trusted(s(n)) + trusted(s'(n)) =
n e 21 trusteq(n;)
The contrapositive of [3],
(4) T rFech — (n o 21 trusteq(n))) =
- (trusted(s(n)) # trusted(s'(n)))
That is,
(5) T'recH —~ (n o 21 trusteq(ng)) =
(trusted(s(n)) = trusted(s’'(n)))
From [1], [2] and [5],
(6) T +gcy Ing. n; € Correctn
[n € Correct —
O[((n o 2 1 trusteg(ng)) Atrusted(s’'(n)) = ny Aself)a
O(trusted(s(n)) = trusted(s'(n)))]]
By POSTPRE on [6],
(7) T +gcy Ing. ny € Correctn
[n € Correct —
O[(n e 21 trusteg(ng)) A trusted(s’'(n)) = nya
O (trusted(s(n)) = n; Aself)A
O(trusted(s(n)) = trusted(s'(n)))]]
From [7],
(8) T +gcy Iny. ny € Correcta
[n € Correct —
O[(n e 21 trusteg(ng)) A trusted(s’(n)) = myAa
O(trusted(s(n)) = trusted(s'(n)) = n; A self)]]
By instantiating n to ng,
(9) T +gcy Ing. ny € Correcta
[n € Correct —
Ol(ng o 21 trusteg(ng)) A trusted(s’(ng)) = nya
O(trusted(s(ny)) = trusted(s' (n;)) = ng A self)]]

138



From [8], [9] and Lemma 127,
(10) T Fgcy Iny. ny € Correcta
[n € Correct -
O[O©[(n o 21 trustgg(ny)) Atrusted(s'(ng)) = ;A
O(trusted(s(ng)) = trusted(s' (n;)) = ng A self) ]
(n o 21 trusteq(ng)) Atrusted(s’'(n)) = ma
O(trusted(s(n)) = trusted(s'(n)) = n; A self)]]
By IR,
(11) T rech (g o 21 trusteg(ng)) =
n; o (1, broadcastpep (NEWEPOCH(t))) € ors A self
By OR and BEB;,
(12) T +gcy n € Correct —
n; o (1, broadcastpep (NEWEPOCH(t))) € ors A self =
&(n e 11 deliverpep(n;, NEWEPOCH(t)))
From [11] and [12],
(13) I' ~ecq n € Correct —
(g o 21 trusteq(ny)) =
<>(n e 11 deliverbeb(nl, NEWEPOCH(t)))
From [10] and [13],
(14) T +gcy Ing. ng € Correcta
[n € Correct —
O[O©O(n o 11 deliveryep(n;, NEWEPOCH()))A
(n o 21 trusteq(ng)) Atrusted(s'(n)) = mya
C(trusted(s(n)) = trusted(s'(n)) = n; A self)]]
That is (node n can deliver NEWEPOCH message before or after receiving trust event),
(15) T Fgcy Iny. ny € Correcta
[n € Correct —
O[[©(n o 11 deliverpey(n;, NEWEPOCH(t)))V
&(n oo 11 deliverpe (n, NEWEPOCH(t)))]A
[(n e 21 trusteq(ng)) Atrusted(s’'(n)) = my
C(trusted(s(n)) = trusted(s'(n)) = n; Aself)]]
That is,
(16) T Fgcy Iny. ny € Correcta
[n € Correct —
O[[©(n o 11 deliverpep(n;, NEWEPOCH(t)))A
(n o 21 trusteq(ng)) Atrusted(s’(n)) =
C(trusted(s(n)) = trusted(s'(n)) = n; A self)]v
[O(n o 11 deliveryey (n;, NEWEPOCH(t)))A
(n o 21 trusteq(ng)) Atrusted(s’'(n)) = ma
C(trusted(s(n)) = trusted(s'(n)) = n; A self)]]]
That is,
(17) T +gcy Ing. ng € Correcta
[n € Correct >
O[©[(n o 11 deliverpep(n;, NEWEPOCH(t)))A
SO(trusted(s(n)) = ng A self)]v
O[(n o 11 deliverpe (7, NEWEPOCH(t)))A
O(trusted(s'(n)) = n; A self)]]]
By Lemma 70 and Lemma 71 on [17],
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(18) TI' Fgcy 3. 1 € Correctn
[n € Correct —
O[©[<O(n o T 1 startEpoch(ts, ny)A
O nk(s(n))(n;) = true A O trusted(s(n)) = n;)]v
O[<O(n o T 1 startEpoch(ts, ng)A
O nk(s(n))(ny) = true A0 trusted(s(n)) = m;)]]]
That is,
(19) T gy 3. 1 € Correctn
[n € Correct —
O[(n oo T 1 startEpoch(ts, 1) A
O nk(s(n))(n;) = true A O trusted(s(n)) = ny)]]
By Lemma 72 on [19],
(20) T +gcp 3. 1 € Correctn
[n € Correct —
O[O[(n o T 1 startEpoch(ts, 1) A=(n o T 1 startEpoch(ts’,1')]]]
That is,
(21) T Fgcp 3. 1 € Correctn
[n € Correct -
&O((n oo T 1 startEpoch(ts, 1) AQO-(n o T 1 startEpoch(ts’,1)))]

Lemma 70.
I FecH
3l. 1 € Correct A
[n € Correct —
(n o 11 deliverpep(n;, NEWEPOCH(t))) A
O[trusted(s(n)) # ng A trusted(s' (n)) = ng AL trusted(s(n)) = ny] =

O(n e T 1 startEpocheg, (s, ny) AL nk(s(n))(ng) = true A trusted(s(n)) = n;)]

Proof.

By INVL
(1) I ~ecH (n « 17 deIiverbeb(nl, NEWEPOCH(t)))/\
trusted(s(n)) +n; =
self An o (0,sendp(ny, NACK(Its))) € ois
By OR
(2) T +gch self An o (0,sendp(ng, NACK(Its))) € ois =
S(n o 1) sendy(ng, NACK(ILs)))
From [1] and [2] and OO trusted(s(n)) = n; from the premise,
(3) T rFecy (n o 11 deliverpep(n;, NEWEPOCH(t)))A
trusted(s(n)) = ny A OO trusted(s(n)) = n; =
O(n oo 1 sendy (g, Nack(lts)))
By PL; and correctness of n; and n,
(4) T +ech (n o 1| sendy(ng, NACK(Its))) =
O(nyg o 01 delivery(ng, Nack(lts)))
By InVL,
(5) T rFecH (ny o 01 delivery(n;, NACK(Its))) =
self A (n; o (1, broadcastpep (NEWEPOCH(Its')) € ors))
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By OR,
(6) T +gch self A (ng o (1, broadcastpe, (NEWEPOCH(Ist"))) € ors) =
O (ny o 1) broadcastye, (NEWEPOCH(Ist')))
By BEB; and correctness of n; and n,
(7) T +gch (ng o 1] broadcastpe, (NEWEPOCH(Ist'))) =
&(n e 11 deliverpen (n;, NEWEPOCH(Ist')))
From [3] to [7],
(8) I'+EcH (n « 17 deliverbeb(nl, NEWEPOCH(t)))/\
trusted(s(n)) # ng A OO trusted(s(n)) = ny =
&(n o 11 deliverpey (n, NEWEPOCH(Its"))) A OO trusted(s(n)) = n
By Lemma 123 on [8],
(9) I +ecH (n e 11 deliverbeb(nl, NEWEPOCH(t)))/\
trusted(s(n)) = ng A OO trusted(s(n)) = ny =
S[(n o 11 deliverpe (g, NEwEPocH(Its'))) A OO trusted(s(n)) = ny]v
O[(n o 11 deliverpep (g, NEWEPOCH(Its'))) A O trusted(s(n)) = n]
By Lemma 124 on [9],
(10) T Fech (n o 11 deliverpep(n;, NEWEPOCH(t)))A
trusted(s(n)) + n; A o0 trusted(s(n)) =n; =
O[(n o 11 deliverpey (n;, NEWEPOCH(Its"))) A O trusted(s(n)) = n]
By Lemma 71 and [9],
(11) I +ecH (n 17 deIiverbeb(nl, NEWEPOCH(t)))/\
trusted(s(n)) = ng A OO trusted(s(n)) = ny =
O[O (n o T 1 startEpochg, (s, 1)) A
O nk(s(n))(ng) = true A O trusted(s(n)) = n;)]
That is,
(12) I ~ecH (n 117 deIiverbeb(nl, NEWEPOCH(t)))/\
trusted(s(n)) + n; A o0 trusted(s(n)) =n; =
&[(n e T 1 startEpoch.g, (ts,n7))A
O nk(s(ng))(n) = true A D trusted(s(n)) = ng)]

Lemma 71.
I FecH
dn;. n; € Correct A
[n € Correct —
(n o 11 deliveryep(n;, NEWEPOCH(t))) A O trusted(s(n)) =n;] =
O(n o T 1 startEpoche., (ts,ny) A nk(s(n))(ng) = true A O trusted(s(n)) = n;)

Proof.
The First case is that nk(s(n))(n;) = false
By INVL,
(1) T Fecy (n o 11 deliverpep(n;, NEWEPOCH(2)))A
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
self An e (0,sendp (1, STATE(Its))) € ors A
lastts(s(n)) = lts Ank(s'(n))(n;) = true

141



By InvS”,
(2) T Fech self Ank[s'(n;)] = true = O(self - nk(s(n))(n;) = true)
By OR,
(3) T +gch self An o (0,sendp(ng, STATE(Its))) € ois =
O(n e 1) sendy(ny, STATE(Its)))
By PL; and correctness of n; and n,
(4) T HECH (n o1 sendp|(nl, STATE(HS))) =
O(ny o 01 delivery(ny, STATE(Its)))
From [1] to [4],
(5) I'+ecH (n 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
O(ng o 0 1 delivery (ng, STATE(lts))) A
lastts(s(n)) = lts A Cnk(s(n))(ny) = true
By INVL,
(6) ' +ecH (nl e 01 deIiverp|(nl, STATE(ltS))) =
self A (n; o (1, broadcastyep(NEWEPOCH(Its"))) € ors) Alst’ > Ist
By OR,
(7) T +gch self A (ng o (1, broadcastpe, (NEWEPOCH(Its"))) € ors) =
O (ny o 1) broadcastye, (NEWEPOCH(Its)))
By BEB; and correctness of n; and n,
(8) T +ecH (n o 1| broadcastpe, (NEWEPOCH(Its"))) =
<&O(n oo 11 deliverpey (n;, NEWEPOCH(Its')))
From [6] to [8],
(9) I'+ecH (nl e 01 deliverp|(nl, STATE(ltS))) =
O(n e 11 deliverpey (n;, NEWEPOCH(Its"))) Alst’ > Ist
From [5] and [9],
(10) T rFech (n o 11 deliverpep(n;, NEWEPOCH(t)))A
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
O(O(n o 11 deliveryep (n;, NEWEPOCH(Its"))) Alst’ > Ist)A
lastts(s(n)) = lts A Onk(s(n))(ny) = true
That is,
(11) I ~ecH (n 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
O[n o 11 deliverpep (g, NEWEPOCH(Its')) A
Ist" > Ist Ank(s'(n))(n;) = true A trusted(s(n)) = ny|A
lastts(s(n)) = lts A Onk(s(n))(ny) = true

There are two possibilities for the value of lastts(s(n)) when a node receieves
deliverpep(n;, NEWEPOCH(Its)) event,
(12) T Fech (n o 11 deliverpep(n;, NEWEPOCH(t)))A
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
S[n o 11 deliverpep (17, NEWEPOCH(ts"))A
Ist' > Ist Ank(s'(n))(n;) = true A trusted(s(n)) = mA
(lastts(s(n)) = lst v lastts(s(n)) = lst)] A
O trusted(s(n)) = mylastts(s(n)) = lts AOnk(s(n))(n) = true
By Lemma 115,
(13) T Fech (n o 11 deliverpep(n;, NEWEPOCH(t)))A
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O trusted(s(n)) = ng Ank(s(n))(n;) = false =
[O[(n o 11 deliverpey(n;, NEWEPOCH(Its"))) A nk(s(n))(n;) = truea
Ist" > Ist Alastts(s(n)) = lst A trusted(s(n)) =n;] v
O[(n o 11 deliverpe,(n;, NEwEPOCH(Its"))) A nk(s(n))(n;) = truea
lastts(s(n)) = lts"” Alts" #1st A trusted(s(n)) =n;]] A
O trusted(s(n)) = ng Alastts(s(n)) = Its AOnk(s(n))(n;) = true
By InvL
(14) T rech (n o 11 deliverpep(n;, NEWEPOCH(Its"))) Ank(s(n))(n;) = truea
lts' > lastts(s(n)) A trusted(s(n)) =n; =
self An o T 1 startEpoch, (Its’, n;) € ois
By OI
(15) T +gcp self An o T 1 startEpoch,g, (Its’, ny) € ois =
&(n e T 1 startEpochy, (Its’, 1))
From [14] and [15],
(16) T rech (n o 11 deliveryep(ng, NEWEPOCH(Its"))) A nk(s(n))(n;) = truea
Its' > lastts(s(n)) A trusted(s(n)) =n; =
&(n e T 1 startEpoch.y, (Its', 1))
By [13], [16] and removing unuseful parameters,
(17) I'~ecH (’I?, 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
[O[O(n o T 1 startEpoch.y, (Its’, ny)]v
Ollastts(s(n)) = lts” Alts"” # st A Otrusted(s(n)) = ng] A
O trusted(s(n)) = ny Alastts(s(n)) = lts A Onk(s(n))(n;) = true]
That is,
(18) T FecnH (n o 11 deliverpep(n;, NEWEPOCH(t)))A
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
[O[(n o T 1 startEpoche., (Its’,ng)) A
O trusted(s(n)) = ny Alastts(s(n)) = lts AOnk(s(n))(n;) = true] v
[Ollastts(s(n)) = Its” Alts" # Ist A Otrusted(s(n)) = ny] A
O trusted(s(n)) = ny Alastts(s(n)) = Its AOnk(s(n))(n;) = true]]
By INVSAG,
(19) T +gch lastts(s(n)) = lts” A O(lastts(s(n)) = 1ts”) =
O(n o startEpoch,, (Its”, n;) € ois A self)
From [15], [19] and adding Otrusted(s(n)) = ny,
(20) T recp lastts(s(n)) #1ts” A O(lastts(s(n)) = ts”) A Otrusted(s(n)) = n; =
&(n e T 1 startEpochey, (Its”, ny))
From [18] and [20],
(21) I +ecH (n 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
[O[(n o T 1 startEpoch., (Its’, ny)) A
O trusted(s(n)) = ny A lastts(s(n)) = lts A Onk(s(n))(n) = true] v
[O(n o T 1 startEpoch,, (Its”, ;)] A
O trusted(s(n)) = ny Alastts(s(n)) = its A Onk(s(n))(n;) = true]]
That is,
(22) I' ~ecH (TL 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = false =
O[(n o T 1 startEpoch,, (Its’,ny)) A
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O trusted(s(n)) = ny A Onk(s(n))(n;) = true]

The other case is that nk(s(n))(n;) = true,
By INVSA,
(23) T recp nk(s(n))(ny) = true =
S(self An o (0,sendp(ny, STATE(Its))) € ors A
lastts(s(n)) = lts Ank(s'(n))(n;) = true A trusted(s(n)) =n;)
From [23] and and adding premise,
(24) T Fecy (n o 11 deliverpep(n;, NEWEPOCH(?)))A
O trusted(s(n)) = ng Ank(s(n))(n;) = true =
S(self An o (0,sendp (g, STATE(Its))) € ors A
lastts(s(n)) = lts Ank(s'(n))(n;) = true A trusted(s(n)) =n;)
By doing the same reasoning we can say,
(25) I ~ecH (’I’L 117 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) = ng Ank(s(n))(n;) = true =
S[O[(n o T 1 startEpoch,, (its', 7)) A
O trusted(s(n)) = ny A Onk(s(n))(ny) = true]
Therefore, we can say,
(26) I ~ecH (n 17 deIiverbeb(nl, NEWEPOCH(t)))/\
O trusted(s(n)) =n;] =
S[O[(n o T 1 startEpoch,, (Its’, ny)) A
O trusted(s(n)) = ny A Onk(s(n))(n;) = true]

Lemma 72.
I' FecH
dn;. n; € Correct A
[n € Correct —
(n e T 1 startEpoch(ts,ny) A nk(s(n))(n;) = true A O trusted(s(n)) = n;) =
O[(n oo T 1 startEpoch(ts’,1) AO=(n o T 1 startEpoch(ts”,1")]

Proof.
By Lemma 73,
(1) T Fgcy n € Correct —
nk(s(n))(n;) = true A self =
©O[(ny « 01 delivery(n, STATE(lts)))A
=(ng » 01 deliverp(n, STATE(lts)))A
B-(ny « 01 delivery(n, STATE(Its)))]
By Lemma 126 and [1],
(2) T +gcy n € Correct —
(nk(s(n))(n;) = true A self) =
O-(ny « 01 delivery(n, STATE(ItS)))
By INVL,
(3) T +ecH (ng o (1, broadcastpe, (NEWEPOCH(t'))) € ors A self) =
(ry o 01 delivery(n, STATE(lts")))v
(ny o 01 deliverg(n, NACK(lts")))v
(ng 21 trusteg(n))
By INVL,
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(4) I'+ecH (nl « 21 truste|d(n)) =
trusted(s(ny)) # trusted(s'(n;))
From [3] and [4],
(5) T +ecH (ng o (1, broadcastpe, (NEWEPOCH(1'))) € ors A self) =
(ny « 01 delivery(n, STATE(lts")))v
(ny « 01 deliverg(n, NACK(lts")))v
trusted(s(ny)) # trusted(s'(n;))
The contra-positive of [5],
(6) T rFecH ~(n o 01 delivery(n, STATE(Its")))A
—(ny « 0 1 delivery(n, NACK(lts")))A
trusted(s(n;)) = trusted(s'(n;)) =
—(n; « (1, broadcastpe, (NEWEPOCH(t'))) € ors A self)
That is,
(7) T rgch O=(ng« 01 delivery(n, STATE(Its")))A
O-(ny o 0 1 delivery (n, NACK(Its")))A
O(trusted(s(ny)) = trusted(s'(n;))) =
O-(ny » (1, broadcastpep (NEWEPOCH(t'))) € ors A self)
By INnVL,
(8) T rFecH (n o (0,sendp(ny, NACK(lts"))) € ors A self) =
trusted(s(n)) +mny
The contra-positive of [8],
(9) T +gch trusted(s(n)) =n; =
—(n « (0,sendpi (17, NACK(Its"))) € ors A self)
That is,
(10) T +gcp Otrusted(s(n)) =n; =
O-(n e (0,sendp(n;, NACK(lts"))) € ors A self)
By EXEFEOR and PL}
(11) T rgcy Otrusted(s(n)) =n; =
OO-(ny o 01 delivery(n, NACK(Its")))
From [2] and adding a premise,
(12) T +gcy n € Correct —
(nk(s(n))(ng) = true A self) A O(trusted(s(n)) = n;) =
O-(ny « 01 delivery (n, STATE(Its))) A
O(trusted(s(n)) = trusted(s'(n)) =n;) A
O(trusted(s(n)) = ny)
From [12] and [11],
(13) T +Fgcy n € Correct —
(nk(s(n))(ny) = true A self) A O(trusted(s(n)) = n;) =
O-(ny « 0 1 delivery (n, STATE(Its))) A
O(trusted(s(n)) = trusted(s'(n)) =n;) A
OO-(ny « 01 delivery(n;, NACK(lts")))
That is,
(14) T +gcy n € Correct —
(nk(s(n))(ny) = true A self) A O(trusted(s(n)) = n;) =
O[O-(ng o 01 deliverp(n, STATE(lts))) A
O(trusted(s(n)) = trusted(s'(n)) =n;) A
O-(n; 01 delivery (ng, Nack(lts")))]
[7] and [14],
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(15) I +gcy n € Correct —
(nk(s(n))(ny) = true A self) A O(trusted(s(n)) = n;) =
&[O=(ny » (1, broadcastpen (NEWEPOCH(1'))) € ors A self]
By EXEFEOR and BEB]
(16) T +gcy n € Correct —
(nk(s(n))(ng) = true A self) A O(trusted(s(n)) = n;) =
O[OO-(n o 11 deliverpep(n;, NEWEPOCH(t'))]
By INVL,
(17) T rech (n o startEpoch,g, (t,n")ois A self) =
(n o 11 deliverpep(n;, NEWEPOCH(t")))
The contra-positive of [17],
(18) T +gcH —(n o 11 deliverpe,(n;, NEWEPOCH(t"))) =
—(n o startEpoch,, (t,n")ois A self)
From [16] and [18],
(19) T'+gcn (n o T 1 startEpoch(ts, n;)A
[ nk(s(n))[n] = true A O trusted(s(n)) = n;) =
(n o T 1 startEpoch(ts,n;)A
OO-(n o T 1 startEpoch(ts” 1))
By Lemma 122,
(20) T +gcn (n o T 1 startEpoch(ts, ny)A
0 nk(s(n))[n;] = true AQ trusted(s(n)) =n;) =
O[(n oo T 1 startEpoch(ts, ng)A
O-(n « T 1 startEpoch(ts”,1"))]

Lemma 73.
I' FecH
n € Correct —
nk(s(n))[n;] = true A self =
©SO[(ny « 01 delivery(n, STATE(Its))) A
[1-(ny 0 1 delivery (n, STATE(Its))) A
B-(ny « 0 1 delivery (n, STATE(ItS)))]

By INVSASE with S:nk(s(n))(n;) = true
(1) T +gch ® nk(s(n))[n] = true A self =
S(n e (0,sendy (STATE(IEs))) € ors A self A
lastts(s(n)) = lts Ank(s(n))(n;) = false A
nk(s'(n))(n;) = true A trusted(s(n)) = n;)
By INVSSE” A
(2) T recu ® nk(s'(n))(ny) = true = O(nk(s(n))(n;) = true)
By INvUSSE
(3) T +ecn ® nk(s(n))(ny) = true = O(nk(s(n))(ny) = true)
By Lemma 125,
(4) T rFecy ® nk(s(n))(n;) = false = B(nk(s(n))(n;) = false)
From [1], [2] [4] and POSTPRE,
(5) T rFecn ® nk(s(n))[ng] = true A self =

S[n o (0,send, (STATE(lts))) € ors Aself A
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B(nk(s'(n))(n;) = false) A
D(nk(s(n))(m) = true)]
By INVL,
(6) T'+~gcH (n o (0,sendp(ny, STATE(Its))) € ors A self) =
nk(s'(n))(n;) = true
The contra-positive of [6],
(7) T rgch nk(s'(n))(n) = false =
—(n o (0,sendp(ny, STATE(lts))) € ors A self)
That is,
(8) T +gch Bnk(s'(n))(ny) = false =
B(n « (0, sendp(ny, STATE(Its))) ¢ ors A self)
By INVL,
(9) T +gch (n o (0,sendp(ny, STATE(Its))) € ors A self) =
nk(s(n))(n;) = false
The contra-positive of [9],
(10) T +gch nk(s(n))(ny) = true =
—(n o (0,sendp(ng, STATE(Its))) € ors) A self
That is,
(11) T +gch O(nk(s(n))(ny) = true) =
Cl(n o (0,sendy(ny, STATE(Its))) ¢ ors) A self
From [5], [8], [11] and SINV,
(12) T Fgcy nk(s(n))(ng) = true A self =
S[(n o (0,sendyi(ny, STATE(Its))) € ors) A selfa
C((n « (0,sendyi(ny, STATE(Its))) ¢ ors) A self)A
B((n « (0,sendyi(ny, STATE(Its))) ¢ ors) A self) ]
By UNIOR and PL],
(13) T +Fgcn n € Correct —
nk(s(n))(n;) = true A self =
SO[(n o 0 sendpi(ny, STATE(lES)))A
O-(n « 0 sendyi(ny, STATE(Its)) ) A
B-(n « 0 sendyi(ny, STATE(Its))) ]
By PLS,
(14) T +Fgcy n € Correct —
nk(s(n))(n;) = true A self =
©O[(ny « 01 deliverp(n, STATE(lts)))A
C1~(ny « 01 delivery(n, STATE(Its)))A
B-(ny « 0 1 delivery(n, STATE(Its)))]
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5.3.9 Uniform Consensus
Definition 22.
I' = ECH/,ECHJ, ECHg, EC}, ECS, ECé, EC)

ECH’ = lower(0,ECH;) =

n € Correct —

(n o 01 startEpoch, (ts,n;)) =

C)(n « 01 startEpocheg, (ts',n}) — ts' > ts)

ECHY, = lower(0, ECH3) =

n € Correct An' € Correct -

(n o 01 startEpoch,, (ts,n;)) =

(n' « 01 startEpocheg, (ts,n;) = ny = n))

ECHY = lower(0, ECH3) =
dts,n;. n; € Correct A
[n € Correct —
&[(n e 01 startEpochy g, (ts, 1)) A
C-(n « 0 1 startEpoch,g, (ts',n)))]]

EC] = lower(1,EC;) =
(n o 11 decideec(v)) =
In’. ©(n' « 1| propose,..(v))

EC), = lower(1,ECy) =
n e 11 decideec(v) A
&O(n' o 11 decideec(v')) =

v=1

ECS = lower(1,EC3) =
(n o 11 decidecc(v)) =
O=(n o 1 1 decideec(v'))

EC), = lower(1,ECy) =
|Correct| > |N|/2 A n € Correct —
(n e 1] propose,.(v)) =

(n o 1] epoch(n,ts)) AO=(n o 1| epoch,(n',ts")) =
vn'. n’ € Correct > ©OFv". (n' o 11 decideec(v"))
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Theorem 26 (UC;: Termination).

Every correct node eventually decides some value.

I +yc |Correct| > |N|/2 An € Correct —

[Vn'.n' € Correct > Ju. v+ L AS(n o T propose,.(v))] =
Jv. ©O(n o T 1 decideyc(v))

where I' is defined in Definition 22.

Proof.
By IRSE,
(1) T Fucc ® (ng » T | propose,(v) Av+1) =
prop(s'(m)) # L
By INVSSE,
(2) T'rycc ® prop(s(m)) # L =
O(prop(s(ni)) # 1)
From [1], [2] and POSTPRE,
(3) T"+ycc ® (ng o T | propose,.(v) Av+ 1) =
O(prop(s(ni)) # 1)
By using the premise and [3],
(4) T’ +ycc ® |Correct| > |N|/2 An € Correct —
[Vn'.n € Correct —
Jv. v 1LAS(n" o T propose, (v))] =
O(prop(s(n”)) # 1)
By ECH} and instantiating n to ny,
(5) T Fycc 3ts,ny. ny € Correctn
O[(ng o 01 startEpochgy, (ts,n7))A
[1~(ny 01 startEpochg., (ts,n}))]
From [4] and [5],
(6) T ~ucc 3ts,ny. ng € Correctn
O[(ng o 01 startEpochyy, (ts,n7))A
CI-(ny « 0 1 startEpoch,., (ts',n))) A
oo0(prop(s(m)) # 1)
That is,
(7) I’ Fucc Jts,n;. n; € Correcta
&[(ng o 01 startEpoch,y, (s, 1)) A
[(prop(s(n1)) # 1) v O(prop(s(m)) # 1)]A
O-(ny o 01 startEpoch,, (ts',n)))]
That is,
(8) T +uycc 3ts,ny. ny € Correctn
O[[(ng » 01 startEpochg, (ts,m7)) A (prop(s(ng)) # L)A
C1-(ng « 0 1 startEpoch,, (ts',n))) v
[(nu o 01 startEpoche (ts, i) A (prop(s(m)) = L) A S(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts', 1)) ]]
By INVSA,
(9) TV Fucc prop(s(n;)) # L Aself =
S(ny » (1, propose..(v)) € ors A self)
By using Lemma 74 and Lemma 74 on [8] and [9],
(10) I’ Fucc Jts,n;. n; € Correcta
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[n; € Correct — O[©(ng » (1, propose..(v)) € ors A self)A
(ng o (1,epoch,.(n,ts)) € ors Aself)A
O-(n;  (1,epoche (ny,ts")) € ors Aself)]]
That is,
(11) I’ Fucc 3ts,n;. n; € Correcta
[n; € Correct —» O&[(ng o (1, propose..(v)) € ors A self)A
O[(ng o (1,epochy.(ny,ts)) € ors A self)A
O-(ny o (1,epoche.(ny,ts")) € ors Aself)]]]
By [11] and EXEORDEROR and EXEFEOR,
(12) T’ +ycc 3ts,ny. ng € Correctn

[n; € Correct > O&[(n » | proposeg. (v))A
O[(ny o 1] epoche(ny, ts))n OO=(ny o 1] epoche(n],ts"))]]]
by IR,
(13) T +ycc (n o T | propose,.(v)) =
(n o (1, propose..(v)) € ors A self)
By OR
(14) T’ +ycc (n o (1, propose. (v)) € ors A self) =
S(n e 1 propose..(v))
From [13] and [14],
(15) T +ycc (n o T | propose,.(v)) =
O(n e 1 propose..(v))
From the premise and [15] we know that,
(16) T +ycc Vn'.n' € Correct — Jv. ©(n o T | propose,.(v)) =
©O(n o 1 propose, (v))
From [12] and [16],
(17) T’ +ycc n € Correct —
Vn'.n" € Correct > Jv. &(n o T | propose,.(v)) =
& (ny o 1| propose.. (v))A
Ol(ng o 1| epochgc(ng,ts))A O-(ny o 1] epoche (ny,ts"))]
From EC},
(18) T’ +ycc |Correct| > |N|/2 A n € Correct —
(n o 1| propose..(v)) =
(n o 1| epoch. (n,ts)) AO=(n o 1| epoch (n',ts")) =
Vn'. n’ € Correct > ©03v". (n' « 11 decideec(v"))
From [17] and [18],
(19) T ycc n € Correct —
Vn'.n' e Correct > Jv. &(n o T | propose,.(v)) =
SO[©OT. (n' o 11 decideec(v'))]
That is,
(20) I +ycc n € Correct —
Vn'.n' e Correct - Jv. &(n o T | propose,.(v)) =
SO[Fv'. (n' o 11 decideec(v'))]
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Lemma 74.

I'Fuc
dts, n;. n; € Correct A
O[[(ng 01 startEpoch,, (s, 1)) A (prop(s(ng)) # 1) A
[-(ny 0 1 startEpoch,., (ts',n}))] =
OS[[(ng o (1,epoch. (ny,ts)) € ors A started(s' (n)) = true A self)] A
C=(ny o (1,epoch. (n;,ts)) € ors A self)]
By 11,

(1) TV +ycc (ng » 01 startEpochg, (ts,n;)) A prop(s(ng)) + 1L =
[n; o (1,epochg.(ny,ts)) € ors A started(s'(n;)) = true A self]
By usinng premise and [1],
(2) T +ycc 3ts,ny. ny € Correctn
O[[(ng o 01 startEpoch, g, (ts,m7)) A (prop(s(ng)) # L)A
C-(ny » 0 1 startEpochec (ts',n)))] =
O[[ni o (1,epochec(ny,ts)) € ors A started(s'(n;)) = true A self]A
C-(ny » 0 1 startEpochec (ts',n)))]
By INVL,
(3) T ycc started(s(n;)) = true A started(s'(n;)) = false =
(ny « 0 1 startEpoch,, (ts',n;))
The contra-positive of [3],
(4) T" rycc ~(n; « 01 startEpoch.,(ts',n;)) =
started(s(n;)) = false v started(s'(n;)) = true
From [2] and [4],
(5) T ucc 3ts,ny. ng € Correctn
O[[(ng » 01 startEpochg, (ts,m7)) A (prop(s(ng)) # 1)A
C1-(ny o 0 1 startEpochep, (ts',n}))] =
O o (1,epochec(ny,ts)) € ors A started(s'(n;)) = true A self]A
C(started(s(n;)) = false v started(s' (n;)) = true)]
By using induction and POSTPRE on [5] (considering the conjunction in started(s’(n;)) = true and
O(started(s(n;)) = false v started(s'(n;)) = true) for the base case of the induction),
(6) I +ycc 3ts,ng. n; € Correcta
O[[(ng 01 startEpoch,, (ts,m7)) A (prop(s(ng)) # L)A
[1-(ny « 0 1 startEpochep, (ts',n}))] =
O[[ng o (1,epochy.(ny,ts)) € ors A started(s'(n;)) = true A self]A
C(started(s' (n;)) = true)]
By INVL,
(7) T" +ycc (n o (1,epochg.(ng,ts)) € ors An =n; Aself) =
started(s'(n)) # started(s(n))
That is,
(8) T +ycc (ng » (1,epochy.(ny,ts)) € ors Aself) =
started(s'(n;)) # started(s(n;))
The contra-pasitive of [8],
(9) T ucc started(s'(ny)) = started(s(n;)) =
—=(ny » (1,epoch..(n,ts)) € ors A self)
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From [6] and [9]
(10) T’ +ycc 3ts,ny. ng € Correctn
O[[(ng » 01 startEpochg, (ts,m7)) A (prop(s(n’)) # 1)A
[1-(n; « 0 1 startEpoche, (ts',n}))] =
O[[ni o (1,epochec(ny,ts)) € ors A started(s'(n;)) = true A self]A

O-(n; » (1,epoch. (ny,ts)) € ors A self)]

Lemma 75.

F"UC
Jts, ny. ny € Correct A
[(n1 » 01 startEpochec, (ts,m1)) A (prop(s(m)) = 1) A S(prop(s(ni)) # 1) A
[1-(ny » 0 1 startEpochec (ts',n)))] =
OS[[(ng o (1,epoch. (ny,ts)) € ors A started(s' (n;)) = true A self)] A
O-(n; » (1,epochy.(ny,ts)) € ors A self) ]
By INVL,

(1) T ycc (n o 01 startEpochg, (ts,m7)) Aprop(s(n)) = L An =ny Aself) =
started(s'(n)) = false
That is,
(2) T' +ucc (ng « 0 1 startEpoch., (ts,ny)) A prop(s(n;)) = L A self) =
started(s'(n;)) = false
By using premise and [2],
(3) I +ycc 3ts,ny. n; € Correcta
[(ru o 01 startEpoche (ts, i) A (prop(s(m)) = L) A O(prop(s(ng)) # L)A
O-(ny o 0 1 startEpoch,, (ts',n)))] =
started(s'(n;)) = false A O(prop(s(ng)) # L)A
C1-(ny » 0 1 startEpocheey (ts',n)))]]
By INVL,
(4) TV rycc started(s(ny)) = true A started(s'(n;)) = false =
(ny « 0 1 startEpoch,, (ts',n;))
The contra-positive of [4],
(5) T"ruycc ~(n; « 01 startEpoch,(ts',n;)) =
started(s(n;)) = false v started(s'(n;)) = true
That is,
(6) TV ~ucc 3ts,ny. ng € Correctn
[(ng « 01 startEpoch.y, (ts,n;)) A (prop(s(n;)) = L) A O(prop(s(ng)) # L)A
C1-(ny » 0 1 startEpochec (ts',n)))] =
started(s'(ny)) = false A S(prop(s(ng)) # L)A
C(started(s(n;)) = false v started(s'(n;)) = true)]]
That is,
(7) TV +ycc 3ts,ng. n; € Correcta
[(ru o 01 startEpochee (ts, i) A (prop(s(m)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts', 1)) ] =
S[[[started(s(n;)) = false A (prop(s(ng)) # 1)]v
[started(s(n;)) = true A (prop(s(ng)) + 1)]]A
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O(started(s(ny)) = false v started(s'(n;)) = true)]
By PE,
(8) T +ycc my € Correct A prop(s(ny)) # L A started(s(n;)) = false =
(n; o (1,epoch..(ny,ts)) € ors A started(s'(n;)) = true A self)
By INVSA,
(9) T Fycc started(s(ny)) = true) =
S(ny » (1,epoch,(ng,ts)) € ors A started(s' (n;)) = true A self)
From [7], [8] and [9],
(10) I’ Fucc Jts,n;. n; € Correcta
[(nu o 01 startEpochee (ts, i) A (prop(s(m)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts',n))] =
S[[[(ny o (1,epoch..(ny,ts)) € ors A started(s' (ny)) = true A self)]v
S[(ny « (1,epoch..(ny,ts)) € ors A started(s' (ny)) = true A self]]A
O(started(s(n;)) = false v started(s'(n;)) = true)]
By using induction and POSTPRE on [10] (considering the conjunction for the base case of induction),
(11) T +ycc 3ts,ng. n; € Correcta
[(ru o 01 startEpocheey (ts, i) A (prop(s(m)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts',n;))] =
S[[[(ny o (1,epoch..(ny,ts)) € ors A started(s' (n;)) = true A self)]v
S[(ny  (1,epoch. (ny,ts)) € ors A started(s' (n;)) = true A self]]A
O(started(s'(n;)) = true)]
By adding the premise again,
(12) T’ Fycc 3ts,ny. ny € Correcta
[(ru o 01 startEpochee (ts, i) A (prop(s(m)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts', 1)) ] =
S[[[(ny o (1,epoch..(ny,ts)) € ors A started(s' (n)) = true A self)]v
S[(ny » (1,epoch . (n, ts)) € ors A started(s'(ny)) = true A self]]A
O(started(s'(n;)) = true)A O=(n; « 0 1 startEpoch,, (ts,1;))]
By INVL,
(13) TV ycc (ng » (1,epoch.(ny,ts)) € ors A started(s(n;)) = true A self) =
(ng « 0 1 startEpochg., (ts,n;))
The contra-pasitive of [13],
(14) T’ +ycc —(n; « 0 1 startEpoch,, (ts,ny)) =
—(n; o (1,epoch.(ny,ts)) € ors Aself) v (started(s(n;)) = false)
By using [12] and [14]
(15) T +ycc 3ts,ny. ng € Correctn
[(ru o 01 startEpoche (ts, i) A (prop(s(n)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts',n)))] =
OS[[[(ng » (1,epoch, (ny, ts)) € ors A started(s'(n;)) = true A self)]A
O(started(s'(ng)) = true)A
O[=(n; « (1,epoch..(ny,ts)) € ors Aself) v (started(s(n;)) = false)]]
That is,
(16) I’ Fucc 3ts,n;. n; € Correcta
[(nu o 01 startEpoche (ts, i) A (prop(s(n)) = L) A O(prop(s(ng)) # L)A
O-(ny o 01 startEpoch,, (ts',n)))] =
SS[[[(ny » (1,epoch. (ny,ts)) € ors A started(s'(n;)) = true A self)]a
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O-(n; « (1,epochy.(ny,ts)) € ors A self) ]
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Theorem 27 (UCy: Validity).

If a node decides v, then v was proposed by some node.
I'+yc (n o T 1 decideyc(v)) « In’. (n o T | propose,.(v))
where I' is defined in Definition 22.

Proof.
By OT,
(1) I’ Fucc (n T 1 decideuc(v)) =
&(n o decideyc(v) € ois A self)
By INVL,
(2) TV ycc (n o decide,c(v) € ois A self) =
n e 11 decideec(v)
By EC]
(3) I’ Fucc (n «T1? decideec(v)) =
In’. &(n' « T | propose..(v))
By OR/,
(4) T" +ycc (0 o T | propose,.(v)) =
<(n' o (1, propose..(v)) € ors A self)
By INVL,
(5) TV +ucc (n/ o (1, propose..(v)) € ors A self) =
(n’ « 1 propose,.(v))
From [1] to [5] and Lemma 86,
(6) T ycc (n o T 1 decideyc(v)) =
In'. ©(n' « T | propose,.(v))
That is,
(7) r’ Fucc (n «T1 decideuc(v)) o
3n’. (n’ « T | propose,.(v))
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Theorem 28 (UCS3: Integrity).

No node decides twice.

L yc (n o T 1 decideyc(v)) = O-(n o T 1 decideyc(v'))
where I is defined in Definition 22.

Proof.
By OT,
(1) T"+ycc (n o T 1 decideyc(v)) =
& (n o decideyc(v) € ois A self)
By INVL,
(2) TV Fucc (n o decideyc(v) € ois A self) =
(n o 11 decidecc(v))A occ(ois, decideyc(v)) < 1
From [2],
(3) T Fycc ~(n o 11 decideec(v)) =
(n =n Aself > —(decidey(v) € ois))
From EC}, we have
(4) I’ Fucc (n o1 1 decideec(v)) =
[J=(n o 11 decideec(v'))
By Lemma 108 on [4], we have
(5) T ycc (n o 11 decideec(v)) =
[J-(n o 11 decideec(v')) A
H-(n o 11 decideec(v'))
From [1]-[5], we have
(6) T" Fucc (n o T 1 decideyc(v)) = [
occ(ois, decideyc(v)) <1 A
CI(n = n A self — —(decideyc(v) € 0is)) A
B(n = n A self - ~(decide,c(v) € ois))]
From UNIOR on [6]
(7) I’ Fucc (n T 1 decideuc(v)) = é[
(n o T 1 decideyc(v)) =
C=(n o T 1 decideyc(v)) A
H-(n o T 1 decideyc(v))]
By Lemma 109 on [7], we have
(8) TV Fucc (n o T 1 decideyc(v)) =
[=(n o T 1 decideyc(v))
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Theorem 29 (UC4: Uniform Agreement).

No two nodes decide differently.

' Hyc (n o T 1 decideyc(v)) A<O(n' o T 1 decideyc(v')) =
(v=2")

where I' is defined in Definition 22.

Proof.

By OT,
(1) T"+ycc (n o T 1 decideyc(v)) =
S (n « decideyc(v) € ois A self)
By INnVL,
(2) TV Fucc (n o decideyc(v) € ois A self) =
n e 11 decideec(v)
From [1] and [2],
(3) T +ycc (n o T 1 decideyc(v)) =
S(n o 11 decideec(v))
From [3] and instantiating v to v’ and n to n/,
(4) I’ Fucc (TL T 1 decideuc(v)) AN <>(7”L, «T1 decideuc(v’)) =
S(n o 11 decideec(v)) A O(&(n o 11 decideec(v')))
By Lemma 112 on [4],
(5) TV Fucc (n o T 1 decideyc(v)) AO(n' o T 1 decideyc(v')) =
S(n « 11 decideec(v))A
[©(n' o 11 decideec(v)) v EO(n' o 11 decideec(v'))]
That is,
(6) TV Fucc (n o T 1 decideyc(v)) AO(n' o T 1 decideyc(v')) =
[©(n « 11 decideec(v)) A ©(n' o 11 decidee(v'))]v
[©(n o 11 decideec(v)) A O(n' o 11 decideec(v'))]
By Lemma 105 on [6],
(7) T Fucc (n o T 1 decideyc(v)) A O(n' o T 1 decideyc(v')) =
S[(n o 11 decideec(v)) A ©(n' o 11 decideec(v'))]v
&[©(n o 11 decideec(v)) A (n' o 11 decideec(v'))]v
&[(n o 11 decideec(v)) A O(n' o 11 decideec(v'))]
By Lemma 119 on [7],
(8) I ycc (n o T 1 decideyc(v)) AO(n o T 1 decideyc(v')) =
S[O(n o 11 decidecc(v)) A (n' o 11 decideec(v'))]v
©[(n o 11 decideec(v)) A O(n' o 11 decideec(v'))]v
©[(n o 11 decideec(v)) A O(n' o 11 decideec(v'))]
By EC), and [8],
(9) TV Fucc (n o T 1 decideyc(v)) AO(n' o T 1 decideyc(v')) =
Slv=1"]
That is,
(10) TV ycc (n o T 1 decideyc(v)) A O(n' o T 1 decideyc(v')) = (v=1")
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5.4 Temporal Logic

The following subsections show axioms, rules and
lemmas from the basic temporal logic of Manna
and Pnueli [1] that we use.

5.4.1 Axioms and Inference Rules

Future Axioms.

Axiom 1 (FXO0).
Up—p

Axiom 2 (FX1).

Axiom 3 (FX2).
O(p—q) <= (0p—0gq)

Axiom 4 (FX3).
O(p - q) = (Op - Og)

Axiom 5 (FX4).
Op—-0Oop

Axiom 6 (FX5).
(p=0p) - (p="0p)

Axiom 7 (FX6).
pwqg=[gv(pro(pwq))]

Axiom 8 (FXT7).
p=pwgq

Past Axioms.

Axiom 9 (PX1).
op = 6p

Axiom 10 (PX2).
S(p » q) < (p > ©q)
Axiom 11 (PX3).
B(p—q) = (Bp~Hq)
Axiom 12 (PX4).
Dp - Dép
Axiom 13 (PX5).
(p=op) ~ (p=Bp)

Axiom 14 (PX6).
pBa=(aviprélp B9l

Axiom 15 (PX7).
oF

Mixed Axioms.

Axiom 16 (FX8).
p=06p

Axiom 17 (PX8).
p=60p

Rule 1 (Generalization).
GEN

p
+Op

Axiom 18 (VO-Comm (Universal commutation)).

Va. Op(x) < OVz. p(x)

5.4.2 Derived Rules and Lemmas

Lemma 76 (CM1).
Vr:ep(x) < oV :p(x)

Lemma 77 (CM2).
Jx:ep(z) < 3z : p(x)

Lemma 78 (CM3).
Jz:0p(x) < 03z : p(x)

Lemma 79 (Rule E-MP (for n = 1)).
p=q,UprUg

Lemma 80 (=T).
pP=q¢q=r=p=r"
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Lemma 81 (OM).
p=qHOp=0gq

p<=>qg-O0Op<=0gq

Lemma 82 (CI).
p=0Oprp=[0p

Lemma 83 (T4).
Op=p

Lemma 84 (T9).
O(pnq) < Opnlig

Lemma 85 (T25).
B(prq) < (BprBq)
H(prq) = (BprBg)

Lemma 86 (T27).
SOp = Oop
SSp = Sp
eép = ép
Sop=Sp

Lemma 87 (T11).
Op < OOp

Lemma 88 (¢T).
p=><¢,q=>0rFp=Or

Lemma 89 (¢T).
p=>3q,q=>30rEp=Or

Lemma 90 (T26).
p=op

Lemma 91.

Lemma 92 (T6).
LUp—Op

Lemma 93 (CN1).

Lemma 94 (FP8).
p—©0p

Lemma 95 (OM).
p=q+ Op=2<gq

Lemma 96 (©M).
pP=q+Op=2%q
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5.4.3 Extra Temporal Logic Lemmas

Lemma 97.

((p=4q)Ap)—>q Lemma 102.
Proof. @Dp = Lp
Bv Axi 1 Slp = Up

y Axiom 1. SOp = Op

Lemma 98.
Op—>0Op Lemma 103.
p— (B(p=0p)=0p)

Proof.
We assume
(1) ©p
We prove
0%p Lemma 104.
From rule T28 and [1], p=q=r
OSp <
(Spnrq)=r
(pACOg)=Or
Lemma 99.
p=Cq A g=r >
p=r
NN Lemma 105.
OGN (Op A 0q) =
= O(pAoq) v
p=%q A g=1 > O(grOp)
p=or (Op A ©q) =
Proof. S(proq) v
Immediate from Rule &M (€M) and Rule =T. S(gn ©p)
Op A=
S (pAr©q)
Lemma 100.
p=Ug A g=71 —
p=0Ur
Proof. Lemma 1A06.
Immediate from Rule OM and Rule =T. (Opn @—'p) =P
(eprB-p)=p
Lemma 101.
gggzg Lemma 107.
N O
S0p = p Op=Uop
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Lemma 112.
SOp <= Opvop

é<>p = OpVvop
Lemma }08. Oop = Opv Op
(pjgﬁp)_> Oép:><>pvep
(p = E-p) é@p:@pv@p
and )
(p=HB-p) -
(p=0-p)
Proof. Lemma 113.
We assume SpvOp < Spv Op
(2) (p=U-p)
We prove R
(p=B-p)
That is, Lemma 114.
Op=-p Sp <= 0Sp
From [2] A
(3) (©p= oU-p)
By Lemma 101,
Lemma 115.

(4) S0-p=-p
From [3] and [4],
(5) (©p=-p)

Opalg= O(paly)

Lemma 116.
Lemma 109. Sop = Op
p=o(=q) ~>
(»=1q)
Lemma 117.
Lemma 110. P P
Hp=p-
Up
Lemma 118.
Hp < Hép
Lemma 111.
HpaHg=parq—
O(p A
(pnq) Lemma 119.
Proof. PASG=
Immediate from Lemma 110 and Lemma 93. S (g A Op)
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Lemma 120.
HpAlp=
HBpAOBp

Lemma 121.
SOop <= Sp

Lemma 122.
pAOH-p =

Lemma 123.
OpASdg =
O(pa o) v
O (pAOg)

Lemma 124.
Op A Oy =
O(Op A o) v
O(palyg)

Op A SOg = O(p Alyg)

Lemma 125.
p=Lp

Lemma 126.
SOp - Op

Lemma 127.
OpAOg= O(SOpAQq)
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